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This guide describes a comprehensive procedure for installing, configuring, and building
an IBM® WebSphere® Portal V5.1.0.1 cluster using:

* IBM WebSphere Application Server 6.0.0.2
*  Windows® 2000 Server

e Oracle 9.2.0.4 Server and client

* IBM Directory Server 5.1

e IBM HTTP Server 6.0

To perform the tasks described here you need basic WebSphere Portal and WebSphere
Application Server knowledge and administration skills. Some steps might require the
assistance of another system administrator, such as the database administrator or LDAP
administrator.
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Introduction

Building and configuring a cluster can be a very complex task, and you can build portal
clusters in various ways. This article provides a best practice approach for building a
cluster environment using WebSphere Portal. This example produces a two-node
horizontal cluster, as shown in Figure 1. Your environment might require special
considerations, but you should still follow this step-by-step approach as an overall guide.

Although this guide is specifically written for WebSphere Portal V5.1.0.1 and
WebSphere Application Server 6.0.0.2 versions, the same approach will apply to any
WebSphere Portal V5.1.x version and any WebSphere Application Server 6.0.x version

as well.

WebSphere Application Server Version 6 introduced the concept of profiles. Some
property files that you are accustomed to finding in:

/ Program Fi | es/ WebSpher e/ AppSer ver
are now at the profile level. For example:
/ Program Fi | es/ WebSpher e/ AppSer ver / profi | es/ <profile name>.

In this document, these two directories are referred to as follows:

Directory Symbol

/ Program Fi | es/ WebSpher e/ AppSer ver <wsas root>

/PI’ Ogl’ am F| | es <Wsas_pr0ﬁle r00t>
/ WebSpher e/ AppSer ver/profil es/<profile_name> -




Figure 1. Target portal cluster
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Screens shots show valid examples. Use values which are appropriate for your database
and LDAP.

Install and upgrade the Deployment Manager (DMGR)

Important: The WebSphere Application Server V6.0.0.2 code is not shipped with the
WebSphere Portal 5.1 CDs. Therefore, you need to obtain the proper WebSphere
Application Server V6.0.0.2 code from WebSphere Application Server. In WebSphere
Application Server V6.x, the code set for WebSphere Application Server BASE and
DMGR is the same code.

During the install you define whether you want the installer to create an initial DMGR
profile or standard WebSphere Application Server profile. Also, there is no concept of
WBISF (WebSphere Business Integration Server Foundation) or PMEs (programming
model extensions, or enterprise services) with WebSphere Application Server V6.

1. Install DMGR by running the launchpad.bat script.

Important: Make sure the installer screen is titled as follows, which you can use to
install either DMGR or WebSphere Application Server profiles:
WebSphere Application Server Network Deployment Version 6.0

If the title is as follows, you can only install WebSphere Application Server profiles—
not DMGR profiles:



WebSphere Application Server Version 6.0

Applicatiun Server

Network Deployment

00009 '
e0008 =
00008\

Welcome WebSphere Application Server Network Deployment
Version 6.0

Solution Installation Diagrams . [}5 . . .
IBM WebSphere Application Server, Version 6.0 is an integrated platform

that contains an Application Server, Web development tools, a Weh
WebSphere Application Server server, and additional suppaorting software and docurmentation. This
Metwork Deployment Installation launchpad may serve as a single point of reference for installing your
Application Server environment,

IBM HTTP Server Installation See the solution installation diagrams for illustrations of commaon
application server environments.,

Web Server plug-ins Installation ] ]
To begin, select an entry from the list below, If you would like help
documentation and support links to these concepts before initializing a

Application Clients Installation wizard interface, select from the list to the left.
application Server Toolkit B* Launch the installation wizard for WebSphere Application Server
Installation

& Launch the installation wizard for IBM HTTP Server

Launch the installation wizard for Web server plug-ins

& Launch the installation wizard for WehSphere Application Clients

Launch the installation wizard for the Application Server Toolkit on

L L L e L L Lt =T ETRRPy P

2. You are prompted during the install (near the end) for the kind of default profile you
want to initially create. Choose the Deployment Manager profile.

3. Install Cumulative Fix 2 (CF2) on top of DMGR 6.0.0.0 to bring it up to the 6.0.0.2
level.

Tip: Use the WebSphere Application Server update Wizard.bat to apply the Fixpacks
(FPs) and CFs.

4. Install the following 11 WebSphere Application Server iFixes required for
WebSphere Portal V5.1.0.1 to keep the DMGR and the WebSphere Application
Server nodes at the same iFix level:

PK00274
PK00842
PKO00361
PK02123
PKO01524
PK03834
PKO05321
PK04784
PK06246
PK05953
PK06140



Tip: You can find WebSphere Application Server fixes by accessing this URL and
searching for the fix:
http://www.ibm.com/software/webservers/appserv/was/support/

5. Verify the operation of the DMGR by rendering it thru a browser, example:
http://dmgr node.abc.com:9060/admin

The default port for the WebSphere Application Server AdminConsole has changed
to 9060 in WebSphere Application Server 6.x.

Install and configure the Nodel software

In this task, you first install WebSphere Application Server and WebSphere Portal on
what will become Node 1 in the cluster. Then, you configure the node as the primary
node in the cluster.

1. Install WebSphere Application Server V6.0.0.0 by running the launchpad.bat script.

2. You are prompted during the install (near the end) for the kind of default profile you
want to initially create; choose the standard WebSphere Application Server profile.

3. Install CF2 on top of the WebSphere Application Server V6.0.0.0 to bring
WebSphere Application Server to V6.0.0.2.

4. Install the following 11 WebSphere Application Server iFixes required for installing
WebSphere Portal V5.1.0.1:

PK00274
PK00842
PK00361
PKO02123
PKO01524
PK03834
PKO05321
PK04784
PK06246
PK05953
PK06140

Tip: You can find WebSphere Application Server fixes by accessing this URL and
searching for the fix: http://www.ibm.com/software/webservers/appserv/was/support/

5. Use the WebSphere Portal installer from cdSetup (install.bat) to install WebSphere
Portal V5.1.0.1 on the existing WebSphere Application Server V6.0.0.2 by choosing
the Custom install path.


http://www.ibm.com/software/webservers/appserv/was/support/
http://dmgr_node.abc.com:9060/admin
http://www.ibm.com/software/webservers/appserv/was/support/

6. Verify the installation by starting and rendering the WebSphere Portal and serverl
AdminConsole from a browser; for example:
serverl AdminConsole - htt p://wsas_node. abc. com 9060/ admi n
WebSphere_Portal - htt p: / / wp_node. abc. com 9081/ wps/ por t al

Configure Node1 to an external database

For detailed information on configuring the database, see:
http://publib.boulder.ibm.com/pvc/wp/510/ent/en/InfoCenter/wpf/intr_db.html

This example uses the configuration helper files. The configuration wizard seems to have
problems with WebSphere Application Server 6.x.

Using the helper files:

1. Locate the appropriate configuration helper file located at:
<wp_r oot >/ confi g/ hel pers

2. Make a copy of the original helper.
Edit the helper file with your database values. The listing below shows this is an
example helper file which you can reference when you fill out your own

|98)

Listing 1. Example helper file for Node 1 database configuration

BHBHBH SR H RS R R R AR AR AR A R A R R R R R A AR
# Dat abase Properties - BEG N

HHHHHHHBHTH R TR R AR R R R R R R R R R R R R R R R

# DbSaf eMbde: This only applies to Database specific tasks. If it is
set to true

# the databases will not be created, initialized, or renoved.

# { false | true }

DbSaf eMode=f al se

# DbType: The type of database to be used for WebSphere Port al
DbType=or acl e

# DbDriver: The nane of class Sql Processor will use to inport SQ
#files, also known as "JDBC provider"
DbDri ver=oracl e.jdbc. driver. O acl eDri ver

# DbDriverDs: The name of class Sgl Processor will use to inport SQL
#files via data source
DbDri ver Ds=oracl e. j dbc. xa. cl i ent. Oracl eXADat aSour ce

#DbLi brary: The directory and nanme of the zip file containing db.driver
#cl ass
DbLi brary=c:/ Program Fi | es/ WebSpher e/ Oracl eDri ver/oj dbcl4. | ar

HARHHHHH PR R R R R
# WPS Dat abase Properties - BEG N
HHBHH T R TR R R T R R R


http://publib.boulder.ibm.com/pvc/wp/510/ent/en/InfoCenter/wpf/intr_db.html

# WosDbNanme: The nane of the WbSphere Portal database
# Note: This value should al so appear as the database el ement in DbUrl
WpsDbNanme=wps5101

# DbUrl: The wps dat abase URL

# Note: The database el enent of this value should match the val ue of
#WpsDbNane

DbUr | =j dbc: oracl e: t hi n: @or acl e_server>: 1521: wps5101

# DbUser: The dat abase adm nistrator user ID
DbUser =wpsdbusr

# DbPassword: The dat abase adm ni strator password
DbPasswor d=wpsdbusr

HHHH
# WWM Properties - BEG N
HH

# WmDbNane: The nane of the WebSphere Portal database

# Note: This value should al so appear as the database el enent in
#WmDbUr |

WrmDbNanme=wps5101

# WmDbUser: The dat abase adm nistrator user |D
WmDbUser =wmmdbusr

# WmDbPassword: The dat abase adni ni strator password
WrmDbPas swor d=wmdbusr

# WmDbUr| : The dat abase URL

# Note: The database el enent of this val ue should match the val ue of
#WmDbNane

WrmDbUr | =j dbc: or acl e: t hi n: @or acl e_server>: 1521: wps5101

HRBHHH R R HHH R HH R R R R R TR R R R R R R R R R
# WWM Properties - END
HERHHHHH R

HER R
# JCR Dat abase Properties - BEG N
HURHHHHH I

# Jcr DbNanme: The nane of the WebSphere Portal database for JCR tables
# Note: This value should al so appear as the database el enent in

#Jcr DbUr |

Jcr DbName=wcnb5101

# JcrDbUser: The JCR dat abase adm nistrator User |D/schema name
Jcr DbUser =i cmadmi n

# Jcr DbPassword: The JCR dat abase admi ni strator password
Jcr DbPasswor d=i cmadm n



# JcrDsNane: The nane of datasource to be used for JCR
Jcr DsName=JCRDS

# JcrDbUrl: The JCR dat abase URL

# Note: The database el enent of this value should match the val ue of
#Jcr DoNane

JcrDbUr | =j dbc: oracl e: t hi n: @oracl e_server>: 1521: wnb101

# Debug | evel for JCR database utilities
Jcr DebuglLevel =2

# Jcr DbUni code: | ndicates whether or not the JCR database is unicode.
# Y. is unicode

# N is NOT unicode

Jcr DbUni code=Y

HHHH
# JCR Dat abase Properties - END
HH

HAHHHHH B HTH R HH R R R R R R R R R R T R R R R R R
# Personal i zati on Database Properties - BEG N
HERHHHHH R

# FeedbackDbName: The name of the feedback database.

# Note: This value should al so appear as the database el enent in
#FeedbackDbUr |

FeedbackDbNarme=f dbk5101

# **For SQ. Server and Oracle only, this value MIST be set to
#FEEDBACK* *

# FeedbackDbUser: The dat abase user for feedback dat abase.
FeedbackDbUser =FEEDBACK

# FeedbackDbPassword: The dat abase password for feedback database.
FeedbackDbPasswor d=f eedback

# FeedbackDbUrl: The Feedback dat abase URL

# Note: The dat abase el enent of this val ue should match the val ue of
#FeedbackDbNane

FeedbackDbUr | =j dbc: oracl e: t hi n: @or acl e_server>: 1521: f dbk5101

# Li kem ndsDbNane: The nane of the Likem nds dat abase.

# Note: This value should al so appear as the database el enent in
#Li kem ndsDoUr

Li kem ndsDbName=I ndb5101

# Li kem ndsDbUser: The dat abase user for Liken nds database.
Li kem ndsDbUser =I ndbusr

# Li kem ndsDbPassword: The dat abase password for Likem nds dat abase.
Li kem ndsDbPasswor d=I ndbusr

# Li kem ndsDbUrl: The Li kem nds dat abase URL

# Note: The dat abase el enent of this val ue should match the val ue of
#Li kem ndsDbNanme

Li kem ndsDbUr| =j dbc: or acl e: t hi n: @or acl e_server>: 1521: | nrdb5101



HERHHHHH TR R R R
# Personal i zati on Dat abase Properties - END
HHBHH TR R R R SRR R R

4. Import the contents of this file into wpconfig.properties by issuing this command:

<wp_r oot >/ confi g/ WPSconfi g -
Dparent Properties="<full _path to this file>"
DSavePar ent Properti es=true

5. Run the following tasks to validate the database values:

WPSconfi g. bat val i dat e- dat abase- connecti on-wps
WPSconfi g. bat val i dat e- dat abase- connection-jcr
WPSconfi g. bat val i dat e- dat abase- connecti on-f eedback
WPSconfi g. bat val i dat e- dat abase-connection-1i kem nds
WPSconfi g. bat val i dat e- dat abase- connecti on- wm
WPSconfi g. bat val i dat e- dat abase-dri ver

6. Run the following task to transfer the data from the Cloudscape database to the
Oracle database:

WpPSconfi g. bat dat abase-transfer

7. After the task completes successfully, verify the portal by rendering it from a
browser.

8. To test a datasource connections thru the server]l AdminConsole, navigate to
Resources => JDBC Providers => wpsdbJDBC => Data Sources, and then select a
datasource and click Test Connection.

weleorne wpshind | Logout | Support | Help

Welzame
Servers JDBC providers
Applicati
REsstond JDBC providers > wpsdbIDBC > Data sources

B Resources #A data source is used by the application to access data from the database. A data source is

TS Poemicms created under a JDBC provider, which supplies the specific JDBC driver implementation class,

JDBC Providers Preferences

Reeclicelid pters Mew Delete | Test connection
Asynchronous beans

Schedulers *t* "’?

Cache instances
Select| Mame 2

b INDT name X Description £ Category O

Object poal rmanagers

Mail Providers = wrormDE jdbcfwrnmDs JDEC DataSource for
wpssel
URL Providers
ErsanrEe Bnrieman: Drevides I wpsdbDS jdbefwp=dbDs IDBC DataSource for
wpssel
Security Total 2

Environmment

F urtars adrmimickeabine

If the result is successfully, you see the message shown below.



B Messages

[ Test connedtion for data source wmmDS on server serverl at node
wp-se-wastNoda0l was successful,

Bl Test connaction for data source wpsdbDE on server sarverl at
node wp-se-wastModell was successful.

9. Test the data sources for each JDBCProvider.

Modify the configuration to optimize for clustering

On some machine configurations, WebSphere Portal components might cause a timeout
exception when the node is added to the Network Deployment cell. To eliminate the risk
of this happening, increase the ConnectionlOTimeOut value for the WebSphere Portal
application server and deployment manager by following these steps.

1.

2.

Log into the WebSphere Application Server serverl AdminConsole for Nodel.

To change the timeout values for the WebSphere Portal application server navigate
to Application Servers => WebSphere Portal => Web container settings => web
container transport chains.

To increase the timeout values for each entry listed in the web container transport
chains section:

a) Click HTTP Inbound Channel.

b) Change the Read timeout value to 180.
c) Change the Write timeout value to 180.
d) Save the configuration changes.

Log into the DMGR AdminConsole.

To change the timeout values for the deployment manager navigate to System
Administration => Deployment Manager => web container transport chains.

Increase the timeout values for the deployment manager as you did above for the
WebSphere Portal node, using the same property names and values.

Change the time-out request for the Simple Object Access Protocol (SOAP) client.
The default, in seconds, is 180. Within the <wsas_profile root>/properties/ directory,
edit the soap.client.props file. Change the line to:

com i bm SQOAP. r equest Ti meout =6000

Restart the WebSphere Portal application server, serverl, and the Deployment
Manager.



Add Node1 to the Deployment Manager

Nodel is used as the primary node in the cluster and the cluster definition will be based
on this node. Therefore, you need to add (or federate) the node to the cell. You use the
—i ncl udeapps option on the addNode.bat command, as described below.

Before you run the addNode.bat command:

I.
2.

Start the Deployment Manager.

Edit the <wsas_profile root>/bin/setupCmdLine.bat script to increase the Java™
heap size. Increasing the Java heap size enables the addNode and removeNode
commands to add or remove large applications without failing. Edit the file, and add
the following line (on one line) to the bottom of the script:

SET JVM EXTRA_CVD_ARGS=-
Dj ava. security. properti es=$WAS HOVE/ j ava/jre/lib/security/java. secur
ity -Xms256m - Xnx1024m

To add a node to the Deployment Manager cell, issue the addNode command (on one
line) on the command line of the node to be added:

Windows

<wsas_profile root>\ bi n\ addNode. bat <depl oyment _manager _host >
<depl oynent _nanager _port> -usernane <adm n_user _id> -password
<admi n_passwor d> [ -incl udeapps] [-trace]

where:
wsas_profil e_root is the profile root directory on WebSphere Application Server.
depl oynent _manager _host is the Deployment Manager host name.

depl oynent _manager _port is the Deployment Manager SOAP connector-address.
The default value is 8879. To determine this value, access the DMGR
AdminConsole, navigate to System Administration => Deployment Manager, and
then expand the Ports property (under Additional Properties). Then, you can see the
value for SOAP_ CONNECTOR ADDRESS.

admi n_user _i d is the WebSphere Application Server administrative user name. This
parameter is optional but is required if security is enabled.

adni n_passwor d is the administrative user password. This parameter is optional but
is required if security is enabled

Example: addNode. bat dmmode. abc. com 8879 —i ncl udeapps

Parameters available to the addNode command:
-i ncl udeapps

The -includeapps parameter is optional (but should be used on Nodel). This



parameter should only be used if there are enterprise applications already installed
on this node that need to be added to the deployment manager's master
configuration. If you do not specify this flag, any application servers that are
defined on this node will be included in the deployment manager's configuration,
but they might not be functional without their corresponding enterprise
applications. If the application already exists in the cell, a warning is generated
and the application is not installed into the cell.

-trace

The -trace parameter is optional. This parameter generates trace information that
is stored in the addNode.log file for debugging purposes.

Refer to this topic in the WebSphere Application Server V6 Information Center for
details on the addNode command:

http://publib. boul der.ibm com i nfocenter/wasinfo/v6r0/index.jsp?topic=/
com i bm webspher e. base. doc/i nf o/ aes/ ae/ rxm _addnode. ht i

Start WebSphere Portal and run the post federation task

1. Verify the nodeagent on the WebSphere Application Server/Portal node (Nodel) is
running by issuing this command:

<wsas_profile_root>/ bi n/ server St at us. bat -al |

The addNode command should have started the nodeagent. If the nodeagent is not
running, start it now by issuing this command:

<wsas_profile root>/ bi n/ start Server. bat nodeagent

2. Within the DMGR AdminConsole, verify that the nodeagent is running by navigating
to System Administration => Node agents.

Welcame

Servars Node agents NIE

Applications
PR Node agents
Resaurces The node agent process serves as an intermediary between the application servers on the node
5 it and the deployrment rmanager. The node agent process runs on every node and is specialized to
SEUiL) petform node-specific administration functions, such as server process monitoring, configuration

=

Enuirenment synchronization, file transfer, and request routing,
Preferences

E systern adrninistration
cell Stop Restark Restart all Servers on Mode
Deployment manager o
Modes I 5 ?
Mode agents Select| Marme & Hode 3 Version o Status ¢
el g deagent i ModeOl 5.0.0.2 i

nodeagen irvanumiode 0.0,
Save Changes to Master Repository l_
Console settings Total 1 %

Monitaring and Tuning

3. To start WebSphere Portal, navigate to Servers => Application servers, select
WebSphere_Portal, and click Start.


http://publib.boulder.ibm.com/infocenter/wasinfo/v6r0/index.jsp?topic=/com.ibm.websphere.base.doc/info/aes/ae/rxml_addnode.html
http://publib.boulder.ibm.com/infocenter/wasinfo/v6r0/index.jsp?topic=/com.ibm.websphere.base.doc/info/aes/ae/rxml_addnode.html

Welzame
B servers

Application servers
Genetic servers
JMS Servers

Web zervers
Clusters

Cluster topalogy

Core groups

=

Applications

=

Resources

=

Security

=

Environment

=

Swstemn administration

3]

MM tho oo oo d oo o

Application servers =

Application servers

An application server iz 2 server which provides services required to run enterprize applications,

Preferences

Mew Delete| Ternplates... | Stark | | Stop ImrnediateStop | Terrninate |

B (4 (2

Select| Mame & Node Wersion I3 Status )
I WebSphere Portal irvanvrnMode0l £.0.0.2 :

Il serverl irvanvrmMNode0dl £.0.0.2 ®

Total 2

4. After WebSphere Portal is started, you will see a SOLID green arrow, as shown

below.

Hewl | Deleta | |

BB P

Salact Mama O

I WebSphere Portal

I garyarl

Total 2

] __'Startl Stop | | ImmediateStop | Terminate |

Viersion O status
Irvanvmiodedl 6.0,0.2 s
irvanvriodedl 6.0.0.2 - 3

5. Edit the <wp_root>/config/wpconfig.properties, change the CellName, and verify the

PrimaryNode properties:

Cel | Name=<cel | _name>

Example: Cel | Name=<dngr _node>Net wor k

The cellname changed during federation of the Node 1. To verify the cellname
you can identify it by <wsas profile root>/ confi g/ cel | s/ <cel | _name>

Pri mar yNode=<true or fal se>

Example: Pri maryNode=true

Because this is the first node added to the DMGR, it is considered the primary node.
The default setting for this property is t r ue.

command:

Run the post-portal-node-federation-configuration task by issuing the following

<wp_r oot >/ confi g/ WPSconfi g. bat post-portal - node-federati on-

configuration



7. Verify the portal by rendering it in a browser.

Configure WebSphere Portal to use a remote Web server

With WebSphere Application Server 6, the Web server architecture has changed
significantly. The Web server is now listed as a separate server in the AdminConsole and
you can manage it from there as well.

Also, with WebSphere Application Server 6.0.0.2 you must configure the Web server to
WebSphere Application Server after adding the node to the DMGR. If the Web server is
configured before adding the node, the addNode task will fail.

For detail on configuring a Web server to WebSphere Application Server 6, the

WebSphere Application Server InfoCenter at the following link:
http://publib. boul der.ibm coniinfocenter/wasinfo/v6ér0/topic/comibmweb
sphere. nd. doc/i nf o/ ae/ ae/ tins_webpl ugi ns_singl e. ht m

1. Install the Web server on remote machine.
2. Install the plugin on the remote machine.

3. Move the confi gur ewebser ver 1. bat script from <pl ugi n_r oot >/ bi n (Program
Fi | es\ | BM WebSpher e\ Pl ugi ns\ bi n) to the <dngr _r oot >/ bi n directory.

4. Run confi gurewebserver 1. bat script on DMGR. This creates the Web server node
in the AdminConsole. In this example, petty. ral ei gh. i bm comis the node created.

Hodes

A node corresponds to & physical computer system with a distinet IP host address. The node name is usually the
same as the host narme for the computer, The following table lists the nodas in this cell You can add new nodas
into the cell by clicking on "Add Node" and specfying 2 remote, running WebSphere Application Server Instance.

[ Preferences

Add Hode | Remove Node ' Force Delste Synchronize Full Resynchronize 5wpi
BB 4P
Select. Hama 2% Varsion 2 Discovery Protocol 0 Status D
r ryanyribode0l £.0.0.2 TGP o
T etty. raleigh b, corm L.E 6.0.0,2 TCP

I tpescadorvmeliManagerdl @ 6.0.0.2 TR e

Total 3

It also creates the Web server entry in the AdminConsole.
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Important: The script also tries to map all the existing Enterprise Applications (EAs)
to the Web server entry. It could fail on some Windows environments if some of the
Portal EAs have more than 256 characters in their paths. If it fails, the node and
server entry are created successfully, but none of the EAs are mapped to the Web
server. When you regenerate the Web server plugin it does not know about any of the
EAs, and, therefore, none of them are listed in the plugin-cfg; and, if the plugin is
moved to the Web server it will not be able to serve the EAs.

If the confi gur enebser ver . bat script completes successfully then proceed to
regeneration task.

Otherwise, if you are on Windows and the script fails, you must follow the following
procedure to map the EAs.

Manually map the EAs

To solve the problem on Windows, you must manually map each of the Enterprise
Applications to the WebSphere Portal server and to the webserverl server using the

AdminConsole.

1. First, navigate to Applications => Enterprise Applications.

In this example, you map the wps EA. You will need to follow the same procedure
for each EA that you wish the Web server to serve.

2. Click on the EA name; in this case: wps
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Enterprise Applications
Enterprise Applications Lists installed applications. A single application can be deployed anto multiple
Install Mew Application

Preferences

Resources |Start| |Stop| | Install | | Uninstall | | Update | | Rollout Update | [
Security . —

Enwironrment - . @ |¢E|

Syztern adminiztration Select| Marne J Status ()
Manitaring and Tuning Filter: wps*

Troubleshooting

Service integration

UDDI

O ﬁlﬂi G
Total 8?

3. Click on Map modules to servers.

WElEee Enterprise Applications
Seruers Enterprise Applications
El Applicati
pRlications Enterprise Applications > wps
Enterprise Applications Enterprize Applications
Install Mew Application
Configuration Local Topalogy |
Resources
Security
Enviranrnent GenersliBroperties Additional Properties
L . * Name

Systermn administration s Stateful session bean failover settings
Monitoring and Tuning Session managerment

Binary Management . .
Troubleshooting N - Application profiles

# application binaries T

5 ibraries
Service integration |$(APP_INSTALL_ROOT),-"|Nanl
= Target mappings
DDl R "
I_ Use rmetadata from binaries Last participant support extension

Wiew Deployment Descriptor

¥ Enable distribution
Provide JMS and EJB endpoint URL
Walidation information

warn x Publizh WsCL files

Provide HTTP endpoint URL
information

Class Loading and File Update Detection

E3 e e e Map security roles to users/aroups
IParent First 'I Erovide JMDI Marnes for Beans
# WAR class loader policy Map resource references to resources

IModuIe vl Map virtual hosts for Web modules

Map resource env entry references to
™ Enable class reloading It e s

Reloading interval Map mofules to servers
E i j

4. Select the WebSphere Portal Server (wps.war) module, highlight both the
webserverl and WebSphere_Portal entries listed in the Clusters and Servers box,
and click Apply.
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I Partal WRS. War, WEB-INF web.xml
Servar
WebSphere WebSphere:cell=tpescadorvmCellll,node=irvanvmNode0l,servar="WebSphere_Portal
| Penal wps_facade,war, WEB-
Server INF web. xml
Facade

[oK] [cancel

Now you will see that the Module WebSphere Portal Server (wps.war) is mapped to
both servers.
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System administration
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Manitoring and Tuning £ £ B = M
Traubleshaoting
Service integration Selact| Module URI Saruar
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Servar
webSphere webSphere:cell=tpescadorvmcellil.node=irvanvmNode0l,server="web Sphere_Portal
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Servar INFfweb.xrml
Facade

Oq Cancel

Regenerate the plugin
To re-generate the plugin:

1.

Navigate to Servers => Web servers, select the webserverl1 entry, and click

Generate Plug-in. This is written to
<dngr _profile_root>/<profil e_name>/config/cells/<cell name>/ nodes/ <no
dename>/ server s/ webser ver 1/ pl ugi n- cf g. xm
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2. Move the plugin to the remote Web server which is under:
<plugin_root>/config/webserverl

3. Restart the DMGR, the Web server, and WebSphere Portal.

4. Change the WpsHostName and WpsHostPort properties in the wpconfig.properties
to reflect the Web server values.

5. Verify the portal can be accessed thru the Web server.

Configure Node 1 and DMGR for security
Refer to the following InfoCenter link for the details of LDAP/security configuration

http://publib.boulder.ibm.com/pvc/wp/510/ent/en/InfoCenter/wpt/cfg_sec.html

Because you have already federated Portal Nodel into the DMGR, this procedure will
configure security on Nodel and the DMGR with the same security settings. If you use
this process, you no longer need to manually configure security on the DMGR, as was
required with WebSphere Portal 5.0.x versions.

This example uses the configuration helper files.
Using the helper files:

1. Locate the appropriate configuration helper file located at
<wp_r oot >/ confi g/ hel pers

2. Make a copy of the original helper.
3. Edit the helper file with your LDAP values.

In WebSphere Portal 5.1.0.1 there are 2 additional groups that need to be defined in
the wpconfig.properties and also need to be an existing group in the LDAP. These
groups are defined by the following properties in the wpconfig.properties file:

WpsCont ent Admi ni strators
WpsDocRevi ewer


http://publib.boulder.ibm.com/pvc/wp/510/ent/en/InfoCenter/wpf/cfg_sec.html

Listing 2. Example helper file for Node 1 security configuration

BHAHBHBH BRI H AR R R AR AR BB R R R A A R R R R A AR
# \WebSphere Application Server Properties - BEG N

HHBHHHH B HTH TR R R R R R R R R R R R R R R R R R R R

# WasUserid: The user ID for WbSphere Application Server security
#aut henti cati on
WasUser i d=ui d=wasadni n, cn=user s, ou=cl ust er, dc=wps5101

# WasPassword: The password for WebSphere Application Server security
#aut henti cati on (LDAP and CUR)
WasPasswor d=wasadmni n

# WhsHost Nane: The nane of the WbSphere Portal host
# Note: a fully-qualified hostnane is required to set up security and
#t 0 communicate with the Portal after security is enabled.

WhsHost Nanme=ser ver name. your co. com

HHBHHHH B HTH R TR R A R R R R R R R R R R R R R R R R R
# \WebSphere Application Server Properties - END
HERHHHHH P

HHHHHHH B HTH R TR R R R R R R R R R R R R R R R R R R
# Dat abase Properties - BEG N
HER R R

# DbUser: The dat abase adm ni strator user |ID
DbUser =wpsdbusr

# DbPassword: The database admi ni strator password
DbPasswor d=wpsdbusr

# WmDbUser: The dat abase adm nistrator user |D
WmDbUser =wmmdbusr

# WmDbPassword: The dat abase adni ni strator password
WrmDbPas swor d=wmdbusr

HHHHH I HBHTH R T H R RHTHRRH T HH  RHHH R R R R R R R
# Dat abase Properties - END
HER B

R R R e e e S s e e e e
# Portal Config Properties - BEG N
HER B HH T

# Portal Adm nld: The user ID for the WbSphere Portal Adm nistrator
Por t al Adm nl d=ui d=wpsadmni n, cn=user s, ou=cl ust er, dc=wps5101

# Portal Adm nldShort: The short WbSphere Portal adnmin |ID
Por t al Adm nl dShort =wpsadmi n

# Portal Adm nPwd: The password for the WebSphere Portal Adm nistrator
Por t al Adm nPwd=wpsadmi n



# Portal Adm nG oupld: The group ID for the WebSphere Porta
#Adm ni strator group
Por t al Adm nG oupl d=cn=wpsadmi ns, cn=gr oups, ou=cl ust er, dc=wps5101

# Portal Adm nG oupl dShort: The WebSphere Portal admin group ID
Por t al Adnmi nGr oupl dShort =wpsadni ns

HHBHH A R R G R R R R B R
# Portal Config Properties - END
HRAHHHHHA R HH TR AR R TR R R R AR R R R

HURHHHHH I
#

# \WWebSphere Portal Security Configuration - BEG N

#

HERHHHHH R

HERHHHHH PR H PR H T T R
# WebSphere Portal Security LTPA and SSO configuration
HERHHHHH T

# LTPAPassword: Specifies the password to encrypt and decrypt the LTPA
#tkeys.
LTPAPasswor d=i ct adm n

# LTPATI neout: Specifies the tine period in mnutes at which an LTPA
#token will expire.
LTPATi meout =120

# SSORequi resSSL: Specifies that Single Sign-On function is enabl ed
# only when requests are over HITPS Secure Socket Layer (SSL)
#connecti ons.

SSORequi resSSL=f al se

# SSCDomai nNane: Specifies the domain nane (.ibmcom for exanple) for
#all Single Sign-on hosts.
SSODomai nNanme=your co. com

HUR R
# Ceneral d obal Security Settings
HHBHHH R B HTH R HH R R R R R TR R R R R R R R R R

# Description: The values in this section should only be adapted by
#advanced users

# useDonai nQual i fi edUser Names: Specifies the user nanes to qualify with
#the security domain within which they reside.
useDonmai nQual i fi edUser Nanes=f al se

# cacheTi meout: Specifies the tineout value in seconds for security
#cache.
cacheTi nmeout =600

# 1 ssuePerm ssi onWarni ng: Specifies that when the |ssue perni ssion
#warning i s enabl ed, during application depl oynment



# and application start, the security run tinme emts a warning if
#appl i cations are granted any custom perni ssions.
i ssuePer m ssi onWar ni ng=t r ue

# activeProtocol: Specifies the active authentication protocol for
#RM /11 OP requests when security is enabl ed.
acti vePr ot ocol =BOTH

# acti veAut hMechani sm Specifies the active authentication mechani sm
#when security is enabl ed.
acti veAut hMechani smFLTPA

HHBHH AR R R SR SR R R
# LDAP Properties Configuration - BEG N
HRAHH AT R R R R R R AR R A R R R

# LookAside: To configure LDAP with an additional LookAsi de Dat abase
# true - LDAP + Lookasi de dat abase

# false - only LDAP

LookAsi de=f al se

# LDAPHost Nane: The LDAP server hostnane
LDAPHost Nane=| dapser ver. your co. com

# LDAPPort: The LDAP server port number
# For exanple, 389 for non-SSL or 636 for SSL
LDAPPor t =389

# LDAPAdm nUl d: The LDAP admi nistrator ID
LDAPAdm nUl d=cn=r oot

# LDAPAdmM nPwd: The LDAP adni ni strator password
LDAPAdm nPwd=i ct admi n

# LDAPServer Type: The type of LDAP server to be used for WebSphere
#Por t al
LDAPSer ver Type=I BM DI RECTORY_SERVER

#LDAPBi ndl D: The user | D for LDAP Bind authentication
LDAPBI ndl D=ui d=wpsbi nd, cn=user s, ou=cl ust er, dc=wps5101

#LDAPBi ndPassword: The password for LDAP Bi nd authentication
LDAPBi ndPasswor d=wpsbi nd

HARHHHHH PR H T R
# LDAP Properties Configuration - END
HERHHHHH T R

HERHHHHH R
# Advanced LDAP Configuration - BEA N

HURHHHHH TR R
# LDAPSuf fix: The LDAP suffix appropriate for your LDAP server
LDAPSuf f i x=ou=cl ust er, dc=wps5101

# LdapUser Prefix: The LDAP user prefix appropriate for your LDAP server



LdapUser Prefi x=ui d

# LDAPUser Suffi x: The LDAP user suffix appropriate for your LDAP server
LDAPUser Suf f i x=cn=users

# LdapG oupPrefix: The LDAP group prefix appropriate for your LDAP
#server
LdapG oupPr ef i x=cn

# LDAPG oupSuffix: The LDAP group suffix appropriate for your LDAP
#server
LDAPG oupSuf f i x=cnh=gr oups

# LDAPUser Qbj ect O ass: The LDAP user object class appropriate for your
#LDAP server
LDAPUser Obj ect C ass=i net Or gPer son

# LDAPG oupOhj ect O ass: The LDAP group object class appropriate for
#your LDAP server
LDAPG oupOhj ect A ass=gr oupf Uni queNanes

# LDAPG oupMenber: The LDAP group nenber attribute name appropriate for
#your LDAP server
LDAPG oupMember =uni queMenber

# LDAPUserFilter: The LDAP user filter appropriate for your LDAP server
#(to work with default values in WM
LDAPUser Fi | t er =( & ui d=%) ( obj ect cl ass=i net Or gPer son) )

# LDAPG oupFilter: The LDAP group filter appropriate for your LDAP
#server (to work with default values in VWM
LDAPGr oupFi | t er =( & cn=%) ( obj ect cl ass=gr oupCf Uni queNanes) )

# LDAPG oupM ni mumAttri butes: This attribute is | oaded for group search
#(perfornmance i ssues)
LDAPG oupM ni munmAt t ri but es=

# LDAPUser BaseAttri butes: These attributes are | oaded for user |ogin
#(perfornmance i ssues)
LDAPUser BaseAt t ri but es=gi venNane, sn, pr ef erredLanguage

# LDAPUser M ni mumAttri butes: These attributes are | oaded for user
#search (performance issues)
LDAPUser M ni mumAt tri but es=

#LDAPsear chTi meout: Specifies the tinmeout value in seconds for an LDAP
#server to respond before aborting a request.
LDAPsear chTi neout =120



#LDAPr euseConnecti on: Should set to true by default to reuse the LDAP
#connecti on.

# { false | true }

LDAPr euseConnect i on=true

#LDAPI gnor eCase: Specifies that a case insensitive authorization check
#i s perfornmed.

# { false | true }

LDAPI gnor eCase=t rue

#LDAPss| Enabl ed: Specifies whether secure socket comrunications is
#enabl ed to the LDAP server.

# { false | true }

# Set to true if configuring LDAP over SSL

LDAPss| Enabl ed=f al se

HERHHHHH I
# Advanced LDAP Configuration - END
HURHHHHH IR

#WmByst em d: The user |ID for WW systemidentification

# See LDAP exanpl es bel ow

# IBM D rectory Server: { uid=<wmsystem d>, cn=users, dc=your co, dc=com }
WhrBy st eml d=ui d=wasadm n, cn=user s, ou=cl ust er, dc=wps5101

#WmByst el dPasswor d: The password for WWM system identification
WrrBy st eml dPasswor d=wasadm n

HHBHH TR R R R R R R
# LDAP Properties - END
HER R R

HERHHHHH PR R R R
# PDM LDAP Properties - BEG N
HRAHHHHHF R HH PRI R A R R R R R AR R

# WpsCont ent Adm ni strators: The group ID for the WbSphere Content
#Adm ni strator group

# See LDAP exanpl es bel ow

# IBM Directory Server:

#{ cn=wpsCont ent Adni ni strat ors, cn=gr oups, dc=your co, dc=com }

WhsCont ent Admi ni st rat or s=ch=wpsCont ent Adm ns, ch=gr oups, ou=cl ust er, dc=wp
s5101

# WpsCont ent Admi ni stratorsShort: The WebSphere Content Administrators
#group I D
WhsCont ent Admi ni st rat or sShort =wpsCont ent Adm ns

# WpsDocRevi ewer: The group ID for the WbSphere Docunent Revi ewer

#gr oup

# See LDAP exanpl es bel ow

# IBM D rectory Server: { cn=wpsDocRevi ewer, cn=gr oups, dc=your co, dc=com

}

WosDocRevi ewer =cn=wpsDocRevi ewer, cn=gr oups, ou=cl ust er, dc=wps5101

# WpsDocRevi ewer Short: The WebSphere Docunent Reviewer group ID



WosDocRevi ewer Shor t =wpsDocRevi ewer

HHBHH TR R R R B SR R R
# PDM LDAP Properties - END
HRAHHHHHT R HH TR R IR R R R R R A R R R R R

HARHHHHH PR T R R R
#

# WebSphere Portal Security Configuration - END

#

HER B R

4. Import the contents of this file into wpconfig.properties by issuing this command all
on one line:

<wp_root >/ confi g/ WPSconfig -
Dparent Properties="<full _path_to_this _file>" -
DSavePar ent Properti es=true

5. Run the following task to validate the LDAP values:

WPSconfi g. bat val i date-I|dap

6. Run the following task to configure the LDAP security settings on the WebSphere
Application Server/WebSphere Portal node and the DMGR:

WPSconfi g. bat enabl e-security-I|dap

7. After the task completes successfully, restart DMGR to activate the new security
settings.

8. Verify the new security settings by rendering the DMGR AdminConsole and
WebSphere Portal in a browser. You should now be prompted for a password when
accessing the DMGR AdminConsole.

Completing Node 1 federation
1. Make sure the wp. wi re. j ar is present on the DMGR node:

a. Check whether the wp. wi re. j ar file is present in the <dmgr root>/1i b/ ext
directory on the Network Deployment machine.

b. If the file is not present, copy the file from the <wsas root>/1i b/ ext directory
on any WebSphere Portal node to the <dmgr root>/1i b/ ext directory on the
Network Deployment machine.

c. Restart the Deployment Manager.

2. Verity WebSphere Portal by rendering it thru a browser and making sure the
federated servers are visible in the Servers => Application Servers view of the DM
AdminConsole.
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Install and configure the Node2 software

In this task, you install WebSphere Application Server and WebSphere Portal on what
will become Node 2 in the cluster.

1. Install WebSphere Application Server by running the launchpad.bat script.

2. You are prompted during the install (near the end) for the kind of default profile you
want to initially create. Choose the standard WebSphere Application Server profile.

3. Install CF2 on top of the WebSphere Application Server 6.0.0.0 to bring it up to

6.0.0.2.

4. Install the following 11 WebSphere Application Server iFixes required for installing

WebSphere Portal 5.1.0.1:

PK00274
PK00842
PK00361
PKO02123
PKO01524
PK03834
PKO05321
PK04784
PK06246
PK05953
PK06140



5. Use the WebSphere Portal installer from cdSetup (install.bat) to install WebSphere
Portal 5.1.0.1 on the existing WebSphere Application Server 6.0.0.2. Choose the
Custom install path.

6. Verify the install by starting and rendering the Portal and server] AdminConsole
from a browser, example:

serverl AdminConsole - ht t p: // wsas_node. abc. com 9060/ admni n
WebSphere Portal - htt p: // wp_node. abc. com 9081/ wps/ por t al

Connect Node2 to the external database

To perform this task you will edit the configuration helper file with the same database
values from the previous configuration helper used on Nodel. Then, you run the connect-
database task to build the data sources on Node2 to point to the databases that have
already been initialized for Nodel. The end result will be that Node2 and Nodel will be
using the same database repository.

Using the helper files:

1. Locate the appropriate configuration helper file on Node2 located at:
<wps_r oot >/ confi g/ hel pers

Make a backup copy of original helper on Node2.

Make a copy of the configuration helper file used on Nodel and move it to Node2.
Verify the DbLibrary property to make sure the driver location is valid on Node2.
Import the contents of this file into wpconfig.properties by issuing this command:

ol

<wp_root >/ confi g/ WPSconfig -
Dparent Properties="<full path_to_this file>" -
DSavePar ent Properti es=true

6. Run the following tasks to validate the database values:

WpPSconfi g. bat val i dat e- dat abase- connecti on-wps
WpPSconfi g. bat val i dat e- dat abase- connecti on-j cr
WPSconfi g. bat val i dat e- dat abase- connecti on-f eedback
WpPSconfi g. bat val i dat e- dat abase-connection-1i kem nds
WPSconfi g. bat val i dat e- dat abase- connecti on- wm
WPSconfi g. bat val i dat e- dat abase-dri ver

7. Run the following task to disconnect Node2 from the Cloudscape database and
connect, recreate the data sources, to point to the Oracle database:

WPSconfi g. bat connect - dat abase

Important: Do not verify WebSphere Portal operation on Node 2 at this time and do not
log in. If you do, you could cause database corruption because Node 2 is now pointing to



the cluster database, but Node 2 has not yet been configured for security. After you
configure it for security you will validate the WebSphere Portal operation.

Configure Node2 for security

Use the identical security settings that you used for Nodel to configure security on
Node2.

Make sure you edit the wpconfig.properties on Node 2 to change the DbSaf eMbde
property value to True. By default the enabl e- security-| dap and di sabl e-security
write entries into the WebSphere Portal tables on the cluster database. Because this
database is already configured with production settings, you do not want to make any
writes to the database. Any typos in the wpconfig.properties or helper files could result in
database corruption. By setting the DbSaf eMbde to Tr ue, you ensure that no database
writes will occur.

The WsHost Nanme value must be verified here to make sure it reflects the host name of
Node2. If this value is not accurate it will cause a failure in the enabl e- securi ty-1 dap
task. The value needs to be the fully qualified domain name that is used to render
WebSphere Portal.

Example: htt p: // <node2. host . nane>: 9081/ wps/ port al

1. Locate the appropriate configuration helper file located at:
<wps_r oot >/ confi g/ hel pers

2. Make a backup copy of original helper on Node?2.
3. Make a copy of the configuration helper file used on Nodel and move it to Node2.

4. Edit the <wps_r oot >/ confi g/ wpconfi g. properti es file, and change the
DbSaf eMbde to Tr ue.

5. Edit the helper file and change the WisHost Nane property to the host name of the
Portal Node2.

6. Import the contents of this file into wpconfig.properties by issuing this command:

<wp_r oot >/ confi g/ WPSconfi g -
Dparent Properties="<full _path to this file>" -
DSavePar ent Properti es=true

7. Run the following task to validate the LDAP values:

WpPSconfi g. bat val i date-1dap

8. Run the following task to configure the LDAP security settings on the WebSphere
Application Server/WebSphere Portal node, Node2:



WPSconfi g. bat enabl e-security-I|dap

9. After the task completes successfully, edit the
<wp_r oot >/ confi g/ wpconfi g. properties and change the DbSaf eMbde property
back to Fal se.

10. After the task completes successfully, restart serverl to activate the new security
settings.

11. Verify the new security settings by rendering the portal in a browser.

Optimize Node2 for clustering

Next, you modify the WebSphere Application Server and WebSphere Portal
configuration to optimize for clustering.

1. Edit the <wsas_r oot >/ properti es/ soap. cl i ent. props file.

2. Increase the SOAP request timeout to 6000.
com i bm SQOAP. r equest Ti meout =6000

3. Restart server]l and WebSphere Portal to activate the changes.

Add the Node2 to the Deployment Manager

Because Node2 is a secondary node, the node should be added to the cell without using
the —i ncl udeapps option on the addNode. bat command. The EAs were added to the
cell previously when adding Nodel because the —i ncl udeapps option was used and
attempting to add them again will cause a conflict.

Before running the addNode. bat command:
1. Start the Deployment Manager.

2. To add a node to the deployment manager cell, issue the addNode. bat command (on
one line) on the command line of the node to be added:

Windows:

<wsas_profile root>\ bi n\ addNode. bat <depl oyment _nmanager _host >
<depl oynent _nanager _port > -usernane <adm n_user _id> -password
<admi n_passwor d>

where:
wsas_r oot is the root directory on WebSphere Application Server.
depl oyment _manager _host is the Deployment Manager host name.

depl oyment _manager _port is the Deployment Manager SOAP connector-address. The
default value is 8879. To determine the value, access the DMGR AdminConsole,
navigate to System Administration => Deployment Manager, expand the Ports



property (under Additional Properties), and then you see the SOAP_CONNECTOR_ADDRESS
value.

admi n_user _i d is the WebSphere Application Server administrative user name. This
parameter is optional but is required if security is enabled.

adni n_passwor d is the administrative user password. This parameter is optional but is
required if security is enabled.

Example:
addNode. bat dmmode. abc. com 8879 —usernane <wsas_i d> - password
<wsas_pwd>

To run the addNode command here you must supply username and password because
security has been enabled on the DMGR.

Refer to this topic in the WebSphere Application Server V6 Information Center for
details on the addNode command:

http://publib. boul der.ibm com i nfocenter/wasinfo/v6r0/index.jsp?topic=/
com i bm webspher e. base. doc/i nf o/ aes/ ae/ r xm _addnode. ht m

Start WebSphere Portal and run the post federation task

1. Verify the nodeagent on the WebSphere Application Server/Portal node, Node2, is
running by issuing this command:

<wsas_profile root>/bin/ server St atus. bat -al |

The addNode command should have started the nodeagent. If the nodeagent is not
running, start it by issuing this command:

<wsas_profile _root>/ bi n/ start Server. bat nodeagent

2. Verify nodeagent is running by navigating to System Administration>Node agents.


http://publib.boulder.ibm.com/infocenter/wasinfo/v6r0/index.jsp?topic=/com.ibm.websphere.base.doc/info/aes/ae/rxml_addnode.html
http://publib.boulder.ibm.com/infocenter/wasinfo/v6r0/index.jsp?topic=/com.ibm.websphere.base.doc/info/aes/ae/rxml_addnode.html
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Deployment manager

Node agents 7=

Node agents

The node agent process serves as an inkermediary between the application servers on the node
and the deployment manager. The node agent process runs on every node and iz specialized to
petforrn node-specific administration functions, such as server process monitoring. configuration
synchronization, file transfer, and request routing.

Preferences

Stop Restart

w12

Restart all Servers on Made

Modes
Mode agents Select| Hame 2 Mode 0 Warsion I3 Status ()
:::: g?aunpgses to Master Repository I_ nodesgent pettyumilade0l 6.8.0.2 4
Consale settings O nodeagent irvanvmMode0l £.0.0,2 &>
Maonitoring and Tuning Total 2
Troubleshooting
3. To start WebSphere Portal from the DMGR AdminConsole, select the
WebSphere Portal server on Node 2, and click the Start button.
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Weh servers
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Application servers
An application server is a server which provides services required to run enterprize applications,

Preferences

Mew Delete| Ternplates... | SEar‘t| Stop IrmrnediateStop | Terminate |
4y
B &
Select Marme 2 Made 2 Version 2 Status ()
I webSphere Portal irvanurmMode0l 6.0.0.2
I WwebSphere Portal pettyernMode0l 6.0.0,2 :
I- serverl irvanurmNode01 £.0.0.2 ®
|- serverl pettyurnMode0l 6.0.0.2 ;4

Total 4

4. After WebSphere Portal is started you will see a SOLID green arrow, like below. At
this point, you can see that both Portal nodes that have been federated to the DMGR

are started.



B servers

Application servers

Generic servers

JMS Servers

Web zervers

Clusters

Cluster topology
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=

Applications
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=

Security

Application servers

E Messages

[ pettyurnMode0l/WebSphere_Partal server started successfully Wiew
2t logs for further details,

Application servers
An application server iz 2 server which provides services required to run enterprize applications.

Preferences

Mew Delete |

o (3 (P

Templates. .. | Start| Stop

IrmrmediateStop | Terminate |

=

Environment

Select| Mame 3 Mode Wersion 3 Statuzs ()
B system administration | webSphere Paortal irvanvrmMode0l &.0.0.2 E
Maonitoring and Tuning

O WwebSphere Portal pettyurnMode0dl &.0.0.2 &
Troubleshooting
R o O zeruerl irvanvrmnModent £.0.0.2 #®

ervice integration

uDDI I serverl pettyurnModenl &.0.0,2 %

Total 4

Edit the <wp_r oot >/ confi g/ wpconfi g. properti es and change the Cel | Name and
Pri mar yNode properties:

Cel | Name=<cel | _name>
Example:Cel | Nane=<dnmgr _node>Net wor k

The cellname changed during federation of the Node 2. To verify the cellname
you can identify it by <wsas profile root>/ confi g/ cel | s/ <cel | _nane>

Pri mar yNode=<true or fal se>
Example: Pri mar yNode=f al se
This is the second node added to the DMGR, so it is considered a secondary node.

Run the post-portal-node-federation-configuration task by issuing the following
command:

<wp_r oot >/ confi g/ WPSconfi g. bat post-portal - node-federati on-
configuration

At this point, if you try to render the portal on Node2 thru a browser you will get a
Page Cannot be Di spl ayed error because the node was added without the

-incl udeapps option. After the cluster is built and the nodes are synchronized, the
applications will be available to the second node.

Create the cluster configuration

Start the DMGR and render the DMGR AdminConsole in a browser



http://<dnmgr _host nanme>: 9060/ adm n
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Enter the basic cluster info:

Define the Cluster name.

o op

To begin creating the cluster navigate to Servers => Clusters and click New.

Server Cluster

Server Cluster

Server Cluster

A zerver cluster consists of 3 group of application servers. If one of the member ¢
requests will be routed to other members of the duster.

Preferences

| Delate | |Start| |Stop| | Ripplestart | | ImmediateStop

@/l & 2

Fy
£

Select| Marme | Status (2

Mone

Total O

Check the box Prefer local.
Check the box Create Replication Domain for this cluster.
Select the option Select an existing server to add to this cluster, and then

choose server WebSphere Portal on node Nodel from the list.

Click Next.

Welcame

Server Cluster

B servers

Create a new cluster

Application servers
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vE

Craate a new custar

9
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Monitoring and Tuning

=

Troublashaooting

=

Service integration

=
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Npxt Cancel

s bgo Enter basic cluster information.
basic cluster

information. # Cluster nare:

[wPss101_cluster |

¥ prefer lacal
¥ create a replication damain for this cluster

Ezisting server:
" bo not indude an existing server in this cluster
& select an exizting server to add to this cluster

Choose a server from this list:
ItpescadorumCellleiruanumNodeDl[S.D.D.Q)fWebSphere_Por‘tal;I

Weight:
2

To define the secondary cluster node:

1. Define the Member Name of cluster member.



B H

Important: Cluster members cannot have the same name. Because you have
already added Node 1, its name by default is WebSphere Portal. So you need to
name this one something different. In this example, we used

WebSphere Portal 2 for the name of the cluster member on Node 2.

Select the appropriate node for the cluster topology you are using:
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=
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Horizontal: Server name of Node2
Vertical: Server name of Nodel

Click Apply to apply the changes.

Server Cluster

Create a new cluster

Create a new custer

p 1: Enter

—3 Step 2: Create
cluster members

Surnrmary

Previous | Next|

Select the appropriate HTTP port setting for the cluster topology you are using:

Horizontal: Uncheck the box Generate Unique HTTP Ports.
Vertical: Check the box Generate Unique HTTP Ports.

Create cluster members

Enter information about thiz new cluster member, and click Apply to
add this cluster member to the member list. Use the Edit funcion to
edit the properties of a cluster merber that are already included in
this list. Use the Delete function to remove a duster member from
this list,

# Member name
|WebSphere_P0rta|_2 |

Select node
| pettyumbodeni(6.0.0.2) «|

Wweaight
2 |

[T Generste Unique Http Ports

Select| Application servers Nodes Version | Weight
O WwebSphere_Portal irvanvrmiode0l 5.0.0.2 |2

Cancel |

At the bottom of the window, you see the list of your Application Servers that will
become members of your cluster. We have no other cluster members to add. If you had
additional cluster members to add then you would just repeat the process above until all

cluster members are added.

To complete the process:

1. Click Next to view the summary.
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Review the summary.

Welcome
Setvars

Application servers

Generic servers

JME Servers

Web zervers

Clusters

Cluster topology
Core groups
Applications
Resources
Security
Environmment
Systern adrministration
Manitaring and Tuning
Troubleshaooting
Seryvice integration

(S]=leh )

Server Cluster

reate a new cluster

Create a new cluster

=3 Step 2: Create
cluster members

Create cluster members

this list,

# Mermber name
| |

Select node
| pettyvrmMode0i(s.0.0.2) < |

Waight
[2 |

I_ Fenerate Unique Hitp Ports

Enter information about this new cduster member, and cick Apply to
add this cluster member to the member list. Use the Edit fundtion to
edit the properties of a cluster member that are already included in
this list. Uze the Delete fundion to remove a cluster member from

Select | Application servers Hodes Version | Weight
O ‘WwebSphere_Portal irvanymieodedl | &.0,0.2 | 2
) weabSphare_Portal_2 pettyurnModedl | 6.0.0.2 | 2

Prewvious e

Cancel

Click Finish to create the cluster.
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Welcome
Servers

Application servers

Seneric servers

IME Servers

Web servers

Clusters

Cluster topolagy
Core groups
Applications
Resources
Security
Enwiranment
Systern administration
Monitoring and Tuning
Troublezshooting
Service integration

upDI

Server Cluster

ate a new cluster

Craate a new custer

Summary

Surmrnary of ackions:

Core Group = DefaultCoreGroup
Server name = WebSphere_Portal
Mode = irvanumModell(6.0.0.2]
Wweight: =2

Clone Template =
tpescadorernCellolfirvanvmModenl)
webSphera_Partal

Clone Type = existing

Generate Unique Hitp Ports = falze
Mode group = DefaultModeGroup

Server name = WebSphere_Portal_2
Mode = pettyvmNodedl(6.0.0.2)

Cluster Marme = WPS5101_Cluster -

Weight: =2 =

Cancel

Previous FinisIQ
)

Save the changes to the configuration by clicking the Save link.
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Server Cluster W=

B Messages

&Changes have been rmade to your local configuration. Click Sa
to apply changes to the rmaster configuration.

[ The server rnay need to be restarted for these changes to take
effect,

Server Clustar

A server cluster consists of 2 group of application servers. If one of the member servers fails,
requests will be routed to other members of the duster,

Preferences

Mew Delete| Star‘t| Stop Ripplestart

Sl

IrmrediateStop

Select| Name 2 Status Q
O WPS5101 Cluster 7]

Total 1

5. Check the box Synchronize changes with Nodes, and then click the Save button.
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Server Cluster =

Server Cluster = Save
Save your workspace changes to the rmaster configuration

Click Save to update the master repository with your changes, Click Discard to discard your
changes and begin work again using the master repository configuration, Click Cancel to continue
working with your changes,

Total changed docurnents: 105

V¥ Senchronize changes with Nodes

Saue_' Dizcard Cancel

6. After the configuration has been saved, navigate to Servers =>Cluster Topology for
a graphical view of the clusters topology.
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Edit the portal configuration for each node

To enable portlet deployment in the cluster, you must edit a file on each WebSphere
Portal node.

1. Edit the file:
<wp_r oot >/ shar ed/ app/ confi g/ servi ces/ Depl oynent Servi ce. properties

2. Set the wps. appser ver . name property to the name of the cluster you defined
previously.

Example: wps. appserver. nane=WrS5101_Cl ust er

Each node in the cluster should have the same synchronization settings to ensure
consistency between the WebSphere Portal server configurations on each node. By
default, automatic synchronization will occur between every node when a change is
made to the configuration of the cell. This is checked for updates once per minute.
To view the synchronization settings in the DMGR AdminConsole, navigate to
System Administration > Node Agents, select the desired node agent, and then click
on File Synchronization Service.

3. The configuration on each WebSphere Portal node must be updated with the
appropriate cluster member information. Use a text editor to open the following file
on each Portal node:

<wp_r oot >/ confi g/ wpconfi g. properties

Make sure that the following properties are uncommented, and specify
appropriate values:

Ser ver Nane: Make sure this value still reflects the Portal server name in the
cluster. Specifically on the non-primary nodes because the Portal server name
was changed when adding the server to the cluster because no 2 servers can have
the same name. The primary node, or first node added, was named

WebSphere Portal by default. The remaining non-primary nodes must be
renamed with a unique server name for the cluster.

Example: Server Nane=WebSphere_Portal _2

Update this property to match the cluster member name running on this node. To
determine the cluster member name, click Servers > Cluster Topology in the
administrative console for the deployment manager and expand the cluster you
are working with to view the cluster members.

Enable dynamic caching

You need to enable dynamic caching on the cluster member nodes to correctly validate
the portal caches. If dynamic caching is not enabled, situations could arise where users



have different views or different access rights, depending on which cluster node handles

the user's request.

1. To Configure the replication domain, navigate to Environment>Replication
domains and then click on the replication domain name for the cluster
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Feplication dornains

Replication domains d.d

Replication domains

Contains a list of replication domains that the Session Manager uses for replication of dynarnic
cache service and stateful session bean failover components, All cornponents that need to share
inforration must be in the same replication dormain,
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2. Under Number of replicas, select Entire Domain , and click Apply.
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3. Save the configuration.

Replication domains
Replication domains

Replication domains > WP55101_Cluster

Specifies the replication properties that all the components of this replication domain use,

Configuration

General Properties

Marme
[wrss1o1_cluster

# Request timeout
[s

Encryplion
Encryption type

Fone ;I

Fegenerate encryption key |

Number of replicas

(o Single replica

o Entire Dornain %
@ Specify

Mumber of replicas I

Apply | ﬂ Reset| Cancel |
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Replication domains > WP53101 Cluster > Save
Save your workspace changes to the master canfiguration

Click Save to update the master repository with your changes, Click Discard to discard your
change: and begin work again using the raster repositary configuration, Click Cancel to continue
working with your changes.

Total changed documents: 1
2 Synchronize changes with Nodes

Save Discard Cancel

S

Now, you need to change the dynamic cache replication settings by completing the
following steps for each cluster member:

1. Select Servers => Application servers => cluster_member_name => Container
Service => Dynamic cache service.
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Application servers
An application server iz a server which provides services required to run enterprize applications.

Preferences
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ation servers

Application servers > WebSphere_Portal

An application server iz a server which provides services required to run enterprize applications.

Runtime Configuration

General Properties Lontainer Settings
Narmme
. -
webSphere_Portal B web Container Settings
EJB Container Settings
[ Run in developrent maode B Cortainer Services

Application profiling service

W parallel start
Transaction Service

Server-specific Application Settings E%namic Cache Service
Classloader policy ernationalization Service
I Multiple = I

Object pool service

Class loading mode ORE Service
Parent last _«

Startup beans service

Business Process Services

Apply | QK| | Reset | Cancel Server messaging

Messaging engines

Make sure that Enable cache replication is checked.

Specify the replication domain, replication type (for example, Push onl y), and push
frequency (for example, 1 second).

Click Apply.
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Application servers > Dynamic cache service

The dynarmic cache service consalidates caching activities to irmprove application performace, By
caching the response from servlets, Web services, Java Server Pages (J5Ps) and WebSphere
Application Server cornrmands, the application server does not have to perform the zame
carmputations and back-end queries multiple times,

Configuration

General Properties

Additional Properties

¥ Enable service at server startup External cache groups

#* Cache size
[zo00 antries

# Default priority
[1

Recovery setbngs
[T Enable disk offload

[T Flush to disk

Consistency settings
¥ Enable cache replication

Full group replication darain
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Apply | M Reset| Cancel |




5. Save the settings.
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Application servers > Save
Save your workspace changes to the raster configuration

Click Save to update the master repository with your changes, Click Discard to discard your

change: and begin work again using the master repository configuration, Click Cancel to continue

Clusters working with your changes.
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Core groups Total changed docurnents: 1
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6. Perform the same procedure for each cluster member and apply the same settings.

Perform the final tasks

1. Save your changes and resynchronize the nodes:

* In the administrative console for the deployment manager, click System
Administration>Save Changes to Master Repository and save your
administrative configuration.

= Select System Administration > Nodes, select the cluster nodes from the list,
and click Full Resynchronize.

2. Regenerate the Web server plug-in.

= Select Servers > Web servers in the deployment manager administrative
console, select the Web server entry and click the Generate Plug-in button
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* Move the plugin to the Web server which is under
<pl ugi n_r oot >/ confi g/ webserver1

(98]

Restart the DMGR, Web server and Portal cluster.



4. Verify the WhsHost Nane and WpsHost Port properties in the wpconfig.properties
reflect the Web server values on all cluster nodes.

5. Verify that the portal cluster can be accessed through the Web server.

Conclusion

In this article, you saw how to build a fully-functional WebSphere Portal cluster using an
external database and a LDAP for security. You also saw how to configure a Web server
to allow for load balancing.

Resources

developerWorks WebSphere Portal zone
http://www.ibm.com/developerworks/websphere/zones/portal/

WebSphere Application Server V6 InfoCenter
http://publib.boulder.ibm.com/infocenter/wasinfo/v6rQ/index.jsp?topic=/com.ibm.websph
ere.base.doc/info/welcome_base.html

WebSphere Application Server Network Deployment Information Center
http://publib.boulder.ibm.com/infocenter/wasinfo/v6rQ/index.jsp?topic=/com.ibm.websph
ere.nd.doc/info/welcome_nd.html

WebSphere Portal product documentation, including the InfoCenter
http://www.ibm.com/developerworks/websphere/zones/portal/proddoc.html

WebSphere Portal V5.0 Production Deployment and Operations Guide
http://www.redbooks.ibm.com/abstracts/sg246391.html?Open

A step-by-step guide to configuring a WebSphere Portal V5.1 cluster using
WebSphere Application Server V5.1.1.1
http://www.ibm.com/developerworks/websphere/library/techarticles/0509 dancy/0509 d

ancy.html
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