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This guide describes a comprehensive procedure for installing, configuring, and building 
an IBM® WebSphere® Portal V5.1.0.1 cluster using: 
 
• 
• 
• 
• 
• 

IBM WebSphere Application Server 6.0.0.2 
Windows® 2000 Server 
Oracle 9.2.0.4 Server and client 
IBM Directory Server 5.1 
IBM HTTP Server 6.0 

 
To perform the tasks described here you need basic WebSphere Portal and WebSphere 
Application Server knowledge and administration skills. Some steps might require the 
assistance of another system administrator, such as the database administrator or LDAP 
administrator. 
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Introduction 
Building and configuring a cluster can be a very complex task, and you can build portal 
clusters in various ways. This article provides a best practice approach for building a 
cluster environment using WebSphere Portal. This example produces a two-node 
horizontal cluster, as shown in Figure 1. Your environment might require special 
considerations, but you should still follow this step-by-step approach as an overall guide.  
 
Although this guide is specifically written for WebSphere Portal V5.1.0.1 and 
WebSphere Application Server 6.0.0.2 versions, the same approach will apply to any 
WebSphere Portal V5.1.x version and any WebSphere Application Server 6.0.x version 
as well. 
 
WebSphere Application Server Version 6 introduced the concept of profiles.  Some 
property files that you are accustomed to finding in: 
 
/Program Files/WebSphere/AppServer  
 
are now at the profile level. For example:  
 
/Program Files/WebSphere/AppServer/profiles/<profile_name>. 
 
In this document, these two directories are referred to as follows:  
 
Directory Symbol 
/Program Files/WebSphere/AppServer <wsas_root> 
/Program Files
/WebSphere/AppServer/profiles/<profile_name>

<wsas_profile_root> 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
Figure 1.  Target portal cluster 

 
 
Screens shots show valid examples. Use values which are appropriate for your database 
and LDAP. 

Install and upgrade the Deployment Manager (DMGR) 
Important:  The WebSphere Application Server V6.0.0.2 code is not shipped with the 
WebSphere Portal 5.1 CDs. Therefore, you need to obtain the proper WebSphere 
Application Server V6.0.0.2 code from WebSphere Application Server.  In WebSphere 
Application Server V6.x, the code set for WebSphere Application Server BASE and 
DMGR is the same code.   
 
During the install you define whether you want the installer to create an initial DMGR 
profile or standard WebSphere Application Server profile.  Also, there is no concept of 
WBISF (WebSphere Business Integration Server Foundation) or PMEs (programming 
model extensions, or enterprise services) with WebSphere Application Server V6. 
 
1. Install DMGR by running the launchpad.bat script. 

 
Important:  Make sure the installer screen is titled as follows, which you can use to 
install either DMGR or WebSphere Application Server profiles: 
WebSphere Application Server Network Deployment Version 6.0  
 
If the title is as follows, you can only install WebSphere Application Server profiles− 
not DMGR profiles: 



WebSphere Application Server Version 6.0  
 

 
 

2. You are prompted during the install (near the end) for the kind of default profile you 
want to initially create. Choose the Deployment Manager profile. 

 
3. Install Cumulative Fix 2 (CF2) on top of DMGR 6.0.0.0 to bring it up to the 6.0.0.2 

level.   
Tip:  Use the WebSphere Application Server update Wizard.bat to apply the Fixpacks 
(FPs) and CFs. 

 
4. Install the following 11 WebSphere Application Server iFixes required for 

WebSphere Portal  V5.1.0.1 to keep the DMGR and the WebSphere Application 
Server nodes at the same iFix level: 
    PK00274 
    PK00842 
    PK00361 
    PK02123 
    PK01524 
    PK03834 
    PK05321 
    PK04784 
    PK06246 
    PK05953 
    PK06140 



Tip:  You can find WebSphere Application Server fixes by accessing this URL and 
searching for the fix: 
http://www.ibm.com/software/webservers/appserv/was/support/ 

 
5. Verify the operation of the DMGR by rendering it thru a browser, example: 

http://dmgr_node.abc.com:9060/admin 
 
The default port for the WebSphere Application Server AdminConsole has changed 
to 9060 in WebSphere Application Server 6.x. 

 

Install and configure the Node1 software 
In this task, you first install WebSphere Application Server and WebSphere Portal on 
what will become Node 1 in the cluster. Then, you configure the node as the primary 
node in the cluster. 
 
1. Install WebSphere Application Server V6.0.0.0 by running the launchpad.bat script. 
 
2. You are prompted during the install (near the end) for the kind of default profile you 

want to initially create; choose the standard WebSphere Application Server profile. 
 
3. Install CF2 on top of the WebSphere Application Server V6.0.0.0 to bring 

WebSphere Application Server to V6.0.0.2. 
 
4. Install the following 11 WebSphere Application Server iFixes required for installing 

WebSphere Portal  V5.1.0.1: 
 

    PK00274 
    PK00842 
    PK00361 
    PK02123 
    PK01524 
    PK03834 
    PK05321 
    PK04784 
    PK06246 
    PK05953 
    PK06140 

 
Tip:  You can find WebSphere Application Server fixes by accessing this URL and 
searching for the fix:  http://www.ibm.com/software/webservers/appserv/was/support/ 

 
5. Use the WebSphere Portal installer from cdSetup (install.bat) to install WebSphere 

Portal V5.1.0.1 on the existing WebSphere Application Server V6.0.0.2 by choosing 
the Custom install path. 

 

http://www.ibm.com/software/webservers/appserv/was/support/
http://dmgr_node.abc.com:9060/admin
http://www.ibm.com/software/webservers/appserv/was/support/


6. Verify the installation by starting and rendering the WebSphere Portal and server1 
AdminConsole from a browser; for example: 
server1 AdminConsole - http://wsas_node.abc.com:9060/admin 
WebSphere_Portal - http://wp_node.abc.com:9081/wps/portal 

 

Configure Node1 to an external database  
For detailed information on configuring the database, see: 
http://publib.boulder.ibm.com/pvc/wp/510/ent/en/InfoCenter/wpf/intr_db.html 
 
This example uses the configuration helper files. The configuration wizard seems to have 
problems with WebSphere Application Server 6.x.   
 
Using the helper files:  
 
1. Locate the appropriate configuration helper file located at:  

<wp_root>/config/helpers
 

2. Make a copy of the original helper. 
3. Edit the helper file with your database values.  The listing below shows this is an 

example helper file which you can reference when you fill out your own 
 
Listing 1.  Example helper file for Node 1 database configuration 
#######################################################################
# Database Properties - BEGIN
#######################################################################

# DbSafeMode: This only applies to Database specific tasks. If it is
set to true
# the databases will not be created, initialized, or removed.
# { false | true }
DbSafeMode=false

# DbType: The type of database to be used for WebSphere Portal
DbType=oracle

# DbDriver: The name of class SqlProcessor will use to import SQL
#files, also known as "JDBC provider"
DbDriver=oracle.jdbc.driver.OracleDriver

# DbDriverDs: The name of class SqlProcessor will use to import SQL
#files via data source
DbDriverDs=oracle.jdbc.xa.client.OracleXADataSource

#DbLibrary: The directory and name of the zip file containing db.driver
#class
DbLibrary=c:/Program Files/WebSphere/OracleDriver/ojdbc14.jar

#######################################################################
# WPS Database Properties - BEGIN
#######################################################################

http://publib.boulder.ibm.com/pvc/wp/510/ent/en/InfoCenter/wpf/intr_db.html


# WpsDbName: The name of the WebSphere Portal database
# Note: This value should also appear as the database element in DbUrl
WpsDbName=wps5101

# DbUrl: The wps database URL
# Note: The database element of this value should match the value of
#WpsDbName
DbUrl=jdbc:oracle:thin:@<oracle_server>:1521:wps5101

# DbUser: The database administrator user ID
DbUser=wpsdbusr

# DbPassword: The database administrator password
DbPassword=wpsdbusr

##################################################################
# WMM Properties - BEGIN
##################################################################

# WmmDbName: The name of the WebSphere Portal database
# Note: This value should also appear as the database element in
#WmmDbUrl
WmmDbName=wps5101

# WmmDbUser: The database administrator user ID
WmmDbUser=wmmdbusr

# WmmDbPassword: The database administrator password
WmmDbPassword=wmmdbusr

# WmmDbUrl: The database URL
# Note: The database element of this value should match the value of
#WmmDbName
WmmDbUrl=jdbc:oracle:thin:@<oracle_server>:1521:wps5101

##################################################################
# WMM Properties - END
##################################################################

##################################################################
# JCR Database Properties - BEGIN
##################################################################

# JcrDbName: The name of the WebSphere Portal database for JCR tables
# Note: This value should also appear as the database element in
#JcrDbUrl
JcrDbName=wcm5101

# JcrDbUser: The JCR database administrator User ID/schema name
JcrDbUser=icmadmin

# JcrDbPassword: The JCR database administrator password
JcrDbPassword=icmadmin



# JcrDsName: The name of datasource to be used for JCR
JcrDsName=JCRDS

# JcrDbUrl: The JCR database URL
# Note: The database element of this value should match the value of
#JcrDbName
JcrDbUrl=jdbc:oracle:thin:@<oracle_server>:1521:wcm5101

# Debug level for JCR database utilities
JcrDebugLevel=2

# JcrDbUnicode: Indicates whether or not the JCR database is unicode.
# Y: is unicode
# N: is NOT unicode
JcrDbUnicode=Y

##################################################################
# JCR Database Properties - END
##################################################################

##################################################################
# Personalization Database Properties - BEGIN
##################################################################

# FeedbackDbName: The name of the feedback database.
# Note: This value should also appear as the database element in
#FeedbackDbUrl
FeedbackDbName=fdbk5101

# **For SQL Server and Oracle only, this value MUST be set to
#FEEDBACK**
# FeedbackDbUser: The database user for feedback database.
FeedbackDbUser=FEEDBACK

# FeedbackDbPassword: The database password for feedback database.
FeedbackDbPassword=feedback

# FeedbackDbUrl: The Feedback database URL
# Note: The database element of this value should match the value of
#FeedbackDbName
FeedbackDbUrl=jdbc:oracle:thin:@<oracle_server>:1521:fdbk5101

# LikemindsDbName: The name of the Likeminds database.
# Note: This value should also appear as the database element in
#LikemindsDbUrl
LikemindsDbName=lmdb5101

# LikemindsDbUser: The database user for Likeminds database.
LikemindsDbUser=lmdbusr

# LikemindsDbPassword: The database password for Likeminds database.
LikemindsDbPassword=lmdbusr

# LikemindsDbUrl: The Likeminds database URL
# Note: The database element of this value should match the value of
#LikemindsDbName
LikemindsDbUrl=jdbc:oracle:thin:@<oracle_server>:1521:lmdb5101



##################################################################
# Personalization Database Properties - END
################################################################## 
 
4. Import the contents of this file into wpconfig.properties by issuing this command: 
 

<wp_root>/config/WPSconfig -
DparentProperties="<full_path_to_this_file>" -
DSaveParentProperties=true

 
5. Run the following tasks to validate the database values: 

WPSconfig.bat validate-database-connection-wps
WPSconfig.bat validate-database-connection-jcr
WPSconfig.bat validate-database-connection-feedback
WPSconfig.bat validate-database-connection-likeminds
WPSconfig.bat validate-database-connection-wmm
WPSconfig.bat validate-database-driver 

6. Run the following task to transfer the data from the Cloudscape database to the 
Oracle database: 
 
WPSconfig.bat database-transfer

 
7. After the task completes successfully, verify the portal by rendering it from a 

browser. 
 
8. To test a datasource connections thru the server1 AdminConsole, navigate to 

Resources => JDBC Providers => wpsdbJDBC => Data Sources, and then select a 
datasource and click Test Connection. 

 
 

 
 
If the result is successfully, you see the message shown below. 
 



     
 

9. Test the data sources for each JDBCProvider. 
 

Modify the configuration to optimize for clustering 
On some machine configurations, WebSphere Portal components might cause a timeout 
exception when the node is added to the Network Deployment cell. To eliminate the risk 
of this happening, increase the ConnectionIOTimeOut value for the WebSphere_Portal 
application server and deployment manager by following these steps. 

1. Log into the WebSphere Application Server server1 AdminConsole for Node1. 
 
2. To change the timeout values for the WebSphere_Portal application server navigate 

to Application Servers => WebSphere_Portal => Web container settings => web 
container transport chains. 
 

3. To increase the timeout values for each entry listed in the web container transport 
chains section: 

 
a) Click HTTP Inbound Channel. 
b) Change the Read timeout value to 180. 
c) Change the Write timeout value to 180. 
d) Save the configuration changes. 

 
4. Log into the DMGR AdminConsole. 
 
5. To change the timeout values for the deployment manager navigate to System 

Administration => Deployment Manager => web container transport chains. 
 

6. Increase the timeout values for the deployment manager as you did above for the 
WebSphere Portal node, using the same property names and values. 

 
7. Change the time-out request for the Simple Object Access Protocol (SOAP) client. 

The default, in seconds, is 180. Within the <wsas_profile_root>/properties/ directory, 
edit the soap.client.props file. Change the line to: 

 
com.ibm.SOAP.requestTimeout=6000

 
8. Restart the WebSphere_Portal application server, server1, and the Deployment 

Manager. 
 



Add Node1 to the Deployment Manager  
Node1 is used as the primary node in the cluster and the cluster definition will be based 
on this node. Therefore, you need to add (or federate) the node to the cell. You use the  
–includeapps option on the addNode.bat command, as described below. 
Before you run the addNode.bat command: 
1. Start the Deployment Manager. 
2. Edit the <wsas_profile_root>/bin/setupCmdLine.bat script to increase the Java™ 

heap size.  Increasing the Java heap size enables the addNode and removeNode 
commands to add or remove large applications without failing. Edit the file, and add 
the following line (on one line) to the bottom of the script: 
SET JVM_EXTRA_CMD_ARGS=-
Djava.security.properties=$WAS_HOME/java/jre/lib/security/java.secur
ity -Xms256m -Xmx1024m

 
3. To add a node to the Deployment Manager cell, issue the addNode command (on one 

line) on the command line of the node to be added:
 

Windows 
<wsas_profile_root>\bin\addNode.bat <deployment_manager_host>
<deployment_manager_port> -username <admin_user_id> -password
<admin_password> [-includeapps] [-trace]

where: 
wsas_profile_root is the profile root directory on WebSphere Application Server.  
deployment_manager_host is the Deployment Manager host name.  
deployment_manager_port is the Deployment Manager SOAP connector-address. 
The default value is 8879.  To determine this value, access the DMGR 
AdminConsole, navigate to System Administration  => Deployment Manager, and 
then expand the Ports property (under Additional Properties). Then, you can see the 
value for SOAP_CONNECTOR_ADDRESS. 
admin_user_id is the WebSphere Application Server administrative user name. This 
parameter is optional but is required if security is enabled.  
admin_password is the administrative user password. This parameter is optional but 
is required if security is enabled 
 
Example: addNode.bat dmnode.abc.com 8879 –includeapps 
 
Parameters available to the addNode command: 
-includeapps

The -includeapps parameter is optional (but should be used on Node1). This 



parameter should only be used if there are enterprise applications already installed 
on this node that need to be added to the deployment manager's master 
configuration. If you do not specify this flag, any application servers that are 
defined on this node will be included in the deployment manager's configuration, 
but they might not be functional without their corresponding enterprise 
applications. If the application already exists in the cell, a warning is generated 
and the application is not installed into the cell.  

-trace

The -trace parameter is optional. This parameter generates trace information that 
is stored in the addNode.log file for debugging purposes.  

 
Refer to this topic in the WebSphere Application Server V6  Information Center for 
details on the addNode command:  
http://publib.boulder.ibm.com/infocenter/wasinfo/v6r0/index.jsp?topic=/
com.ibm.websphere.base.doc/info/aes/ae/rxml_addnode.html

Start WebSphere Portal and run the post federation task 
1. Verify the nodeagent on the WebSphere Application Server/Portal node (Node1) is 

running by issuing this command: 
<wsas_profile_root>/bin/serverStatus.bat –all

 
The addNode command should have started the nodeagent. If the nodeagent is not 
running, start it now by issuing this command: 
 
<wsas_profile_root>/bin/startServer.bat nodeagent

 
2. Within the DMGR AdminConsole, verify that the nodeagent is running by navigating 

to System Administration => Node agents. 
 

 

3. To start WebSphere_Portal, navigate to Servers => Application servers, select 
WebSphere_Portal, and click Start. 

http://publib.boulder.ibm.com/infocenter/wasinfo/v6r0/index.jsp?topic=/com.ibm.websphere.base.doc/info/aes/ae/rxml_addnode.html
http://publib.boulder.ibm.com/infocenter/wasinfo/v6r0/index.jsp?topic=/com.ibm.websphere.base.doc/info/aes/ae/rxml_addnode.html


 

 
 
4. After WebSphere_Portal is started, you will see a SOLID green arrow, as shown  

below.   
 

 
 
5. Edit the <wp_root>/config/wpconfig.properties, change the CellName, and verify the 

PrimaryNode properties: 
 

CellName=<cell_name>

 
Example:  CellName=<dmgr_node>Network 

 
The cellname changed during federation of the Node 1.  To verify the cellname 
you can identify it by <wsas_profile_root>/config/cells/<cell_name> 

 
PrimaryNode=<true or false>

 
Example:  PrimaryNode=true 

 
Because this is the first node added to the DMGR, it is considered the primary node.  
The default setting for this property is true. 

 
6. Run the post-portal-node-federation-configuration task by issuing the following 

command: 
 

<wp_root>/config/WPSconfig.bat post-portal-node-federation-
configuration



 
7. Verify the portal by rendering it in a browser. 

Configure WebSphere Portal to use a remote Web server 
With WebSphere Application Server 6, the Web server architecture has changed 
significantly. The Web server is now listed as a separate server in the AdminConsole and 
you can manage it from there as well. 
 
Also, with WebSphere Application Server 6.0.0.2 you must configure the Web server to 
WebSphere Application Server after adding the node to the DMGR. If the Web server is 
configured before adding the node, the addNode task will fail. 
 
For detail on configuring a Web server to WebSphere Application Server 6, the 
WebSphere Application Server InfoCenter at the following link: 
http://publib.boulder.ibm.com/infocenter/wasinfo/v6r0/topic/com.ibm.web
sphere.nd.doc/info/ae/ae/tins_webplugins_single.html
 
1. Install the Web server on remote machine. 

 
2. Install the plugin on the remote machine. 
 
3. Move the configurewebserver1.bat script from <plugin_root>/bin (Program

Files\IBM\WebSphere\Plugins\bin) to the <dmgr_root>/bin directory. 
 

4. Run configurewebserver1.bat script on DMGR.  This creates the Web server node 
in the AdminConsole.  In this example, petty.raleigh.ibm.com is the node created. 
 

 
 
It also creates the Web server entry in the AdminConsole. 
 



 
 
Important: The script also tries to map all the existing Enterprise Applications (EAs) 
to the Web server entry.  It could fail on some Windows environments if some of the 
Portal EAs have more than 256 characters in their paths. If it fails, the node and 
server entry are created successfully, but none of the EAs are mapped to the Web 
server.  When you regenerate the Web server plugin it does not know about any of the 
EAs, and, therefore, none of them are listed in the plugin-cfg; and, if the plugin is 
moved to the Web server it will not be able to serve the EAs. 

 
If the configurewebserver.bat script completes successfully then proceed to 
regeneration task.   

 
Otherwise, if you are on Windows and the script fails, you must follow the following 
procedure to map the EAs. 
 

Manually map the EAs  
To solve the problem on Windows,  you must manually map each of the Enterprise 
Applications to the WebSphere_Portal server and to the webserver1 server using the 
AdminConsole. 
 
1. First, navigate to Applications => Enterprise Applications. 
 

In this example, you map the wps EA.  You will need to follow the same procedure  
for each EA that you wish the Web server to serve. 
 

2. Click on the EA name; in this case: wps 
 



 
 

3. Click on Map modules to servers. 

 
 

4. Select the WebSphere Portal Server (wps.war) module, highlight both the 
webserver1 and WebSphere_Portal entries listed in the Clusters and Servers box, 
and click Apply. 
 



 
 
Now you will see that the Module WebSphere Portal Server (wps.war) is mapped to 
both servers. 
 

 

Regenerate the plugin 
To re-generate the plugin: 
 
1. Navigate to Servers => Web servers, select the webserver1 entry, and click 

Generate Plug-in.  This is written to 
<dmgr_profile_root>/<profile_name>/config/cells/<cellname>/nodes/<no
dename>/servers/webserver1/plugin-cfg.xml



 
 
2. Move the plugin to the remote Web server which is under: 

<plugin_root>/config/webserver1 
 
3. Restart the DMGR, the Web server, and WebSphere Portal. 
 
4. Change the WpsHostName and WpsHostPort properties in the wpconfig.properties 

to reflect the Web server values. 
 
5. Verify the portal can be accessed thru the Web server. 
 

Configure Node 1 and DMGR for security 
Refer to the following InfoCenter link for the details of LDAP/security configuration 
 
http://publib.boulder.ibm.com/pvc/wp/510/ent/en/InfoCenter/wpf/cfg_sec.html 
 
Because you have already federated Portal Node1 into the DMGR, this procedure will 
configure security on Node1 and the DMGR with the same security settings. If you use 
this process, you no longer need to manually configure security on the DMGR, as was 
required with WebSphere Portal  5.0.x versions. 
 
This example uses the configuration helper files.  
  
Using the helper files:  
 
1. Locate the appropriate configuration helper file located at 

<wp_root>/config/helpers 
2. Make a copy of the original helper. 
3. Edit the helper file with your LDAP values. 
 

In WebSphere Portal  5.1.0.1 there are 2 additional groups that need to be defined in 
the wpconfig.properties and also need to be an existing group in the LDAP.  These 
groups are defined by the following properties in the wpconfig.properties file: 
 
WpsContentAdministrators
WpsDocReviewer

 

http://publib.boulder.ibm.com/pvc/wp/510/ent/en/InfoCenter/wpf/cfg_sec.html


Listing 2.  Example helper file for Node 1 security configuration 
#######################################################################
# WebSphere Application Server Properties - BEGIN
#######################################################################

# WasUserid: The user ID for WebSphere Application Server security
#authentication
WasUserid=uid=wasadmin,cn=users,ou=cluster,dc=wps5101

# WasPassword: The password for WebSphere Application Server security
#authentication (LDAP and CUR)
WasPassword=wasadmin

# WpsHostName: The name of the WebSphere Portal host
# Note: a fully-qualified hostname is required to set up security and
#to communicate with the Portal after security is enabled.

WpsHostName=servername.yourco.com

#######################################################################
# WebSphere Application Server Properties - END
#######################################################################

#######################################################################
# Database Properties - BEGIN
#######################################################################

# DbUser: The database administrator user ID
DbUser=wpsdbusr

# DbPassword: The database administrator password
DbPassword=wpsdbusr

# WmmDbUser: The database administrator user ID
WmmDbUser=wmmdbusr

# WmmDbPassword: The database administrator password
WmmDbPassword=wmmdbusr

#######################################################################
# Database Properties - END
#######################################################################

#######################################################################
# Portal Config Properties - BEGIN
#######################################################################

# PortalAdminId: The user ID for the WebSphere Portal Administrator
PortalAdminId=uid=wpsadmin,cn=users,ou=cluster,dc=wps5101

# PortalAdminIdShort: The short WebSphere Portal admin ID
PortalAdminIdShort=wpsadmin

# PortalAdminPwd: The password for the WebSphere Portal Administrator
PortalAdminPwd=wpsadmin



# PortalAdminGroupId: The group ID for the WebSphere Portal
#Administrator group
PortalAdminGroupId=cn=wpsadmins,cn=groups,ou=cluster,dc=wps5101

# PortalAdminGroupIdShort: The WebSphere Portal admin group ID
PortalAdminGroupIdShort=wpsadmins

#######################################################################
# Portal Config Properties - END
#######################################################################

##################################################################
#
# WebSphere Portal Security Configuration - BEGIN
#
##################################################################

##################################################################
# WebSphere Portal Security LTPA and SSO configuration
##################################################################

# LTPAPassword: Specifies the password to encrypt and decrypt the LTPA
#keys.
LTPAPassword=ictadmin

# LTPATimeout: Specifies the time period in minutes at which an LTPA
#token will expire.
LTPATimeout=120

# SSORequiresSSL: Specifies that Single Sign-On function is enabled
# only when requests are over HTTPS Secure Socket Layer (SSL)
#connections.
SSORequiresSSL=false

# SSODomainName: Specifies the domain name (.ibm.com, for example) for
#all Single Sign-on hosts.
SSODomainName=yourco.com

##################################################################
# General Global Security Settings
##################################################################

# Description: The values in this section should only be adapted by
#advanced users

# useDomainQualifiedUserNames: Specifies the user names to qualify with
#the security domain within which they reside.
useDomainQualifiedUserNames=false

# cacheTimeout: Specifies the timeout value in seconds for security
#cache.
cacheTimeout=600

# issuePermissionWarning: Specifies that when the Issue permission
#warning is enabled, during application deployment



# and application start, the security run time emits a warning if
#applications are granted any custom permissions.
issuePermissionWarning=true

# activeProtocol: Specifies the active authentication protocol for
#RMI/IIOP requests when security is enabled.
activeProtocol=BOTH

# activeAuthMechanism: Specifies the active authentication mechanism,
#when security is enabled.
activeAuthMechanism=LTPA

##################################################################
# LDAP Properties Configuration - BEGIN
##################################################################

# LookAside: To configure LDAP with an additional LookAside Database
# true - LDAP + Lookaside database
# false - only LDAP
LookAside=false

# LDAPHostName: The LDAP server hostname
LDAPHostName=ldapserver.yourco.com

# LDAPPort: The LDAP server port number
# For example, 389 for non-SSL or 636 for SSL
LDAPPort=389

# LDAPAdminUId: The LDAP administrator ID
LDAPAdminUId=cn=root

# LDAPAdminPwd: The LDAP administrator password
LDAPAdminPwd=ictadmin

# LDAPServerType: The type of LDAP server to be used for WebSphere
#Portal
LDAPServerType=IBM_DIRECTORY_SERVER

#LDAPBindID: The user ID for LDAP Bind authentication
LDAPBindID=uid=wpsbind,cn=users,ou=cluster,dc=wps5101

#LDAPBindPassword: The password for LDAP Bind authentication
LDAPBindPassword=wpsbind

##################################################################
# LDAP Properties Configuration - END
##################################################################

################################################################
# Advanced LDAP Configuration - BEGIN
################################################################

# LDAPSuffix: The LDAP suffix appropriate for your LDAP server
LDAPSuffix=ou=cluster,dc=wps5101

# LdapUserPrefix: The LDAP user prefix appropriate for your LDAP server



LdapUserPrefix=uid

# LDAPUserSuffix: The LDAP user suffix appropriate for your LDAP server
LDAPUserSuffix=cn=users

# LdapGroupPrefix: The LDAP group prefix appropriate for your LDAP
#server
LdapGroupPrefix=cn

# LDAPGroupSuffix: The LDAP group suffix appropriate for your LDAP
#server
LDAPGroupSuffix=cn=groups

# LDAPUserObjectClass: The LDAP user object class appropriate for your
#LDAP server
LDAPUserObjectClass=inetOrgPerson

# LDAPGroupObjectClass: The LDAP group object class appropriate for
#your LDAP server
LDAPGroupObjectClass=groupOfUniqueNames

# LDAPGroupMember: The LDAP group member attribute name appropriate for
#your LDAP server
LDAPGroupMember=uniqueMember

# LDAPUserFilter: The LDAP user filter appropriate for your LDAP server
#(to work with default values in WMM)
LDAPUserFilter=(&(uid=%v)(objectclass=inetOrgPerson))

# LDAPGroupFilter: The LDAP group filter appropriate for your LDAP
#server (to work with default values in WMM)
LDAPGroupFilter=(&(cn=%v)(objectclass=groupOfUniqueNames))

# LDAPGroupMinimumAttributes: This attribute is loaded for group search
#(performance issues)
LDAPGroupMinimumAttributes=

# LDAPUserBaseAttributes: These attributes are loaded for user login
#(performance issues)
LDAPUserBaseAttributes=givenName,sn,preferredLanguage

# LDAPUserMinimumAttributes: These attributes are loaded for user
#search (performance issues)
LDAPUserMinimumAttributes=

#LDAPsearchTimeout: Specifies the timeout value in seconds for an LDAP
#server to respond before aborting a request.
LDAPsearchTimeout=120



#LDAPreuseConnection: Should set to true by default to reuse the LDAP
#connection.
# { false | true }
LDAPreuseConnection=true

#LDAPIgnoreCase: Specifies that a case insensitive authorization check
#is performed.
# { false | true }
LDAPIgnoreCase=true

#LDAPsslEnabled: Specifies whether secure socket communications is
#enabled to the LDAP server.
# { false | true }
# Set to true if configuring LDAP over SSL
LDAPsslEnabled=false

################################################################
# Advanced LDAP Configuration - END
################################################################

#WmmSystemId: The user ID for WMM system identification
# See LDAP examples below:
# IBM Directory Server: { uid=<wmmsystemid>,cn=users,dc=yourco,dc=com }
WmmSystemId=uid=wasadmin,cn=users,ou=cluster,dc=wps5101

#WmmSystemIdPassword: The password for WMM system identification
WmmSystemIdPassword=wasadmin

##################################################################
# LDAP Properties - END
##################################################################

##################################################################
# PDM LDAP Properties - BEGIN
##################################################################

# WpsContentAdministrators: The group ID for the WebSphere Content
#Administrator group
# See LDAP examples below:
# IBM Directory Server:
#{cn=wpsContentAdministrators,cn=groups,dc=yourco,dc=com }
WpsContentAdministrators=cn=wpsContentAdmins,cn=groups,ou=cluster,dc=wp
s5101

# WpsContentAdministratorsShort: The WebSphere Content Administrators
#group ID
WpsContentAdministratorsShort=wpsContentAdmins

# WpsDocReviewer: The group ID for the WebSphere Document Reviewer
#group
# See LDAP examples below:
# IBM Directory Server: { cn=wpsDocReviewer,cn=groups,dc=yourco,dc=com
}
WpsDocReviewer=cn=wpsDocReviewer,cn=groups,ou=cluster,dc=wps5101

# WpsDocReviewerShort: The WebSphere Document Reviewer group ID



WpsDocReviewerShort=wpsDocReviewer

##################################################################
# PDM LDAP Properties - END
##################################################################

##################################################################
#
# WebSphere Portal Security Configuration - END
#
##################################################################

 
4. Import the contents of this file into wpconfig.properties by issuing this command all 

on one line: 
 

<wp_root>/config/WPSconfig -
DparentProperties="<full_path_to_this_file>" -
DSaveParentProperties=true

 
5. Run the following task to validate the LDAP values: 

WPSconfig.bat validate-ldap

 
6. Run the following task to configure the LDAP security settings on the WebSphere 

Application Server/WebSphere Portal  node and the DMGR: 
 
WPSconfig.bat enable-security-ldap

 
7. After the task completes successfully, restart DMGR to activate the new security 

settings. 
 
8. Verify the new security settings by rendering the DMGR AdminConsole and 

WebSphere Portal in a browser.  You should now be prompted for a password when 
accessing the DMGR AdminConsole. 
 

Completing Node 1 federation  
1. Make sure the wp.wire.jar is present on the DMGR node: 
 

a. Check whether the wp.wire.jar file is present in the <dmgr_root>/lib/ext 
directory on the Network Deployment machine.  

b. If the file is not present, copy the file from the <wsas_root>/lib/ext directory 
on any WebSphere Portal node to the <dmgr_root>/lib/ext directory on the 
Network Deployment machine.  

c. Restart the Deployment Manager.  
 
2. Verify WebSphere Portal by rendering it thru a browser and making sure the 

federated servers are visible in the Servers => Application Servers view of the DM 
AdminConsole. 



 

 
 

Install and configure the Node2 software  
In this task, you install WebSphere Application Server and WebSphere Portal on what 
will become Node 2 in the cluster. 
 
1. Install WebSphere Application Server by running the launchpad.bat script. 
 
2. You are prompted during the install (near the end) for the kind of default profile you 

want to initially create. Choose the standard WebSphere Application Server profile. 
 
3. Install CF2 on top of the WebSphere Application Server 6.0.0.0 to bring it up to 

6.0.0.2. 
 
4. Install the following 11 WebSphere Application Server iFixes required for installing 

WebSphere Portal  5.1.0.1: 
 

PK00274 
     PK00842 
     PK00361 
     PK02123 
     PK01524 
     PK03834 
     PK05321 
     PK04784 
     PK06246 
     PK05953 
      PK06140 
 



5. Use the WebSphere Portal installer from cdSetup (install.bat) to install WebSphere 
Portal  5.1.0.1 on the existing WebSphere Application Server 6.0.0.2. Choose the 
Custom install path. 

 
6. Verify the install by starting and rendering the Portal and server1 AdminConsole 

from a browser, example: 
 

server1 AdminConsole - http://wsas_node.abc.com:9060/admin 
WebSphere_Portal - http://wp_node.abc.com:9081/wps/portal 

 

Connect Node2 to the external database  
To perform this task you will edit the configuration helper file with the same database 
values from the previous configuration helper used on Node1. Then, you run the connect-
database task to build the data sources on Node2 to point to the databases that have 
already been initialized for Node1.  The end result will be that Node2 and Node1 will be 
using the same database repository. 
 
Using the helper files: 
  
1. Locate the appropriate configuration helper file on Node2 located at: 

<wps_root>/config/helpers 
 
2. Make a backup copy of original helper on Node2. 
3. Make a copy of the configuration helper file used on Node1 and move it to Node2. 
4. Verify the DbLibrary property to make sure the driver location is valid on Node2. 
5. Import the contents of this file into wpconfig.properties by issuing this command: 
 

<wp_root>/config/WPSconfig -
DparentProperties="<full_path_to_this_file>" -
DSaveParentProperties=true

 
6. Run the following tasks to validate the database values: 

WPSconfig.bat validate-database-connection-wps
WPSconfig.bat validate-database-connection-jcr
WPSconfig.bat validate-database-connection-feedback
WPSconfig.bat validate-database-connection-likeminds
WPSconfig.bat validate-database-connection-wmm
WPSconfig.bat validate-database-driver

7. Run the following task to disconnect Node2 from the Cloudscape database and 
connect, recreate the data sources, to point to the Oracle database: 

 
WPSconfig.bat connect-database

 
Important:  Do not verify WebSphere Portal operation on Node 2 at this time and do not 
log in.  If you do, you could cause database corruption because Node 2 is now pointing to 



the cluster database, but Node 2 has not yet been configured for security. After you 
configure it for security you will validate the WebSphere Portal operation. 

Configure Node2 for security 
Use the identical security settings that you used for Node1 to configure security on 
Node2. 
 
Make sure you edit the wpconfig.properties on Node 2 to change the DbSafeMode 
property value to True.  By default the enable-security-ldap and disable-security 
write entries into the WebSphere Portal tables on the cluster database.  Because this 
database is already configured with production settings, you do not want to make any 
writes to the database. Any typos in the wpconfig.properties or helper files could result in 
database corruption.  By setting the DbSafeMode to True, you ensure that no database 
writes will occur. 
 
The WpsHostName value must be verified here to make sure it reflects the host name of 
Node2.  If this value is not accurate it will cause a failure in the enable-security-ldap 
task.  The value needs to be the fully qualified domain name that is used to render 
WebSphere Portal. 
 
Example: http://<node2.host.name>:9081/wps/portal 
 
1. Locate the appropriate configuration helper file located at: 

<wps_root>/config/helpers 
 
2. Make a backup copy of original helper on Node2. 

 
3. Make a copy of the configuration helper file used on Node1 and move it to Node2. 

 
4. Edit the <wps_root>/config/wpconfig.properties file, and change the 

DbSafeMode to True. 
 
5. Edit the helper file and change the WpsHostName property to the host name of the 

Portal Node2. 
 
6. Import the contents of this file into wpconfig.properties by issuing this command: 
 

<wp_root>/config/WPSconfig -
DparentProperties="<full_path_to_this_file>" -
DSaveParentProperties=true

 
7. Run the following task to validate the LDAP values: 

 
WPSconfig.bat validate-ldap

8. Run the following task to configure the LDAP security settings on the WebSphere 
Application Server/WebSphere Portal node, Node2: 



 
WPSconfig.bat enable-security-ldap

 
9. After the task completes successfully, edit the 

<wp_root>/config/wpconfig.properties and change the DbSafeMode property 
back to False. 

 
10. After the task completes successfully, restart server1 to activate the new security 

settings. 
 
11. Verify the new security settings by rendering the portal in a browser. 
 

Optimize Node2 for clustering 
Next, you modify the WebSphere Application Server and WebSphere Portal 
configuration to optimize for clustering. 
1. Edit the <wsas_root>/properties/soap.client.props file. 
2. Increase the SOAP request timeout to 6000. 

com.ibm.SOAP.requestTimeout=6000

3. Restart server1 and WebSphere Portal to activate the changes.
 

Add the Node2 to the Deployment Manager 
Because Node2 is a secondary node, the node should be added to the cell without using 
the –includeapps option on the addNode.bat command.  The EAs were added to the 
cell previously when adding Node1 because the –includeapps option was used and 
attempting to add them again will cause a conflict.  
Before running the addNode.bat command: 
1. Start the Deployment Manager. 
2. To add a node to the deployment manager cell, issue the addNode.bat command (on 

one line) on the command line of the node to be added:  
Windows:  
<wsas_profile_root>\bin\addNode.bat <deployment_manager_host>
<deployment_manager_port> -username <admin_user_id> -password
<admin_password>

where:  
wsas_root is the root directory on WebSphere Application Server.  
deployment_manager_host is the Deployment Manager host name.  
deployment_manager_port is the Deployment Manager SOAP connector-address. The 
default value is 8879. To determine the value, access the DMGR AdminConsole, 
navigate to System Administration => Deployment Manager, expand the Ports 



property (under Additional Properties), and then you see the SOAP_CONNECTOR_ADDRESS
value. 
admin_user_id is the WebSphere Application Server administrative user name. This 
parameter is optional but is required if security is enabled.  
admin_password is the administrative user password. This parameter is optional but is 
required if security is enabled.  
 
Example:  
addNode.bat dmnode.abc.com 8879 –username <wsas_id> -password
<wsas_pwd>

To run the addNode command here you must supply username and password because 
security has been enabled on the DMGR. 
 
Refer to this topic in the WebSphere Application Server V6  Information Center for 
details on the addNode command:  
http://publib.boulder.ibm.com/infocenter/wasinfo/v6r0/index.jsp?topic=/
com.ibm.websphere.base.doc/info/aes/ae/rxml_addnode.html 
 

Start WebSphere Portal and run the post federation task 
1. Verify the nodeagent on the WebSphere Application Server/Portal node, Node2, is 

running by issuing this command: 
 

<wsas_profile_root>/bin/serverStatus.bat –all

 
The addNode command should have started the nodeagent.  If the nodeagent is not 
running, start it by issuing this command: 

 
<wsas_profile_root>/bin/startServer.bat nodeagent

 
2. Verify nodeagent is running by navigating to System Administration>Node agents. 
 

http://publib.boulder.ibm.com/infocenter/wasinfo/v6r0/index.jsp?topic=/com.ibm.websphere.base.doc/info/aes/ae/rxml_addnode.html
http://publib.boulder.ibm.com/infocenter/wasinfo/v6r0/index.jsp?topic=/com.ibm.websphere.base.doc/info/aes/ae/rxml_addnode.html


 
 
 
 
3. To start WebSphere Portal from the DMGR AdminConsole, select the 

WebSphere_Portal server on Node 2, and click the Start button. 
 

 
 
 
4. After WebSphere_Portal is started you will see a SOLID green arrow, like below.  At 

this point, you can see that both Portal nodes that have been federated to the DMGR 
are started. 

 



 
 
5. Edit the <wp_root>/config/wpconfig.properties and change the CellName and 

PrimaryNode properties: 
 

CellName=<cell_name>

 
Example:CellName=<dmgr_node>Network 

 
The cellname changed during federation of the Node 2.  To verify the cellname 
you can identify it by <wsas_profile_root>/config/cells/<cell_name> 

 
 PrimaryNode=<true or false>

 
Example: PrimaryNode=false 

 
This is the second node added to the DMGR, so it is considered a secondary node. 

 
6. Run the post-portal-node-federation-configuration task by issuing the following 

command: 
 

<wp_root>/config/WPSconfig.bat post-portal-node-federation-
configuration

 
7. At this point, if you try to render the portal on Node2 thru a browser you will get a 

Page Cannot be Displayed error because the node was added without the               
-includeapps option.  After the cluster is built and the nodes are synchronized, the 
applications will be available to the second node. 

 

Create the cluster configuration 
1. Start the DMGR and render the DMGR AdminConsole in a browser 
 



http://<dmgr_host_name>:9060/admin

 
2. To begin creating the cluster navigate to Servers => Clusters and click New. 
 

 
 
3. Enter the basic cluster info: 
 

a. Define the Cluster name.  
b. Check the box Prefer local. 
c. Check the box Create Replication Domain for this cluster.  
d. Select the option Select an existing server to add to this cluster, and then 

choose server WebSphere_Portal on node Node1 from the list.  
e. Click Next.  

 

 
 
To define the secondary cluster node:  
 

1. Define the Member Name of cluster member. 
 



Important:  Cluster members cannot have the same name.  Because you have 
already added Node 1, its name by default is WebSphere_Portal.  So you need to 
name this one something different.  In this example, we used 
WebSphere_Portal_2 for the name of the cluster member on Node 2. 
 

2. Select the appropriate node for  the cluster topology you are using: 
  
Horizontal: Server name of Node2 
Vertical: Server name of Node1 
 

3. Select the appropriate HTTP port setting for the cluster topology you are using:  
 
Horizontal: Uncheck the box Generate Unique HTTP Ports. 
Vertical: Check the box Generate Unique HTTP Ports.  

 
4. Click Apply to apply the changes. 

 

 
 

 
At the bottom of the window, you see the list of your Application Servers that will 
become members of your cluster. We have no other cluster members to add.  If you had 
additional cluster members to add then you would just repeat the process above until all 
cluster members are added. 
 
To complete the process:  
1. Click Next to view the summary. 



 

 
 
 
2. Review the summary. 
3. Click Finish to create the cluster. 
 

 
 
 
4. Save the changes to the configuration by clicking the Save link. 
 



 
 
5. Check the box Synchronize changes with Nodes, and then click the Save button. 
 

 
 
6. After the configuration has been saved, navigate to Servers =>Cluster Topology for 

a graphical view of the clusters topology. 
 

 



Edit the portal configuration for each node 
To enable portlet deployment in the cluster, you must edit a file on each WebSphere 
Portal node.  
 
1. Edit the file: 

<wp_root>/shared/app/config/services/DeploymentService.properties  
 
2. Set the wps.appserver.name property to the name of the cluster you defined 

previously.  
 
Example:  wps.appserver.name=WPS5101_Cluster 

 
Each node in the cluster should have the same synchronization settings to ensure 
consistency between the WebSphere Portal server configurations on each node. By 
default, automatic synchronization will occur between every node when a change is 
made to the configuration of the cell.  This is checked for updates once per minute.  
To view the synchronization settings in the DMGR AdminConsole, navigate to  
System Administration > Node Agents, select the desired node agent, and then click 
on File Synchronization Service. 

  
3. The configuration on each WebSphere Portal node must be updated with the 

appropriate cluster member information. Use a text editor to open the following file 
on each Portal node: 

  
<wp_root>/config/wpconfig.properties 

  
Make sure that the following properties are uncommented, and specify 
appropriate values: 

 
ServerName:  Make sure this value still reflects the Portal server name in the 
cluster.  Specifically on the non-primary nodes because the Portal server name 
was changed when adding the server to the cluster because no 2 servers can have 
the same name.  The primary node, or first node added, was named 
WebSphere_Portal by default.  The remaining non-primary nodes must be 
renamed with a unique server name for the cluster.   
 
Example:  ServerName=WebSphere_Portal_2 
 
Update this property to match the cluster member name running on this node. To 
determine the cluster member name, click Servers > Cluster Topology in the 
administrative console for the deployment manager and expand the cluster you 
are working with to view the cluster members. 

Enable dynamic caching 
You need to enable dynamic caching on the cluster member nodes to correctly validate 
the portal caches. If dynamic caching is not enabled, situations could arise where users 



have different views or different access rights, depending on which cluster node handles 
the user's request. 
 
1. To Configure the replication domain, navigate to Environment>Replication 

domains and then click on the replication domain name for the cluster 
 

 
 
2. Under Number of replicas, select Entire Domain , and click Apply. 
 

 
 
3. Save the configuration. 
 



 
 
Now, you need to change the dynamic cache replication settings by completing the 
following steps for each cluster member: 
 
1. Select Servers => Application servers => cluster_member_name => Container 

Service => Dynamic cache service. 
 

 



 
 

2. Make sure that Enable cache replication is checked. 
3. Specify the replication domain, replication type (for example, Push only), and push 

frequency (for example, 1 second). 
4. Click Apply. 

 
 



5. Save the settings. 
 

 
 
6. Perform the same procedure for each cluster member and apply the same settings. 
 

Perform the final tasks 
 
1. Save your changes and resynchronize the nodes: 

 In the administrative console for the deployment manager, click System 
Administration>Save Changes to Master Repository and save your 
administrative configuration.   

 Select System Administration > Nodes, select the cluster nodes from the list, 
and click Full Resynchronize.   

 
2. Regenerate the Web server plug-in.  
 

 Select Servers > Web servers in the deployment manager administrative 
console, select the Web server entry and click the Generate Plug-in button 

 

 
 

 Move the plugin to the Web server which is under 
<plugin_root>/config/webserver1 

 
3. Restart the DMGR, Web server and Portal cluster. 
 



4. Verify the WpsHostName and WpsHostPort properties in the wpconfig.properties 
reflect the Web server values on all cluster nodes. 

 
5. Verify that the portal cluster can be accessed through the Web server. 
 

Conclusion 
In this article, you saw how to build a fully-functional WebSphere Portal cluster using an 
external database and a LDAP for security.  You also saw how to configure a Web server 
to allow for load balancing. 
 

Resources 
developerWorks WebSphere Portal zone 
http://www.ibm.com/developerworks/websphere/zones/portal/ 
 
WebSphere Application Server V6 InfoCenter 
http://publib.boulder.ibm.com/infocenter/wasinfo/v6r0/index.jsp?topic=/com.ibm.websph
ere.base.doc/info/welcome_base.html  
 
WebSphere Application Server Network Deployment Information Center  
http://publib.boulder.ibm.com/infocenter/wasinfo/v6r0/index.jsp?topic=/com.ibm.websph
ere.nd.doc/info/welcome_nd.html 
 
WebSphere Portal product documentation, including the InfoCenter 
http://www.ibm.com/developerworks/websphere/zones/portal/proddoc.html 
 
WebSphere Portal V5.0 Production Deployment and Operations Guide 
http://www.redbooks.ibm.com/abstracts/sg246391.html?Open 
 
A step-by-step guide to configuring a WebSphere Portal V5.1 cluster using 
WebSphere Application Server V5.1.1.1 
http://www.ibm.com/developerworks/websphere/library/techarticles/0509_dancy/0509_d
ancy.html 
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