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V  The objective of this document

This cookbook was developed to assist in the planning,
installation and configuration of IBM Tivoli’s Compliance and
remediation solution by Phil Billin of the Product Introduction
Centre, (PIC) Hursley. It is designed to be used by IBM Pre-sales,
Services, Business Partners and Customers.

The objective of this document is to describe the installation scenarios and configuration option,
of Tivoli Security Compliance Manager (ITSCM) 5.1 components as well as the upgrades to Fix
Paks. A basic installation and recommended configuration is also provide for Tivoli Provisioning
Manager, Cisco ACS server and NAC Router for use in POC’s/Pilots or demonstrations of the full
function of ITSCM’s compliance checking and remediation solution announced in October 2004
and released in December 2004. The configurations described are on Windows and SUSE Linux
in VMware sessions and AIX where this platform is supported.

Further step by step instructions on working with best practices / policies, writing compliance
queries, SQL reports, Crystal Reports and creating users, groups, roles and role templates are
described.

Further updates to this document are planned with additional information. If you have related
information to share and would like it included in this document or have requirements for
information that is not available here them please send an email to billinp@uk.ibm.com.

All material provided must be copyright free. Your comments on the content are welcome as well
as any errors or improvements you would like to see.
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1 Introduction

software product that allows the creation of security policies and their regular
monitoring for compliance and vulnerabilities. Essentially, ITSCM performs two
functions:

This document is about IBM Tivoli Security Compliance Manager (ITSCM), a

1. Collects data from multiple computer systems and stores that data in a central
repository.

2. Provides reporting capabilities to show adherence to, or violation of defined
security policies.

It can also be integrated with other products to provide compliant access to networks at
layer 2 or 3, and manual or automated remediation processes of non-compliance to
security policy.

Operating as a data collection service, IBM Tivoli Security Compliance Manager will
gather and store a wide variety of information from multiple computer systems. This
information can include any data located on the system, such as operating system
version information, software patch levels, registry information, file and directory
information, application information, and other security-related data. Functioning as a
monitoring and reporting service, Tivoli Security Compliance Manager will extract the
data collected, analyze the data for conformity, and produce reports that can reveal
adherence to internal and industry-standard security policies.’

As a monitoring and reporting service, IBM Tivoli Security Compliance Manager can
extract the data collected, analyze the data for vulnerabilities, and produce reports that
can reveal adherence to internal and industry-standard security policies.

Examples of such security and privacy requirements include:

m  Gramm-Leach-Bliley Act (GLBA), also known as the Financial Services
Modernization Act in the USA

m  BASEL Il in Europe

m  Sarbanes-Oxley Act (SOA)

m  Health Insurance Portability and Accountability Act (HIPAA)

IBM Tivoli Security Compliance Manager is a Java based security policy compliance
product that acts as an early warning system by identifying security vulnerabilities and
security policy violations for small, medium and large businesses. Tivoli Security
Compliance Manager helps organizations define consistent security policies and monitor
compliance of these defined security policies. Security policies can be based on both
internal security requirements and industry-standard security policies.

Created by Phil Billin Page 8 29/09/2005



1.2 Product Highlights

e Automates scans of servers and desktop systems which can help reduce the cost
and time associated with manual security checks

e Provides reports to security officers and compliance auditors with detailed
information about the security health of the business so they can take the
appropriate steps to make individual systems and departments compliant

o Identifies software security vulnerabilities prior to costly damage being inflicted by
security incidents

e Improves business operations and helps to increase efficiencies though
automation and centralization

e Assists in addressing to compliance issues in regulations and standards by
automating compliance tasks, monitoring correspondence, reducing human error,
and taming compliance costs

e Integrates with Tivoli's automated security management tools and Security
Vulnerability services to help identify and mediate security policy violations and
risks

Tivoli Security Compliance Manager is designed for customers who are concerned with
compliance and regulations as well as those concerned with identifying and fixing
security weaknesses and vulnerabilities in their IT infrastructure. In assisting with
compliance issues, the software comes with pre-defined recommended security policies
and can be customized to fit specific regulatory, industry or corporate security policies.
The software helps provide a more efficient way to gather and manage information about
the health of systems, and enterprises can use that data to help them comply with
regulations.

Tivoli Security Compliance Manager audits systems and applications for vulnerabilities
and identifies violations against security policies. The software uses a red, yellow, green,
stoplight-style warning system to alert security administrators and users, whether
systems comply with security policy. For example, the software could send reports or an
email to administrators showing which systems have passwords set properly, which
have anti-viruses signature files are up-to-date, and which have dangerous or
unnecessary services running. The software can help identify security vulnerabilities
across operating systems and applications on AlX, Solaris, HP-UX, Windows, Novell
NetWare, Linux (Intel, & pSeries) and Linux on zSeries.

With additional IBM Global Services it has been possible to add the same compliance
checking capabilities to Network devices like Switches and Router as well as a wider
range of application than is available out of the box. New out of the box support is made
available via the ITSCM download web site:

http://www.ibm.com/support/docview.wss?uid=swg24007082

Figure 1, IBM Tivoli Security Compliance Manager (ITSCM) Highlights

Features Advantages Benefits
Centralized administration ~ Centralizes the policy Consistent security audits
definition and scanning of across the organization
systems reducing human error
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Automation

Automates security scans
of servers and desktop
systems which can help
reduce the cost and time
associated with manual
security checks

Helps reduce costs by
providing a more effective
and efficient way to perform
routine tasks, which allows
administrators to focus on
more strategic functions

Security vulnerability scans

Helps to secure business
systems

Helps to identify software
security vulnerabilities prior
to costly damage being
inflicted by security
incidents

Compliance

Security policy compliance
can assist in collecting and
managing data about
security efforts and systems
that companies use as part
of their overall regulatory
compliance initiatives

Addresses compliance
issues in regulations and
standards by automating
compliance tasks,
monitoring correspondence,
reducing human error, and
taming compliance costs

Auditing and reporting
mechanisms

Enables administrators to
produce reports with
detailed information about
the security health of the
business so they can take
the appropriate steps to
make individual systems
and departments compliant

Quickly produce reports for
audits and ensuring
regulatory compliance

1.3 IBM Tivoli Security Compliance Manager Hardware

Requirements

Figure 2 shows suggest hardware requirements for enterprise installations of ITSCM
based on live deployments internal of IBM and managing various humbers of Servers

(ITSCM Clients).

Figure 2, IBM Tivoli Security Compliance Manager (ITSCM) Hardware Requirements

Processor and memory requirements for IBM Tivoli Security Compliance Manager Server

Type of ITSCM deployment CPU RQMTS RAM RQMTS

Small (1-500 clients) 1 512MB RAM

Medium (501-2500 clients) 2 512MB RAM

Large (2501-10000 clients) 2-4 2-4GB RAM

Server package requires 5MB to install

Disk and memory requirements for client and collectors

Disk and memory requirements for ITSM Client

Client platform Disk Requirements for Disk Requirements for RAM RQMTS
installation directory temporary directory
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AIX 64MB 45MB 75MB RAM
HP-UX 64MB 6MB 75MB RAM
Linux 64MB 46MB 75MB RAM
Solaris 64MB 65MB 75MB RAM
Windows 64MB 44MB 75MB RAM

Note: The HP-UX platform values in the table are much smaller due to the JRE being packaged in the OS

Disk and memory requirements for Administration Utilities
Disk and memory requirements for ITSM Administration Console

Administration Console
Platform

Disk Requirements for
installation directory

Disk Requirements for
temporary directory

RAM RQMTS

Windows 64MB

42MB

128MB RAM Min
256MB RAM Rec

1.4 IBM Tivoli Security Compliance Manager Software

Requirements

Figure 3, IBM Tivoli Security Compliance Manager (ITSCM) Software Requirements

Tivoli Security Compliance Manager requires:

IBM DB2 UDB version 7.2 or 8.1

Supported Operating Systems:

The following information are the supported Operating Systems for ITSCM Server,
Client, and Administration Console:

IBM Tivoli Security Compliance Manager (ITSCM) Server

Operating System Level Patch/Maintenance Level
AlIX 51,5.2,53 None required
Windows 2000 Server Latest Fix Pack
Windows 2003 Server Standard Edition &
Enterprise Edition
Solaris 2.8,2.9 Latest Fix Pack
SuSe Linux Enterprise Server 8 Latest Fix Pack

IBM Tivoli Security Compliance Manager (ITSCM) Client

Operating System Level Patch/Maintenance Level
AlX 51,52,5.3 Latest cumulative patches
HP-UX 11.0, 11i Latest cumulative patches
Red Hat Linux for Intel (IA32 & 6.2,7.0,7.1,7.2,8.0,9.0 Latest cumulative patches
xSeries)
Solaris 2.6,2.7,2.8,2.9 Latest cumulative patches
Windows NT 4.0 Server, 4.0 Workstation Latest service pack and
security roll up package
Windows 2000 Server, Advanced Server, Latest service pack and

Professional

security roll up package

Cresated by Phil Billin
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Windows 2003 Server Standard Edition, Latest cumulative patches
Enterprise Edition

Windows XP Proffessional
Novell Netware 5.1,6.0,6.5 ITSCM Fix pack 5.1.0-TIV-
SCM-FP0009 required

Red Hat Enterprise Linux (EL) 21 Latest cumulative patches
(IA32 & xSeries)

Red Hat EL Advanced Server 3.0 Latest cumulative patches
(IA32 & xSeries)

Red Hat EL for iSeries/pSeries 3.0 Latest cumulative patches
Red Hat EL for zSeries 7.2 Latest cumulative patches
SuSe Linux 7.0 Latest cumulative patches
SuSe Linux Enterprise Server (ES) 8 Latest cumulative patches
SuSe Linux ES for zSeries 8 Latest cumulative patches
SuSe Linux ES for iSeries/pSeries 8 Latest cumulative patches

IBM Tivoli Security Compliance Manager (ITSCM) Administration Console

Operating System Level Patch/Maintenance Level
Windows 2000 Professional Latest service pack and
security roll up package

Windows XP Professional

Windows 2003 Server Standard Edition Latest service pack and
and Enterprise Edition security roll up package

RedHat EL Advance Server (IA32 3.0

& xSeries)

SuSe Linux ES (xSeries) 8

1.5 VMWARE requirements for use is test and demonstration

environments

Because not all components are supported on Unix and Linux this document provides a Windows
only solution for them (eg. Crystal Enterprise 9 server for ITSCM Operational Reporting and
Cisco ACS Server,

The following base configuration is suggested for a demonstration or Pilot/POC set-up where
base systems are not available or ease of transporting is beneficial. This configuration was used
in the creation of product installation and functions in this documents :

System 1: SLES 8.0
e DB2 UDB 8.2 server
ITSCM 5.1 server (incl policies etc.) + Fix Pak 2
ITSCM 5.1 client + Fix Pak 2
ITSCM Administration Console Fix Pak 2 required for Linux support (optional)

System 2: Windows 2000 Server
e |ITSCM 5.1 GUI (optional)
e DB2 8.2 Client
e IBMHTTP Server 1.2.26.2
e Crystal Enterprise 9 server

System 3: Windows 2000 Server (ACS for IISSCN)
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e Cisco ACS server (optionally this could coexist with the Crystal Enterprise 9 Server or

ITSCM Server if installed on Windows 2000.)

e ITSCM 5.1 Client + Fix Pak 2

System 4: Windows 2000 Server (for IISSCN)

e Tivoli Provisioning Manager v2.1 or 3.1

System 5: Windows 2000 or XP Workstation (for IISSCN)

e ITSCM 5.1 client + Fix Pak 2

e Cisco Trust Agent (CTA)

e Cygwin

e Windows .Net 1.1 + MS Security fixes

VM Memory recommendations

System 1:
System 2:
System 3:
System 4:
System 5:

>=
>=
>=
>=
>=

400 MB
300 MB
3-500 MB

500 MB or as much resources as possible

300 MB
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2 Installation of the IBM Tivoli Security Compliance Manager
on AIX 5.X

2.1. Installation of IBM DB2 UDB 8.2 Server

Base DB2 Installation

Prepare an X11 environment, (Xwindows environment) and allow access control for x-clients on
your X-desktop eg at root ( # ) prompt. It is important that you are logged in as root.

# xhost + <enter>

If you are installing DB2 on an AIX machine that does not have a graphics adapter and a graphics
screen connected to it, you can perform the installation remotely from a Windows machine (e.g.
laptop) by using a freeshare program like X-Deep/32 or Cygwin. One of these programs will give
you an X Window Server for Windows that can be used to connect to host systems running
LINUX, IBM AIX, HP-UX or Sun Solaris.

Make sure you run:

# export DISPLAY=your-workstation-ip-address:0

on the AIX machine so that you get the DB2 installation screens properly displayed on the
workstation by the X Window Server.

At this point it is probably a good idea to copy the DB2 installation image into a temporary
directory (eg /tempfs/SCM) so that the install processes can write temporary files. If downloaded,

the DB2 V8.1 installation image will probably come as a compressed tar image, so you need to
un-tar and uncompress it first.

Now you are ready to commence the DB2 V8.2 installation. Change the directory to where the
db2setup file is (e.g. cd /tempfs/ese.sbcsaix1)

# ./db2setup <enter>:
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» IBM DBZ Setup Launchpad

Universal Database

Wersion 8.2

Setup

Installation Prereguisites Presents a list of installable products from which to select.

Eelease Motes

Install Products

Exit

{€} Copyright ional Businass inas Corpormtion, 1993, 2004,
£11 Rights Resered,

e Select “Install Products” option

X 1BM DB2 Setup Launchpad Q
Universal Database

Wersion §.2

Setup

Select the product you would like to install
(% DE2 UDE Enterprise Server Edition

_JDB2 Application Development Client

_JDB2 Administration Client

DE2? UDE Enterprise Server Edition is an enterprise version of DE2 Universal Database. Through the
use of the Database Partitioning Feature (a seperately licensable feature that you can purchase), it
supports database partitioning. It also provides connectivity to data stored on host systems. DE2
client components are also included.

4 Back MNext b Help

(€} Copyright Intemational Businass Madhings Corporation, 1993, 2004,
&1 Rights Rasarvad.

e Select DB2 UDB Enterprise Server Edition

Created by Phil Billin Page 15 29/09/2005



e Click “Next”

NOTICE: By clicking on the "Accept” button, you are accepting two separate
license agreements as a matter of conwenience - one for evaluating the
program and one that applies only if you acquire the program after your
evaluation is completed. The complete text of each of these two license
agreements follow.

International License Agreement for Evaluation of Programs

Part 1 - General Terms

BY DOWRLOADING, IMSTALLIMNG, COPYING, ACCESSING, OR USING THE
PROGRAM YOU AGREE TO THE TERMS OF THIS ACREEMENT. IF YOU ARE
ACCEPTIMG THESE TERMS QR BEHALF OF AMOTHER PERSON OR A
COMPANYT OR OTHER LEGAL ENTITY, YOU REPRESENT AMD WARRANT THAT
YOU H&YE FULL AUTHORITY TO BIND THAT PERSON, COMPANY, OR LEGAL
EMTITY TO THESE TERME. IF YOQU DO NOT AGREE TO THESE TERMS,

= DO NOT DOWRNLOAD, INSTALL, COPY, ACCESS, OR USE THE PROGRAM;
AND

- PROMPTLY RETURN THE PROGRAM TO THE PARTY FROM WHOM YOU

e Accept the License Agreement and click “Next”
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e Select “Typical” installation type with no additional functions. Click “Next”.
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e Select “Install DB2 UDB Enterprise Server Edition on this computer” and click “Next”

v
v

e Accept the default values for the User Name and Group Name that will run DB2
Administration Server. These are dasusr1 and dasadm1 respectively. Enter and confirm
the password for the user (e.g. passwOrd).
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o Select “Create a DB2 instance” by selecting either the 32-bit or 64-bit option depending
on the hardware you are using. Click “Next”.
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e Select “Single-partition instance” and click “Next”.

v
v

e On the next screen: Provide user information for the DB2 instance owner:
o User = db2inst1, Group = db2grp1
o Enter password and confirm password (e.g. passwOrd)
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db2fencl
E—
v

e On the next screen: Provide user information for the fenced user
0 User = db2fenc1, group = db2fgrp1
0 Enter password and confirm password (e.g. passwOrd)

e Select “Do not prepare the DB2 tools catalog on this computer” and click “Next”
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e On the next screen:
o Select: Local - create a contact list on this system
o Select: Enable notification and enter the server name for notification (e.g.
myhost)
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db2instl
dbZinst1@myhost

=) el

e On the next screen you can select “Defer this task until after installation is complete” and
click “Next£. You will be presented with a summary screen where you can review the
selected installation options.

Froduct to install: DE2 Universal Datahas |
Installation Twpe: Typical
Previously Installed Components:
Selected Components:
Product Messages - en_US.1s088591
Base Client Support
DB2Z LDAP Support
Code Page Conwersion Tahles - Unicode Support
Code Page Conwersion Tahles
ICU Utilities
Java Help (HTML) - en_U5.1s088591
Eeplicatiaon
S0L Procedures
Control Center Help (HTML) - en_US.iso88591
Java Common files
First Steps
B2 Instance Setup Wizard
Java Support
Configuration Assistant
Eun-time Enwironment
Connect Support
Communication Support - TCPAIP
Administration Serwver
DE2 data source support
Base DBZ UDE Support

e Click “Finish” to commence the installation. You will see a progress screen.

Created by Phil Billin Page 23 29/09/2005



When the installation is completed you will get this screen:

Werify that you have access to the DB2 Information Center based on the choices wou made during this
installation. If wou performed a typical or a compact installation, werify that vou can access the |BM Web
site using the internet. If wou perfarmed a custam installation, wverify that wou can access the DBZ
Information Center location specified during the installation.

Frepare the DBZ tools catalog if wou would like to schedule tasks with the task scheduler on this
camputer.

Specify an administration contact for health monitor notification.

Fun First Steps {db2fs) as a regular user to get started with DB2 and some of its features.

Click on the Status Report tab to review the installation log file. Make sure there are no errors
reported before proceeding. Originally, | had missing AIX PTFs which prevented Java 1.4 from
being installed. This version of Java is required by DB2 First Steps and DB2 Command Center.
One way around this problem is to create a symbolic link /usr/java14 pointing to /usr/java130.

# In —s /usr/java130 /usr/java14

Created by Phil Billin Page 24 29/09/2005



Click “Finish”.

You can now follow a few steps to verify that DB2 installed successfully.
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21.2

Check the DB2 installation

1. Check that db2inst1, db2fencl and dasusrl users and db2grp1, db2fgrpl and dasadm1
groups have been created successfully.

# pg /etc/passwd
# pg /etc/group
2. Check the DB2 installation directory
# cd /usr/opt/db2_08 01
There should be loads of files there.
3. Check the installation directory for the db2inst1 instance

# su — db2inst1
$ cd sqllib

There should be content there.
4. Run DB2 First Steps to create a sample database

$ cd /usr/opt/db2_08_01/bin
$ ./db2fs

Select the “Create Sample Database” option to create a Sample UDB Database.
Now you can test the sample database
$ cd /usr/opt/db2_08 01/bin/db2 - this starts a db2 command window

db2 => db2start
db2 => connect to sample

B3 Telnet myhgst.pic.uk.ibm.com B | ﬂ

dh2 =3 dh23t§rt
DBE20BBAI The DB2START command completed successfully.
dh2 => connect to szample

Database Connection Information

Databaze server DRZ2/6PBA 8_2.8
2QL authorization ID DB2ZINSTZ
Local database alias SAMPLE

dh2 =>

db2 =>list db directory
db2 => list tables
db2 => disconnect sample
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2.2 Installation of Tivoli Security Compliance Manager Server V

5.1

2.21 Base ITSCM Server Installation

For Details see:
Tivoli® Security Compliance Manager Installation Guide: All Component Version 5.1
http://publib.boulder.ibm.com/tividd/td/ITSCM/GC32-1592-00/en_US/PDF/scm51 _install.pdf

Make sure DB2 is up and running.
# su — db2inst1
$ db2start

The Installation Guide recommends that the non-graphical mode is used if the installation is
performed from a remote host. This is because the installation program does not run correctly
with some window managers when run remotely.

Hence, we will invoke the installation program with the -console option.

Go to the directory which contains the ITSCM installation code and execute:

# ./scm_aix —console

B3 Telnet 9.180.182.144 _|= ﬂ

Initializing InstallShield Wizard...

Preparing Javadtm?» Uirtual Machine...

language to ﬁe used for this wizard.

Select a

-
[

German

English

French

Italian

Japanese

Korean

Portuguese <(Brazil>

,_,
S
[

Bimplified Chinese
Spanish
Traditional Chinese

= )
el e b bl b el bl

D 00 = OO LI DD
| T O A R O B |

a

To select an item enter its number, or B wvhen you are finished: [B]
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Select the language you wish to use during the installation, e.g. English and press <Enter>.

After you accept the license agreement you will be presented with the following screen.

3 Telnet 9.180.182.144 _|lm ﬂ
B

In accordance with Article 1328 of the Peruvian Civil Code.
the limitations and exclusions specified in this section
will not apply to damages caused by IBM's willful
mizconduct ("dolo'> or gross negligence (“culpa
inexcusahle™).

UNITED STATES OF AMERICA: General (Section 5»: The
following is added to this section:

U.5. Government Users Restricted Rights — Use. duplication
or disclosure re cted by the GSA ADP Schedule Contract
with the IBM Corporation.

Press Enter to continue viewing the license agreement. or. Enter 1 to
accept the agreement. 2 to decline it or 9% to go bhack to the previous
SCreen.

il
Press 1 for Next. 2 for Previous. 3 to Cancel or 4 to Redisplay [11 1
IBM Tivoli Security Compliance Manager Install Location

Please specify a directory or press Enter to accept the default directory.

Divectory Mame: [-optsIBMsSCHI]

Accept the default installation directory by pressing <Enter>. Then enter “1” to go to the next screen.

& Telnet 9.180.182.144 _|= ﬂ

Press 1 for Mext. 2 for Previous. 3 to Cancel or 4 tk Redisplay [11
Choose the setup type that bhest suits your needs.

[¥1 1 — IBM Tivoli Security Compliance Manager Client
The IBM Tivoli Security Compliance Manager Glient runs collectors that
are used by the IBM Tivoli Security Compliance Manager Server to monitowp
compliance with security policies.

IBM Tivoli Security Compliance Manager Administration Utilities
The IBM Tivoli Security Compliance Manager Administration Utilities allo

you to manage and monitor your network security compliance. The utilitie

contain a command line interface to administer your systems. collectors.
and policies. A graphical user interface (GUI> is included for use on
Hicrosoft Windows systems only.

IBM Tivoli Security GCompliance Manager Server

The IBM Tivoli Security Compliance Manager Server allows you to manage
and monitor systems in your network. The Server includes the
Administration Utilities and Database Configuration.

IBM Tivoli Security Compliance Manager Databhase Configuration
The IBM Tivoli Security Compliance MHanager Database Configuration featuw|

allows you to configure a remote database for use by the IBH Tivoli
Security Compliance Manager Server.

To select an item enter its number, or B vhen vou are finished: [A1 3
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Now select the correct package to install. The default option is“1” IBM Tivoli Security Compliance
Manager Client. Make sure you change thisto IBM Tivoli Security Compliance Manager Server by typing

“3" and hitting <Enter>. Then enter “0” to continue, and “1” to go to the next screen.

Now you have the option to enter the E-mail server and E-mail address. An example is given below:

3 Telnet 9.180.182.144 _|lm ﬂ
B

contain a command line interface to administer your systems. collectors.
and policies. A graphical user interface (GUI> is included for use on

Microsoft Windows systems only.

IBH Tivoli Security Compliance Manager Server

The IBM Tivoli Security Compliance Manager Server allows you to manage

and monitor systems in your network. The Server includez the
Administration Utilities and Database Configuration.

IBM Tivoli Security Compliance Manager Database Configuration

The IBM Tivoli Security Gompliance Manager Database Configuration featuwr|

allows you to configure a remote database for use by the IBM Tivoli
Security Compliance Manager Server.

To select an item enter its number, or B vhen you are finished: [B]1 3

Enter B to continue or 1 to make another selection: [B]

Press 1 for Next. 2 for Previous. 3 to Cancel or 4 to Redisplay [11 1

Gerver E—mail Configuration

E-mail server L[] myhost.pic.uk.ibm.com

E-mail address []1 scmuserPmyorg.com

Press 1 for Next. 2 for Previous. 3 to Cancel or

Enter “1” to go to the next screen.

Accept the defaults for the Server connection port (i.e. 1955) and Client connection port (i.e. 1950).

BN Telnet 9.180.182.144

[ 14 - IBM Tivoli Security Compliance Manager Database Configuration

The IBM Tivoli Security Compliance Manager Database Configuration Featuw

B allows you to configure a remote database for use hy the IBM Tivoli
Security Compliance Manager Server.

To select an item enter its number, or @ when you are finished: [B] 3

Enter B to continue or 1 to make another selection: [B8]

Press 1 for MNext, 2 for Previous, 3 to Cancel or 4 to Redisplay

Cerver E-mail Configuration

F-mail server [] myhost_pic.uk.ibm.com

E-mail address []1 scmuserBmyorg.com

Press 1 for Mext, 2 for Previous, 3 to Cancel or 4 to Redisplay
Cerver Communication Configuration
Connection ports must bhe integer values hetween 26 and 65535.

Server connection port [19551

Client connection port [19561

Press 1 for Mext,. 2 for Previous,., 3 to Cancel or 4 to Redis

(5l
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Enter “1” to go to the next screen.

Now you must enter your choices for Server Security Configuration. An example is given below. All
passwords are passwOrd.

& Telnet 9.180.182.144 _|= ﬂ

Server connection port [19551
Client connection port [195@1

Press 1 for Mext,. 2 for Previous, 3 to Cancel or 4 to Redisplay [11
Server Security Gonfiguration

System name for certificate [myhost.pic.uk.ibm.coml

Master keystore password
Pleasze press Enter to Continue
Password:

Confirm master keystore password
Please press Enter to Continue
Password:

Gerver keystore password
Please press Enter to Continue
Password:

Confirm server keystore password
Please p s Enter to Continue
Password:

[¥1 1 — Select the checkbox to stash the server keystore password for automatic
startup.

To select an item enter its number, or B vhen you are finished: [8]

Press 1 for Next. 2 for Previous. 3 to Cancel or 4 to Redisplay [11

Enter “1” to go to the next screen. Now you will enter:

e the database location — this should be set to local

e database user id —this should be db2inst1 . Note the “ deliberate” mistake in the screenshot, where
this value was entered as db2inst2. As| installed and uninstalled DB2 several times for the
purposes of writing this cookbook, at one point in time a had to create a new instance and user id
called db2inst2. Y ou should specify the correct instance owner which in your case will probably
be db2inst1.

e Database user id password —in our case thisis passwOrd.

e Leavethe database location as blank. The default location (/home/db2inst1) will be assumed.

e Sdlect the option to create the database now.

A screen capture with these choicesiis give below:
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B Telnet 9.180.182.144 . -|o x|

Press 1 for Next,. 2 for Previous, 3 to Cancel or 4 to Redisplaw

Databhase Location
Specify where your database is located:

[#1 1 — The database is on the local system.
[ 12 — The database is on a remote system.

To select an item enter its number. or B when you are finished:

Press 1 for Next,. 2 for Previous, 3 to Cancel or 4 to Redisplaw
Databasze Configuration

Database user ID [db2instl] db2inst2

Databasze user ID password

Please press Enter to Continue
Password:

Conf irm password
Please press Enter to G
Password:

Database Location [1]

[#1 1 — Select the checkbhox to create your database now.

To select an item enter its number, or B when you are finished: [B]

Press 1 for Mext,. 2 for Previous. 3 to Cancel or 4 to Redisplay [11

Enter “1” to go to the next screen. Now you will enter data for the primary ITSCM administrator. For
example,

e  System Administrator User ID —admin
e  System Administrator User ID password — passwOr d
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B Telnet 9.180.182.144

Database user ID password
Please press Enter to Continue
Password:

Conf irm password
Please press Enter to Continue
Password:

Datahase Location [1

[¥1 1 — Select the checkbox to create your databasze now.

To select an item enter its number. or B vhen you are finished:

Press 1 for Next. 2 for Previous,. 3 to Cancel or 4 to Redisplay

fidministrator User ID Configuration

HTHML>The user information helow iz for the primary administrator of the IBM

Tivoli Security Compliance Manager deployment.<- HTHL>

Gustem administrator user ID [adminl

Bystem administrator user password
Please press Enter to Gontinue
Password:

Conf irm password
Please press Enter to Continue
Password:

Press 1 for Mext, 2 for Previous, 3 to Cancel or 4 to Redis

BEE

Enter “1” to go to the next screen. This will display the summary of what will be installed and upon
confirmation the installation will commence. A progress screen will be displayed during the installation.
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B3 Telnet 9.180.182.144 N _|l= ﬂ

Press 1 for Mext, 2 for Previous, 3 to Cancel or 4 to Redisplay [11]

IBM Tivoli Security Compliance Manager will be installed in the following
location:

Lropt-IBM-5CH
with the following features:

Tivoli Security Compliance Manager Administration Utilities
Tivoli Security Compliance Manager Server
Tivoli Security Compliance Manager Database Configuration

a total size:

MB
Press 1 for Next,. 2 for Previous,. 3 to Cancel or 4 to Redisplay [11]
Installing IBM Tivoli Security Compliance Manager. Please wait...

B » complete

18 complete
28 complete
38 complete
<0 complete
a1t complete
L) complete
i) complete
41t complete
78 complete
1868 » complete

HMENNNMNNNNN

Creating wninstaller...

Configuring IBM Tivoli Security Compliance Manager Server...

A % complete
28 » complete
1868 » complete

Conf iguring IBM Tivoli Security Compliance Manager Database...

1868 » complete

The InstallShield Wizard has successfully installed IBM Tivoli Security
Compliance Manager. Choose Finish to exit the wizard.

Press 3 to Finish or 4 to Redisplay [31] i

Enter “3” to Finish.

This completes the installation of ITSCM Server.

Verify the ITSCM Server installation

Verify that the ITSCM database has been created. The database is called JAC.

# su —db2instl
$ db2 list db directory
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2.3.1

Also, check the ITSCM server status:
# lopt/IBM/SCM/server/scmserver status

If you get a message similar to this, all is well:

B3 Telnet 9.180.182.144

myhost ~opts/IBM-SCM/server?
myhost Aopts/IBM/SCM/server? <opts/IBM-SCH/server/scmserver status

i>a

BEE
]

HCUINBB14] The Tivoli Security Compliance Manager server is currently running.
myhost ~opt/IBM-SCHM- server’

Apart from status, other useful options of the ITSCMserver command to remember are: start,
stop and version.

2.3 Installation of Tivoli Security Compliance Manager Client V

5.1

Base ITSCM Client Installation

For Details see:
Tivoli® Security Compliance Manager Installation Guide: All Component Version 5.1
http://publib.boulder.ibm.com/tividd/td/ITSCM/GC32-1592-00/en_US/PDF/scm51_install.pdf

To install ITSCM Client on AlX we will use the —console mode for the same reasons as before.
The first few installation steps are similar to installing the ITSCM Server.

Go to the directory which contains the ITSCM installation code and execute:

# ./scm_aix —console
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B3 Telnet 9.180.182.144 _|= ﬂ

Initializing Installfhield Wizard...

Preparing Javadtm>» Uirtual Machine...

language to be used for this wizard.

-

German

Engliszh

French

Italian

Japanese

Korean

Portuguese <Brazil>
Simplified Chinese
Spaniszh
Traditional Chinese

Pt 00 =] O O e L [

o e el e e e b e e
=

To select an item enter its number. or B wvhen vou avre finished: [B]

Select the language you wish to use during the installation, e.g. English and press <Enter>.

After you accept the license agreement you will be presented with the following screen.

B Telnet 9.180.182.144 _|l= ﬂ
B

In accordance with Article 1328 of the Peruvian Civil Code.
the limitations and exclusions specified in this section
will not apply to damages caused by IBM's willful
misconduct ¢"dolo"> or gross negligence (Y culpa
inexcusahle™).

UNITED STATEE OF AMERICA: General (Section 5»: The
following iz added to this section:

Il _S. Government Users Restricted Rights — Use. duplication
or disclosure restricted by the GSA ADP Schedule Contract
with the IBM Corporation.

Press Enter to continue viewing the license agreement. or,. Enter 1 to
accept the agreement. 2 to decline it or 99 to go back to the previous
SCPEEN.

il

Press 1 for Mext. 2 for Previous. 3 to Cancel or 4 to Redisplay [11 1

IBM Tivoli Security Compliance Manager Install Location

Please specify a directory or press Enter to accept the default directory.

Divectory Mame: [/opt- IBM/SCM]

Accept the default installation directory by pressing <Enter>. Then enter “1” to go to the next screen.
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B Telnet 9.180.182.144 -|o ﬂ

Press 1 for Next. 2 for Previous. 3kto Cancel or 4 to Redisplay [11 1

Choose the setup type that hest suits your needs.

[¥1 1 — IBM Tivoli Security Compliance Manager Client
The IBM Tivoli Security Compliance Manager Client runs collectors that
are used by the IBM Tivoli Security Compliance Manager Server to monitow
compliance with security policies.

IBM Tivoli Security Compliance Manager Administration Utilities
The IBM Tivoli Security Gompliance Manager Administration Utilities allo

you to manage and monitor your network security compliance. The utilitie

contain a command line interface to administer wyour systems,. collectors.
and policies. A graphical user interface (GUI> iz included for use on
Microsoft Windows systems only.

IBM Tivoli Security Compliance Manager Server

The IBM Tivoli Security Compliance Manager Server allows you to manage
and monitor systems in your network. The Server includes the
Administration Utilities and Databhase Configuration.

IBM Tivoli Security Compliance Manager Database Configuration
The IBM Tivoli Security Compliance Manager Database Configuration featuwr

allows you to configure a remote database for use by the IBM Tivoli
Security Compliance Manager Server.

To select an item enter its number, or B vhen vou are finished: [A]

Accept the default option to install: “1” IBM Tivoli Security Compliance Manager Client.
Then enter “0” to continue, and “1” to go to the next screen.

B Telnet 9.180.182.144 _|m ﬂ

Press 1 for Next. 2 for Previous, 3 to Cancel or 4 to Redisplay [11 1
Client Communication Mode Configuration
Connection ports must be integer values hetween 26 and 65535.

Client connection port [195@]

Client communication mode:

[#¥]1 1 — Push {Communication can he initiated by either the client or the server)
[ 12 - Pull {Communication is initiated only hy the server)

To select an item enter itz number, or B vhen you are finizhed: [@]

Accept the default value (1950) for the Client connection port.
For the Client communication mode, select Push, end then enter O.

Now you can enter Server Communication Information.

Enter the Server host name, for example myhost.pic.uk.ibm.com .
For the Server connection port just accept the default value, 1951 .

Depending on whether the client uses DHCP select the appropriate box.

Then enter “1” to commence the installation.
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B Telnet 9.180.182.144

Press 1 for Mext, 2 for Previous. 3 to Cancel or 4 to Redisplay [11 1
Berver Communication Configuration

Server host name [] myhost.pic.uk.ibm.com
Server connection port [19%11

[ 11 - Select the checkbox if this client uses DHCP.

To select an item enter its number, or B vhen you are finished: Hlk

Press 1 for Next. 2 for Previous. 3 to Cancel or 4 to Redisplay [11 1

IBM Tivoli Security Compliance Manager will bhe installed in the following
location:

“opt./IBM~SCH

with the following features:

IBM Tivoli Security Compliance Manager Client
for a total size:

18.6 MB

Press 1 for Mext, 2 for Previous, 3 to Cancel or 4 to Redis

BEE

The progress of the installation process will be reported as follows:

B Telnet 9.180.182.144

IBM Tivoli Security Compliance Manager will be installed in the following
location:

opt /I BM/SCM

with the following features:

IBH Tivoli Security Compliance Manager Client

for a total size:

18.6 MB

Presz 1 for Mext, 2 for Previous, 3 to Cancel or 4 to Redisplay [11]

Installing IBM Tivoli Security Compliance Manager. Please wait...

B » complete
16

complete
complete
complete
complete
complete
complete
complete
complete k

28
38
46
415}
60
76
H15)

NENNXNXNNX

The InstallShield Wizard has successfully installed IBH Tiwvoli Security
Compliance Manager. Choose Finish to exit the wizard.

Fress 3 to Finish or 4 to Redisplay [31]

Enter “3” to finish the installation.
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23.2 Verify the ITSCM Client installation

Check the ITSCM client status:
# lopt/IBM/SCM/client/jacclient status

If you get a message similar to this, all is well:

B Telnet 9.180.182.144 _Io ﬂ

myhost /tempfs/8CHM51/scmb1@>
myhost /tempfs/8CM51/scmb18>

myhost stempfs/8CM51/8cmb18> sopts/IBH/SCM-/client/jacclient status

HCUINBB33I The Tivoli Security Compliance Yanager client iz currently running.
nvhost /tenpfs/SCH51/scn518> L

Apart from status, other useful options for the jacclient command to remember are: start, stop
version, and restart.

Created by Phil Billin Page 38 29/09/2005



3.1.1

3 Installation of the IBM Tivoli Security Compliance Manager
on SLES 8

3.1 Installation of IBM DB2 UDB 8.1 Server

Base DB2 Installation

Prepare an X11 environment, (Xwindows environment) and allow access control for x-clients on
your X-desktop eg at root ( # ) prompt. It is important that you are logged in as root.

# xhost + <enter>

At this point it is probably a good idea to copy the DB2 installation image into a temporary
directory somewhere (eg /tmp/db2) so that the install processes can write temporary files

If you need to mount your CD, the easiest way is either to use yast2 (admin tool), or (once CD is
in the CDROM drive) type:
# mount /cdrom (it assumes a default CDROM device file system setup in /etc/fstab)

Go to the directory that contains the db2setup command. (alternatively — from the /tmp/db2
directory, launch the db2setup command from the full path to the CD. viz.)
# /cdrom/009_ESE_LNX_32_NLV_1/db2setup <enter>

# ./db2setup <enter>:
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susellimee tmp/OO9_ESE_LNX_32_NLY # 1

total 101

druxr—xr—x 5 root tpr:ut 432 Oct 29 2002 ./
druxrwerwt 13 root root 528 MNov 2 23:50 ../
drwsxr—xr—x 5 root root 192 Oct 29 2002 b2/
—PUXr=Xr—x 1 root root 4529 Oct 29 2002 db2_deinstall®
—PUXr=Xr—X 1 root root 4557 Oct 29 2002 db2_install*
—p=r=Xr—x 1 root root 4672 Oct 29 2002 dbZsetup*®
druwzr-xr—-x 14 daemon hin 336 Oct 29 2002 doc/
druxr—xr—x 3 daemon  bin 72 Oct 29 2002 doc.cmn’
=pPu=r=—r=-- 1 daemon  bin 7572 Oct 29 2002 readme,.ch
—r-r——tr— 1 daemon  bin 9260 Oct 23 2002 readme, jp
—fu-t——r—— 1 daemon  bin 8851 Oct 29 2002 readme,kr
=-ry=r—pr—— 1 daemon  bin 11450 Oct 29 2002 readme,pl
—PU-r——r—— 1 daemon  bin 10870 Oct 29 2002 readme,ru
—Pu—r=—r—- 1 dasmon  bin 7646 Oct 29 2002 readme,tw
=ppep——e—- 1 daemon  bin 10845 Oct 29 2002 readme,txt
suseElinux:-"tmpa"UUQ_ESE_LHH_32_HLU # ..r'dbESEtLIP

DBI11901 db2setup is preparing the DB2 Setup Wizard which will
guide you through the program setup process, Pleasze
wait.,

e Accept the Welcome screen, Next
e On the next screen: Select the product: DB2 UDB Enterprise edition, Next

: IBM DB2 Setup Launchpad

IBM DB2 Universal Database

Setup

Version 3.1

Select the product you would like to install
(% DB2 UDB Enterprise Server Edition

) DEZ Application Develapment Client

) DBZ2 Administration Client

DEZ2 UDE Enterprise Server Edition is an enterprise version of DE2 Universal Database. It suppons
database partitioning and provides Connect functionality for accessing data stared an host, A5/ 400,
land 1Series systems. DEZ Administratiaon Client companents are included.

4 Back | MNext b | Help

[C) Copyright Intemetional Business Machines Corpemtion, 1553, 2002

All Rights Reserved.

¢ On the next screen: Select Next on the “Welcome to the DB2 setup wizard” screen
¢ On the next screen: Accept the licence agreement, Next
e On the next screen: Select the installation type: typical, Next
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DB2 Setup wizard - DB2 UDB Enterprise Server Edition

e On the next screen: Select Install DB2 UDB Enterprise Server Edition on this computer,
Next

e On the next screen: Provide user information for the DB2 Administration server:
User = dasusr1, Group = dasadm1
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DB2 Setup wizard - DB2 UDB Enterprise Server Edition

' =
e On the next screen: Select Create DB2 Instance, Next
e On the next screen: Select Single—partition instance, Next

Created by Phil Billin Page 42 29/09/2005



e On the next screen: Provide user information for the DB2 instance owner:
o User = db2inst1, Group = db2grp1
o Enter password and confirm password (e.g. passwOrd

'DB2 Setup wiz_ard - DB2 UDB Enterprise Server Edition

== i =

e On the next screen: Provide user information for the fenced user
0 User = db2fenc1, group = db2fgrp1
o Enter password and confirm password (e.g. passwOrd)
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| DB2 Setup wizard - DB2 UDB Enterprise Server Edition

Ve e T

e On the next screen: select Do not Prepare the DB2 tools catalogue, Next
e On the next screen: e.g. mailserver.suse8linux.com

o0 select Local, create a contact list on this system

o0 select enable notification, set server name for notification
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| DB2 Setup wizard - DB2 UDB Enterprise Server Edition

VEAEH e o BT VET [ L EINTES

s com |

Elr S

e On the next screen: Specify a contact for health monitor notification
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e On the next screen: Confirm Installation settings and start installation
DB2 Setup wizard - DB2 UDB Enterprise Server Edition

s1eeSlirae com
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3.1.2 Installation of DB2 8.2 (ie 8.1 Fixpack 7a)

It is strongly recommended to have the Fixpack 7a Readme available .
For detailed instructions see Fixpack Readme.

Installation of IBM DB2 Universal Database Version 8.2 (= Version 8.1 FP7a))

Prepare Installation

Verify, that DB2 Version 8.1 is already installed
#rpm -qa | grep db2 | grep db2cliv8l
| BM db2cliv81-8.1.0-0

Stop all DB2-processes
#su - db2instl
$ . SHOME/sqllib/db2profile

$ db2 force applications all
DB20000I The FORCE APPLI CATI ON conmmand conpl et ed successful ly.
DB210241 This command is asynchronous ...effective imediately.

$ db2 terminate
DB20000I The TERM NATE conmand conpl et ed successful ly.

$ db2st op
10-14-2004 17:53:29 0 O SQ.1064N DB2STOP ...was successful.
SQL1064N DB2STOP processi ng was successful .

$ db2licd -end

Call the following commands:
#su - dasusrl
$. $HOME/das/dasprofile

$ db2admin stop
SQL4407W The DB2 Adnmi ..Server was stopped successfully.

$ exit
$ logout

Stop all Instances, stop the Fault Monitor, you must switch back out to root (above)
Stop the Fault Monitor Coordinator and the Fault Monitor:

# db2fmcu -d

# db2fm -d

Execute the following:
#su - db2instl
$ $SHOME/sqllib/bin/ipclean
/ hone/ db2i nst 1/ sqgl I i b/ bi n/i pcl ean: Renovi ng DB2 engi ne and
client's
I PC resources for db2inst1.

Installation of FP 7a ( Version 8.2)

Switch to root
Change to the fixpack directory and call:

suse8linux:/code #

suse8linux:/code # ./installFixPak -y
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Updating ...
Updating to | BM db2nmsen81-8.1.0-72.i386.rpm...
| BM_db2nsen81 HfH e S e
Updating to | BM db2cliv81-8.
| BM db2cl i v81 :

Updating to | BM db2cucs81-8.1.0-72.i386.rpm...

| BM_db2engn81 HHHBHHHHHH B R HH B H R R R R
Updating to | BM db2snpl 81-8.1.0-72.i386.rpm ...
| BM_db2snpl 81

Updating to | BM db2pext81-8.1.0-72.i386.rpm...

| BM_db2pext 81 HHBHHBHHH B HH R R H R R R
Updating to | BM db2cc81-8.1.0-72.i386.rpm...

I BM_db2cc81 HEHEHHHE R T
Updating to | BM db2essg81-8.1.0-72.i386.rpm...

| BM_db2essg81 R L T R ST R R et

suse8linux:/code #
Finishing the Installation
Update Instances

As root

# /opt/IBM/db2/V8.1/instance/db2iupdt db2inst1
DBl 10701 Program db2i updt conpl et ed successfully.

Update DVS Instances
# /opt/IBM/db2/V8.1/instance/dasupdt dasusr1
SQL4410W The DB2 Adninistration Server is not active.
SQL4406W The DB2 Administration Server was started successfully.
DBI 10701 Program dasupdt conpl eted successfully.
1.3.3 Neustarten der Exenplare und Verwal tungsserver

Restart Instances:
# su - db2inst1

$ d2start
10/ 14/ 2004 21:10: 19 0 0 SQL1026N The dat abase manager is already active.
SQL1026N The dat abase mmnager is already active.

$ db2stop
10/ 14/ 2004 21:10: 31 0 0 SQL1064N DB2STOP processing was successful .
SQL1064N DB2STOP processi ng was successful .

$ db2start
10/ 14/ 2004 21:10:41 0 0 SQL1063N DB2START processing was successful .

SQL1063N DB2START processing was successful .

Start the Administration server:
# su - dasusr1

$ db2admin start
SQL4409W The DB2 Administration Server is already active.

$ db2admin stop
SQL4407W The DB2 Administration Server was stopped successfully.

$ db2admin start
SQL4406W The DB2 Admi nistration Server was started successfully.
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Note

Other additional Actions (described in the ReadMe) like rebinding Files, rebinding specific
packets or databases are not necessary, because there is no database created at this
moment.
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3.1.3 Check the DB2 installation
| prefer the following simple database test, this is optional.

Create the sample database:

# su - db2inst1
$ /opt/IBM/db2/V8.1/bin/db2sampl

Test of the sample database:
Verify, that you can access the sample database:

db2instl@suse8linux:/opt/IBM/db2/V8.1/bin> db2
(c) Copyright |BM Corporation 1993, 2002
Command Line Processor for DB2 SDK 8.2.0
You can issue dat abase manager commands and SQL statenents fromthe conmand
pronpt. For exanple:
db2 => connect to sanple
db2 => bind sanpl e. bnd
db2 => connect to sample
Dat abase Connection | nfornation
Dat abase server DB2/ LI NUX 8.2.0
SQ aut horization ID DB2l NST1
Local database alias SAMPLE
db2 =>list db directory

System Database Directory

Nunber of entries in the directory = 1
Dat abase 1 entry:
Dat abase ali as = SAWPLE
Dat abase nane = SAWPLE
Local database directory = /[ hone/ db2i nst 1
Dat abase rel ease | evel = a. 00
Conmment =
Directory entry type = Indirect
Cat al og dat abase partition nunber =0
Al ternate server hostnane =
Al ternate server port nunber =
db2 =>list tables
Table/View Schema Type Creation time
CL_SCHED DB21 NST1 T 2004- 10- 14- 21. 34. 56. 927747
DEPARTMENT DB2| NST1 T 2004- 10- 14- 21. 34. 54. 938139
EMP_ACT DB21 NST1 T 2004- 10- 14- 21. 34. 55. 150914
EMP_PHOTO DB21 NST1 T 2004- 10- 14- 21. 34. 55. 465497
EMP_RESUME DB21 NST1 T 2004- 10- 14- 21. 34. 56. 497451
EMPLOYEE DB21 NST1 T 2004- 10- 14- 21. 34. 54. 992568
I N_TRAY DB2| NST1 T 2004- 10- 14- 21. 34. 57. 004186
ORG DB21 NST1 T 2004- 10- 14- 21. 34. 54. 330485
PRQIECT DB21 NST1 T 2004- 10- 14- 21. 34. 55. 376569
SALES DB21 NST1 T 2004- 10- 14-21. 34. 56. 757315
STAFF DB21 NST1 T 2004- 10- 14- 21. 34. 54. 800129
11 record(s) selected.
db2 => select * from ORG
DEPTNUMB DEPTNAME MANAGER DI VI SION  LOCATI ON
10 Head Ofice 160 Corporate New York
15 New Engl and 50 Eastern Bost on
20 Md Atlantic 10 Eastern Washi ngt on
38 South Atlantic 30 Eastern Atl anta
42 Great Lakes 100 M dwest Chi cago
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51 Plains 140 M dwest Dal | as
66 Pacific 270 Western San Franci sco
84 Mount ai n 290 Western Denver

8 record(s) selected.

db2 => disconnect sample
DB20000I The SQL DI SCONNECT command conpl eted successfully.

Created by Phil Billin Page 51 29/09/2005



Note:
| observed a performance problem: The cpu of the Linux system occupies 100% cpu power
with a cycle of about 10 sec,

#sar23

Li nux 2.4.21-138-default (tnt2) 10/ 16/ 04

09: 23: 31 CPU Yuser %i ce Y%system % dl e
09:23: 33 al | 97.50 0. 00 2.50 0.00
09:23: 35 al | 100. 00 0. 00 0. 00 0.00
09: 23: 37 al | 100. 00 0. 00 0. 00 0.00
Aver age: al | 99. 17 0. 00 0. 83 0. 00

The reason is not clear at the moment, but the causer of the problem is the DB2 Fault Monitor

Process.

My workaround:

disable the start of the DB2 Fault Monitor Process:

remove the following entry from /etc/inittab:
fmc:2345:respawn:/opt/IBM/db2/V8.1/bin/db2fmcd #DB2 Fault Monitor

Coordinator
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3.2 Installation of Tivoli Security Compliance Manager Server V

5.1

3.2.1 Base ITSCM Server Installation

For Details see:
Tivoli® Security Compliance Manager Installation Guide: All Component Version 5.1
http://publib.boulder.ibm.com/tividd/td/ITSCM/GC32-1592-00/en_US/PDF/scm51_install.pdf

e Prepare an X11 environment,
e go to the directory that contains the ITSCM installation code
e call scm_linux

=ol x|

druwxrwsrwt 14 root root 816 Mow 4 15321 ..

fa M s T 2 4719 211 80 May 19 19:45 nls/
druwsrurue 2 4719 211 132 May 21 13:01 policiess

—t = ——— 1 4719 211 21168871 May 21 18:52 =zcm_linux®
T 1 4719 211 232252169 May 21 18:5E scminstall, jar

tntZ: tmpSeombl) # export DISPLAY=9,153,73.77:0
tht2: tnpszemBll # ,Azem_linux &
InstallShield Wizard

Initializing InstallShield Wizard,..

Preparing Jawa(tm) Yirtual Machine,.,
PP [ B = =T
tht2: tnplzemEl0 # L., ...

FE At dbaA R bbb R bbb bR bR
B A AR AR R R R R E R R R
B T T
B A AR AR R R R R E R R R
B T T
FE At dbaA R bbb R bbb bR bR
B A AR AR R R R R E R R R
B T T
B

B I

On the first screen: Select language used for the installation wizard, ok

On the next screen: Accept the Welcome screen, Next

On the next screen: Accept the licence agreement, Next

On the next screen: Specify the installation directory, the Default is: /opt/IBM/SCM ,
Next

e On the next screen: Select: IBM Tivoli Security Compliance Manager Server
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&5 IBM Tivoli Security Compliance Manager, Version 5.1, -2 8l =] B3|

]

Choose the setup type that best suits your needs.

0 1BM Tivoli Security Compliance Manager Client
i The IEM Tivali Security Carmpliance Manager Client runs caollectors
that are used by the IBM Tivoli Security Compliance Manager Server
o monitor compliance with security policies.

2 1BM Tivoli Security Compliance Manager Adrministration Utilities

ﬁ The IEM Tivali Security Carmpliance Manager Administration Utilities

allow you to manage and monitor your netwaork security compliance.

The utilities contain a command line interface to administer your
systems, collectors, and policies. A graphical user interface (GUI is
included for use on Microsoft Windows systerms only.

= 1BM Tivoli Security Compliance Manager Server
i The IEM Tivali Security Cormpliance Manager Server allows you to
manage and monitor systems in your network. The Server includes
the Administration Utilities and Database Configuration.

1 1BM Tivoli Security Compliance Manager Database Configuration

InstallShield

e On the next screen: You may provide a mail server and a mail address, (not required for
basic server operation — can be left blank), Next

[ IBM Tivoli Security Compliance Manager, Version 5.1, S8 [=] '3

(]

Server E-mail CO”IIEIM Tivoli Security Compliance Manager, Version 5.1, Installation|

E-rnail server

E-rnail address

_ <Bak | Next> | Cancel |

InstallShield

e On the next screen: Provide Server and Client connection port, use defaults, Next
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&, IBM Tivoli Security Compliance Manager, Version 5:1; 22 [w| 74

Server Communication Configuration

Connection ports must be integer values between 26 and 65535,
Server connection port

Clignt connection port

InstallShield

<gade | | New> | cancel |

e On the next screen:
Provide System Name, Master keystore password and Server keystore password, (e.g.
PasswOrd) press Next
(The passwords are required but after installation are not externally used with the current
version of code. They will be used in the future with functions like certificate revalidation.)
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& IBM Tivoli Security Compliance Manager, Version 5.1, 220 [w] F74

Server Security dIEM Tivoli Security Compliance Manager, Version 5.1, Installation|

Systerm name for certificate

Master keystore passward

Confirm master keystore passwaord
Server keystore password

Confirm server keystore password

W Select the checkbox to stash the server keystore password for automatic star

InstallShield

e Onthe next screen: select The database is local ..., Next
e On the next screen: provide database user information, | used: db2inst1, Next

L IBM Tivoli Security Compliance Manager, Version 5.1, !E

Database ConfiguratioJ IBM Tivoli Security Compliance Manager, VYersion 5.1, Installatic

Database user ID

Database user |D password

Confirm password

Database Location

W select the checkbox to create your database now.

InstallShield

Note:
For UNIX-based and Linux platforms enter the following information:
e The DB2 user ID and password. e.g. ID=db2inst1 PW=passwOrd
e The location to create the DB2 database. If this field is left blank, the installation will use
the default location of the database instance ID home. If a location is specified in this
field, that location will be used as the location of the database.
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e On the next screen: provide user and password for ITSCM administration ( default:
ID=admin and PW=passwO0rd), Next

&1 IBM Tivoli Security Compliance Manager, Version 5.1, e (=] 4

Administrator User ID CEJ]BM Tivoli Security Compliance Manager, Version 5.1, Installz

The user information below is for the primary administrator of the [BEM Tivoli
Security Compliance Manager deployment.

System administrator user ID

System administrator user password

Confirm password

InstallShield

e On the next screen: Confirm the installation settings, Next, Finished!
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=]

LI IBM Tivoli Security Compliance Manager, Version 5.1, e u| Fq

Please read the summary information below.

IBM Tivali Security Compliance Manager will be installed in the following location:
Jopt/1BMfSCM
with the following features:

[BEM Tivoli Security Compliance Manager Administration Utilities
IBEM Tivoli Security Compliance Manager Server
IBEM Tivoli Security Compliznce Manager Database Configuration

for a total size:
66,9 ME

InstallShield

<gade | | New> | cancel |
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3.2.2

Verify the ITSCM server installation

Verify, that the ITSCM database has been created

and check the ITSCM server status:
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3.3.1

# scmserver status

3.3 Installation of Tivoli Security Compliance Manager Client V

5.1

Base ITSCM Client Installation

For Details see:

Tivoli® Security Compliance Manager Installation Guide: Client Component Version 5.1

http://publib.boulder.ibm.com/tividd/td/ITSCM/GC32-1593-
00/en_US/PDF/scm51 install client.pdf

e Prepare an X11 environment,
e go to the directory that contains the ITSCM installation code
e call scm_linux

- o] x|

....................

E1]+ Done LAzem_linux
tntZ:Atmpleombl0 # L Asem_linux &
InstallShield Wizard

Initializing InstallShield Wizard...

Preparing Jawa(tm) YWirtual Machine...
+++++++ [1] Q035

+++++++++++++++++++++++++++++++++++
...................................
+++++++++++++++++++++++++++++++++++
+++++++++++++++++++++++++++++++++++
...................................
+++++++++++++++++++++++++++++++++++

On the first screen : Select language used for the installation wizard, ok
On the next screen: Accept the Welcome screen, Next

On the next screen: Accept the licence agreement, Next

On the next screen: Specify the installation directory, Next
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e On the next screen: Select: IBM Tivoli Security Compliance Manager Client, Next
s

i=, IBM Tivoli Security Compliance Manager, Version S5:1; — ol x|

Choose the setup twpe that best suits your needs.

@ 1BM Tiveli Security Compliance Manager Client

[ — The IEM Tivoli Security Compliance Manager Client runs collectors
L that are used by the IBEM Tivoli Security Compliance Manager Server
o monitor compliance with security policies.

2 1BM Tivoli Security Compliance Manager Adrministration Utilities
— The IEM Tivali Security Carmpliance Manager Administration Utilities

allow you to manage and monitor your netwaork security compliance.
The utilities contain 2 command line interface to administer your
systems, collectors, and policies. A graphical user interface (GUI is
included for use on Microsoft Windows systerms only.

0 1BM Tivoli Security Compliance Manager Server
i The IEM Tivoli Security Compliance Manager Server allows you to

manage and monitor systems in your network. The Server includes
the Administration Utilities and Database Configuration.

1 1BM Tivoli Security Compliance Manager Database Configuration

InstallShield

e On the next screen: Confirm client connection port 1950 and client connection mode:
push (use defaults)

(A

&1 IBM Tivoli Security Compliance Manager, Version S:1; il (=] {

Client Communication Mode Configuration

Connection ports must be integer values hetween 26 and 65535,
Client connection port
Client communication mode:

(@ Push (Communication can be initiated by either the dient or the server)

_VPull (Cornmunication is initiated only by the server)

InstallShield
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e On the next screen: Specify server hostname and confirm server connection port 1951
(default)
L IBM Tivoli Security Compliance Manager, Version 5.1, .= _ ol x|

4 Server Communication Configuration

Seryer host name

Server connection port

_| Select the checkbox if this client uses DHCP.

InstallShield
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Info:

One may want to also select DHCP for both fixed IP addresses and dynamic IP addresses.
The difference is that not selecting this means the IP address is used to register the SCM
client machine to the server. When selection DHCP a fingerprint is generated based on the
digital certificate and that is used to register to the SCM server.

The fingerprint makes it easier should the foxed IP address client ever need’s to have its IP
address changed for any reason. The only reason this cannot be selected is if the client is a
pull client although this is likely to change in a future release of the product.

Using DHCP will also allow for specifying an alias which can be used at registration or
changed at that time and also the ability to set the server to auto register the client if this is
required. (see install doc and edit the server.ini file.)

¢ On the next screen: Confirm the installation setting, Next and complete installation!

& IBM Tivoli Security Compliance Manager, Ve Y [=]E

JIBM Tivali Security Compliance Manager, Version 5.1, Installatior

| Please read the sum

IBM Tivali Security Compliance Manager will be installed in the following location:
Jopt/1BMfSCM

with the following features:
IEM Tivoli Security Cormpliance Manager Client

for a total size:
10.5 MB

-
LY

InstallShield

< Back | Mext = | Cancel
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411

4 Installation of the IBM Tivoli Security Compliance Manager
on Windows 2000

4.1 Installation of IBM DB2 UDB version 8.1

You are going to install DB2 on Serverl.
When installing DB2, you will need to know:

Name of the user DB2 will useto logon to your system:  db2admin
Password for this user will be: passwOrd

There is nothing unique that Security Compliance Manager requires for DB2, so the DB2
installation can be completed using most of the defaults provided.

Base DB2 Installation

Using the DB2 install image, use Windows Explorer to launch the setup.exe file. On the
first screen (shown below) select the I nstall Products option on the left hand side of the
screen.

3 IBM DB2 Setup Launchpad

Welcome to DB2

Select a choice on the side menu bar.

() copiright ntermational Bunina in Machines Corporation, 1583, 2002.
I Rigite Ranarvad.

At the next screen, ensure that the radio button associated with DB2 UDB Enterprise
Server Edition is selected.
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s IBM DBZ Setup Launchpad

Select the product you would like to install
@ DB2 UDB Enterprise Server Edition

DE2 UDB Enterprise Server Edition is an enterprise version of DB2 Universal Database. It
supports database partitioning and provides Connect functionality for accessing data stored
on host, AS/400, and iSeries systems. DB2 Administration Client components are included.

Back ] Next > ] Help

Press Next to continue.

The process then continues with two more screens as shown below ...

InstallShield Wizard

Preparing to Install...
DB2 Enterprise Server Ediion Setup is preparing the

InstallS hield \w/izard, which will guide you thiough the
program sefup pracess. Please wait

Configuring ‘Windaws Irstaller

]

Yindows Installer

| Preparing to install...

Cancel

. before stopping at the Setup Wizard shown here.
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i'._% DB2 Setup Wizard - DBEZ Enterprise Server Edition

Data Management Software
DB2, Yersion 8

Welcome to the DB2Z Setup wizard

The DEZ Setup wizard will install DBEZ Enterprise Server Edition an yaour
computer. To conkinue, click Mesxt.

s

Java

() Copyright International Business Machines Corporation, 1993,
2002, All Rights Reserved.

Cancel

Press Next to continue.

At the next screen (not shown), accept the licence agreement by checking the radio button
and then press Next.
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The screen shown below will then appear. Ensure that Typical install option is selected
with all other check boxes and radio buttons are desel ected.

i"% DEBZ Setup Wizard - DBZ Enterprise Server Edition ﬂ

Select the installation type E

i Typical: Approximately 350 - S0 ME

DB2 will be installed with most features and Functionality, using a bypical configuration with default values.
To add functionality, select the desired functions from the Following list.

Additional Functions
[ Data warehousing

[ sakelite administration capability

- Compack: Approximately 260 - 400 MEB

EBasic DBZ features and Functionality will be installed, and minimal configuration will be performed.

i Cuskamn: Approximately 260 - 600 ME

Select the Features thak wou want installed, and specify configuration options For DBZ. This option
requires knowledge of DEZ features and settings,

InistallShisld

< Back Cancel Help

Press Next to continue.

After severa seconds awarning dialogue box will appear containing the message “If you
areusing APPC to connect to remote servers............... " At this point press OK; do
not press cancel.

The next dialogue gives you the option to Install DB2 Enterprise Server Edition on
this Server. Check the box associated with this and leave the Save your settingsin a
response file unchecked.

Check that the defaults on the next screen are:
Drive = Local Disk (C)
and

Directory = c:\Program Fil es\| BM SQLLI B

Press Next to continue.
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i'é'n DBZ Setup Wizard - DBZ Enterprise Server Edition

Select installation folder

DE2 Setup wizard will install DEZ Enterprise Server Edition in the following folder. To install to a different Folder, click

Change and select another Folder.

Online help For the graphical tools, the user inkerface, and product messages will be installed in the language the install is

running in.

Confirm installation Folder

. Space required:
Crive I = Local Disk () j 261 MB Disk space... |
Directary Jc1Program Files\TEM|SQLLIB) Change... |
ImstallShisld

= Back Cancel Help

Then press Next to continue.
At the next screen, leave the domain

db2admin and then enter passwOrd
Check the Use the same user name

Cresated by Phil Billin

name blank and check that the user nameis

in the password field and confirm password field.
box.
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= b
Set user information for the DB2 Administration Server I—'_

Enter the user name and password that the DBE2 Administration Server (DAS) will use to log on to vour system.
Yfou can use a local user or a domain user,

r—Uset information
Damain I j
User name |db2admin
Password I********
Confirm password I****M**l

¥ Use the same user name and password For the remaining DE2 services

Instalshield

= Back | Mext = I Cancel Help

Press Next to continue.

The next screen should have the radio button local selected. If it has, click Next to
continue.

(This screen is not reproduced here)

A warning will then appear concerning the “Notification SMTP server....... ".To
continue, simply press OK.

(This screen is not reproduced here)

On the next screen select “Do not prepare the DB2 tools catalogue on this computer.”
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i'é" DB2 Setup Wizard - DB2 Enterprise Server Edition

Prepare the DB2 tools catalog

Before wou can use certain DE2 tools such as the Task Center and scheduler, wou must create the DEZ tools
catalog. The DB2 taals catalog contains task metadata. The DB2 Setup wizard can prepare a local database to
store this metadata, Specify whether to prepare the DE2 tools catalog,

" prepare the DE2 tools catalog in a local database

¥ Do not prepare the DEZ tools catalog on khis computer %

ImstallShield

< Back T MeE = Canicel Help

Press Next to continue.

This screen is not essential for Security Compliance Manager, but it maybe useful to send
indications of DB2 performance events to a Security Compliance Manager administrator.
In this case we have set up the user name of SCMuser with an e-Mail addr ess of
scmuser @myorg.com .
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i',_w!,'- DB2 Setup Wizard - DB2 Enterprise Server Edition

Specify a contact for health monitor notification

By default, a health maonitar runs on the DEZ instance you are setting up, When a health indicator threshold is breached,
email or pager notification will be sent to an administration contact. Specify a new or existing contact For health monitor
niotification. IF your conkact lisk resides on a remote DBZ server, you must provide a user name and password for logon.

r—Administration contack For this instance

' New contact

Marne |scmuser

Email address

[~ Address is For a pager

= Defer the task until after installation is complete

Instal zhisld

< Back | Mext > [ I Cancel Help

Once you have entered these details click Next to continue.

i'e!r" DB2 Setup Wizard - DBZ Enterprise Server Edition : =1ox]

Start copying files |’"I

The DBZ Setup wizard has enough information ko statt copying the program files. IF wou want ko review or
change any settings, click Back, If you are satisfied with the settings, click Install to begin copying files,

Current settings:

Product to install: DB2 Enterprise Server Edition o
Installation type: Typical
Selected features:

Administration tools

Database Tools

Application Development tools

Development Center

Server support

Event Analyzer

Getting started

First Steps

Client support

Spatial Extender Client

Spatial Extender Samples

Interfarces j

Installzhisld

< Back | Install I Cancel | Help |
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This screen lists al the information settings to start the install of DB2. Simply press
Install to continue. After this screen, a status screen is shown and subsequently the Setup

is complete screen is shown.

{5 DB2 Setup Wizard - DB2 Enterprise Server Edition

Setup is complete

DBZ Setup wizard has finished copying files to your computer and has completed
all the required swstem configuration tasks. Please shut down all software
programs running on the syskem now, The pragrams can then be restarted and
DEZ will be ready For use,

1t is recormmended that you complete the Following steps after installation, if wou
have not already done so.

Install the DB2 documentation from the CD labeled -
"'DB2 HTML Documentation™.

If wyou are using APPC to connect to remote servers,
please see the Release Notes regarding changes to
DBZ UDB and DB2 Connect version § APPC support.

Notification SMTP server has not been specified.
Notifications cannot be sent to contacts in your contact
liat until thic ic enerified For more information cee the ;I

Click Finish to exit setup.

Cancel

= Back

Click Einish to continue.

Onthefinal screen titled First Steps, select Exit First Steps from the left hand side to
finish the DB2 installation. Y ou can check to see if the DB2 Services running through the
Microsoft Servicestool. If correctly installed, they should look like those bel ow:

e
%DBZ - DBZ-0 Allows applica,,. Started Aukomatic JNdbZadmin
%DBE Governor Collects statis... Manual LocalSystem
%Dﬂz IDEC Applet Server Provides JDBC.,.  Started Aukamatic LocalSystem
%DBZ License Server Maonitors DBZ |, Started Automatic Localzystem
%DBZ Remote Command Server Supports rem.,,  Started Aukomatic JNdbZadmin
%DBE Security Server Authenticates,..  Started Automal LocalSystem
%DEEDP.S - DB2DAS00 Supporks local, ., Started Aukamatic JAdb2admin

_ﬁ‘nnpﬂmarrh Skarbed Lnbnrnakic LnralSwabemm

In order to ensure that the DB2 instance is correctly started and that environment
variables have been registered in windows, reboot the server now.

Cresated by Phil Billin
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4.2.1

4.2 Installation of Tivoli Security Compliance Manager Server V

5.1

After installing the prerequisite DB2 database, you can install the IBM Tivoli Security
Compliance Manager V5.1 on the same Server 1 system. Y ou will need to know:

Name of user DB2 will use to logon to your system: db2admin
Password for this user will be: passwOrd

Base ITSCM Server Installation

Go to the directory or CD drive where the IBM Tivoli Security Compliance Manager
Installation files reside. Use Windows Explorer to launch the scm_win32.exe install file.
The InstallShield Wizard will then prepare the Java virtual system and continuesto the
next screen.

will guide you through the rest of the process.
Please wait...

@ IngtallS higld® iz preparing the InztalShield Wizard, which
_"

Preparing Javaltm) Yirtual Machine. .

This next screen allows you to select the language you wish to use.

2 1BM Tivoli Security Cor . ]

Select a language to be used for this wizard,

IEninSh 'I

Select English and click OK to continue.
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4 1BM Tivoli Security Compliance Manager, ¥ersion 5.1, Installation 1O =l

h )

}'\ ’J Welcome to the IBM Tivoli Security
Sl Compliance Manager, Version 5.1,
. Installation Utility

“ou are ahoutto install a companent of IBM Tivali Security Compliance Manager,

Wersion 5.1.%ou can choose to install the client, the administration utilities, the
server, ar the database utilities component.

Required Information

Descriptions ofthe compaonents and the infarmation you will need to supply
during their installation are listed belaw. Far more infarmation, please see the
TEM Tivall Securily Compliance Manager Instaliation Guide. LI

InstallShield

Cancel |

This above screen contains information about the IBM Tivoli Security Compliance
Manager product. The complete text is reproduced in the table below so that you can
refer to it if you wish to.

Press Next to continue.
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Welcome to the IBM Tivoli Security Compliance Manager,
Version 5.1, Installation Utility

Y ou are about to install acomponent of IBM Tivoli Security Compliance Manager, Version 5.1. You
can choose to install the client, the administration utilities, the server, or the database utilities
component.

Required I nformation

Descriptions of the components and the information you will need to supply during their installation are
listed below. For more information, please see the IBM Tivoli Security Compliance Manager
Installation Guide.

IBM Tivoli Security Compliance Manager Client
Select this component to install the client function on the target system. To successfully install the
client, you must provide the following information:

e Theport number over which the client/server communication will be performed.
e  The communication method: push or pull.

Push Mode - The connection originates from the client.
Pull Mode - The connection originates from the server.

If you select push mode, you will be required to supply the hostname and server port
for communication.

e Indicateif the client uses DHCP, and enter aDHCP client aliasif desired
e For HP-UX instalations, provide the location of the Java runtime environment.

IBM Tivoli Security Compliance Manager Administration Utilities

Select this component to install the system administration GUI, as well as the command line interface
on the target system. For HP-UX installations, provide the location of the Java runtime environment. No
additional configuration information is needed.

IBM Tivoli Security Compliance Manager Server
Installing the server provides you with the server function, and local database configuration, on the
target system. To successfully install the server, you must provide the following information:

For HP-UX installations, provide the location of the Java runtime environment.

E-mail - provide the e-mail server name and the address to send server notification e-mail to
Server and client connection ports

Passwords to be used for the master and server keystores

The user ID and password to be used for the system administration GUI

The user 1D and password for the database

For remote databases or Microsoft Windows installations, the location of the jar or zip file that
contains the JDBC driver and the URL to use for database connectivity

IBM Tivoli Security Compliance Manager Database Utilities
Installing the database utilities will perform the necessary database configuration on aremote database.
To successfully use the database utilities, you must provide the following information:

e For HP-UX installations, provide the location of the Java runtime environment.

e Theuser ID and password to be used for the system administration GUI

e Theuser ID and password for the database

e Thelocation of the jar or zip file that contains the JIDBC driver and the URL to use for
database connectivity
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ﬁ_, IBM Tivoli Security Compliance Manager, ¥Yersion 5.1, Installation

FPlease read the following license agreement carefully.
International Program License Agreement i’

Part1 - General Terms

BY DOWNLOADIMG, INSTALLING, COPYING, ACCESSING, OR LISING THE
PROGRAM YO AGREE TO THE TERMS OF THIS AGREEMENT. IF YOLU ARE
ACCEPTING THESE TERMS ON BEHALF OF AMOTHER PERSON OR A COMPANY
OR OTHER LEGAL ENTITY, YOLI REFRESENT AMD WARRAMT THAT YO HAVE
FULL AUTHORITY T BIND THAT FERSON, COMPARNY, OR LEGAL EMTITY TO
THESE TERMS. IF ¥OU DO NOT AGREE TO THESE TERMS,

- DO MOT DOWNLOAD, INSTALL, COPY, ACCESS, OR USE THE PROGRANM; AMND

@ | acceptthe terms in the license agreement

 1do not acceptthe terms in the license agreement

Install=hield

Cancel |

= Back

Check the | accept the termsin the licence agreement radio button and press Next to
continue.

Q IBM Tivoli Security Compliance Manager, ¥ersion 5.1, Installation - |EI|5|

W’ Click Next to install "IBM Tivali Security Compliance Manager” to this directary, or click
\i . Browse to install to & different directory.
;% ‘i‘..;:\ Directary Mame:

: \ ~ |C:1.Pr0gramFiIes1.IElMISCh-1

Browse |

InstallShield

Cancel |

= Back | “hlewt =

The above screen shows the default location for the installation of the IBM Tivoli
Security Compliance Manager components.
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This should read C:\Program Files\IBM\SCM\. If it does, press Next to continue.

‘il_, IBM Tivoli Security Compliance Manager, ¥ersion 5.1, Installation - |EI|£|

’tﬁ“{ &40 3 Choose the setup type that best suits your needs.

|»

€ IBM Tivali Security Compliance Manager Client

_:r' The IBM Tivoli Security Compliance Manager Client runs collectors that
are used by the IBM Tivoli Security Compliance Manager Server to
monitar compliance with security palicies.

 IBM Tivali Security Compliance Manager Administration Utilities

_:' The 1BM Tivoli Security Compliance Manager Administration LHilities
allow you to manage and maonitar your netwark security compliance.
The utilities contain a command line interface to administer your
systems, collectors, and policies. A graphical user interface (GUD is
included for use on Microsoft Windows systerns only,

= 18M Tivoli Security Compliance Manager Served

_::-' The IBM Tivoli Security Compliance Manager Server allows you to
manadge and monitor systems in your network, The Server includes the
Administration Ltilities and Datahase Configuration. [

¢ |BM Tivoli Security Compliance Manager Database Configuration

e A The IR Tieali Sacuribe Coranlianes Mananor Datahaca Confinoeation

InstallShield

= Back | Mext = | cancel |

This part of theinstaller showsthe list of install options. Be sure to select the third radio
button on thelist for the IBM Tivoli Security Compliance Manager Server.

I' Note that the default is for the Client install.

Once you have selected the correct option, press Next to continue.

Created by Phil Billin Page 77 29/09/2005



_il_, 1BM Tivoli Security Compliance Manager, ¥ersion 5.1, Installation = |E||5|

| Serer E-mail Configuration

E-mail server
|servert|

E-rmail address
|5cmuser@myurg.cum I

InstallShield

< Back MNest = Cancal

This screen accepts the parameters that will be placed in the server.ini file to allow IBM
Tivoli Security Compliance Manager to send eMail messages.

For this workshop, there is a mail server configured on the ACS-SCM VMWare system.
Y ou should enter the hostname (Win2k-ACS-SCM ) as the E-mail server setting and
scmuser @myor g.com as the E-mail address. For your own installation environment after
this workshop, you should enter the appropriate settings in place of the E-mail server and
E-mail address variablesin the screen above.

Created by Phil Billin Page 78 29/09/2005



_il_, IBM Tivoli Security Compliance Manager, ¥ersion 5.1, Installation

Server Communication Configuration

=0l x|

Connection ports must he integer values hetween 26 and 655345,

Server connection port

[1a55

Client connection port

[ta50

InstallShield

Cancel |

This screen allows you to configure the communication ports available to IBM Tivoli
Security Compliance Manager Server. Once again, these variables are stored in the
server.ini file and can be changed directly at alater time. Accept the defaults of 1955 for
Server connection port and 1950 for Client connection port.

Press Next to continue.
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é 1BM Tivoli Security Compliance Manager, ¥ersion 5.1, Installation B = IEllil

3 Server Security Configuration

System name for cedificate
[servert

Master keystore password

Confirm master keystore passwaord
Server keystore passwaord

Confirn sener keystare password
] oL

¥l Selectthe checkbox to stash the server keystore password for automatic starup.

InstallShield

= Back Mext = Cancel

This screen alows you provide the system name used in the creation of certificates.
Typical practice isto use the fully qualified hostname of the server machine. This screen
also allows you to enter the passwords to be used for both the master and server
keystores.

The tick box at the bottom of the dialogue box should be checked. This allowsthe
installation process to create the Security Compliance Manager Server as a Windows
service. If you do not tick this box, you will have to manually launch the server using the
jacserver command.

Set al the password fields to be passwOrd and press Next to continue.

On this next screen you will specify the location of the database, either local or remote.
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_é IBM Tivoli Security Compliance Manager, ¥ersion 5.1, Installation

InstallShield

Catabasze Location

=10l

Specify where your database is located:

= The database is on the local system.

™ The database is on a remate system.

= Back

Cancel |

For thisinstallation, the database islocal and is located on the same server as the IBM
Tivoli Security Compliance Manager Server. Therefore you should ensure that the local
system option is checked. Press Next to continue.

Q 1BM Tivoli Security Compliance Manager, ¥ersion 5.1, Installation

Database Configuration

=101

Database user D

Jdb2admin

Database user |D password

I-x-ﬁ-x-n—r:

Confirm passward

I-rn—n—n—rrr

Location ofthe JAR ar ZIF file containing the JOBC driver

|c:1F'rngram Files\BMEQLLIBjavaidb2java zip

Database JDBC driver

Browse |

|COM.ibm.db2.jdhc.app.DEl2Driver

URL to use for database connectivity

Jidbc db2:0ac

InstallShield

= Back Mext =

Cancel
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This screen is concerned with the configuration of and connectivity to the DB2 database
instance.

The user ID and password for DB2 are db2admin and passwOrd respectively.

Y ou can type the location of the DB2 JDBC driver file into the location field, but itisa
good idea to use the browse button to ensure that the correct file is located in the location
specified. For Windows, the JDBC driver, db2java.zip, is usually found in the DB2
default install directory, C:\Program Files\IBM\SQLLIB\java.

The remaining two fields should show the defaults for the driver and URL displayed in
the screen shot.

If you cannot see the final field on this screen you can either resize the window (as
above) or use the scroll bar which will be found on the right hand side when the
screen if first displayed.

Press Next to continue.

Q IBM Tivoli Security Compliance Manager, Yersion 5.1, Installation - |EI|1|

‘3 = )‘;’) Adrrinistrator User ID Configuration
=)

The user infarmation helow is far the primary administrator of the 1BM Tivali

g, Security Compliance Manager deployment.
re W
Eé& - System administrator user ID
-~ | |admin

System administrator user passwared

Confirm password

F==1

InstallShield

= Back | Mext = | Cancel |

On this screen you set the IBM Tivoli Security Compliance Manager Administrator ID
and password. This ID and password will be used to logon to the Administration Console.
Use the following for these lab exercises:

User ID: admin
Password: passwOrd
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Press Next to continue.
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The screen below shows what configuration options you have selected for the installation.
Y ou should note that since you have identified that the database islocal on this server, the
Security Compliance Manager database configuration software will be installed at the
same time as the IBM Tivoli Security Compliance Manager server itself. Also note that
the Administration Utilities will be installed. On Windows, this means the Administration
Console and the Administrative Command Line Interface will be installed.

Q 16M Tivoli Security Compliance Manager, ¥ersion 5.1, Installation = |EI|5|

"3 Please read the summary infarmation below,

|1BM Tivali Security Compliance Manager will he installed in the following location:
CAProgram FilesUBMESTC
with the following features:

|BM Thali Security Campliance Manager Administration Litilities
|IBM Tivoli Security Compliance Manager Server
BN Tivali Security Cumpli%e Manager Datahase Configuration

for a total size:
59.4 MB

InstallShield

= Back

Cancel

Thisisthe last screen that allows you to make changes using the Back button.
Pressing the Next button at this point begins the installation

Press Next to continue.
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=10l

‘il__ IBM Tivoli Security Compliance Manager, ¥Yersion 5.1, Instal

Creating uninstaller...

InstallShield

Cancel

The installation process now begins.

The installation process has now begun and the flash screen will eventually reach the
Creating Uninstaller phase.

DBZ CLP - db2setcp.bat C:\DOCUME~1' ADMINI~1.STA LOCALS:
DEZBABBI The SQL DISCONMECT command completed successfully.

CONNECT TO JAC
Datahaze Connection Information

Database server DB2-NT 8.1.8

SQL authorization ID
Local databasze alias

CREATE REGULAR TABLESPACE

ADMINIST. ..
JAC

JAC_DTS IN NODEGROUFP IBMDEFAULTGROUP PAGESIZE 32K MANA

GED BY SYSTEM USING <'JAC_DTS')> EXTENTSIZE 32 PREFETCHSIZE 32 BUFFERFOOL JAC_BP

DEZBABBI The 2QL command completed successfully.

TEMPORARY TABLESPACE JAC_TTS IH WODEGROUFP IBHMTEMPGROUP PAGESIZE 32K MANAG)
ED BY SYSTEM USING *JAC_TTS'>» ERBTENTSIZE 32 PREFETCHSIZE 32 BUFFERPOOL JAC_BP
DEZBABBI The SQL command completed successfully.

CREATE TABLE "JAC_SY¥S "."CLIENTS" <« "CLI_ID'" INTEGER NOT NULL.
CHARC15>, "ROU_ID" INTEGER, "PORT' INTEGER, "CAN_MASQUERADE' CHAR<1>. "ALIAS™ UA
RCHARC16@>, "TYPE" UARCHARC4>,. "OFFLINE' CHARC(1i>, "DESCRIPTION' UARCHARC258>. 'F|
INGERPRINT" CHAR<47)», "DHCP' INTEGER, ''03_NAME" UARCHAR<2@>, "0S_UERSION" UARCHA
R<2@>,. "0S_ARCH'" UARCHAR{2@>> IN "JAC_DIS"

"PRIMARY_IP" UAR

At the same time, the installation of the database configuration components beginsin
parallel, but in acommand prompt window.
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_il_ IBM Tivoli Security Compliance Manager, ¥Yersion 5.1, Installation

Please read the summary infarmation helow.

=lof =]

Manager. Choosze Finish to exit the wizard.

The InstallShield Wizard has successfully installed IBM Tivali Security Compliance

InstallShield

= Hack

| HE){T . | ............ F |n|sh ............ |

Allow all command windows to finish and close themselves before you press Finish to

complete the server installation.
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4.3.1

4.3 Installation of Tivoli Security Compliance Manager Client V

5.1

Base ITSCM Client Installation

For Details see:

Tivoli® Security Compliance Manager Installation Guide: Client Component Version 5.1
http://publib.boulder.ibm.com/tividd/td/ITSCM/GC32-1593-

00/en_US/PDF/scm51 install_client.pdf

For installation of a ITSCM Client call scm_win32.exe from the ITSCM code directory

e go to the directory that contains the ITSCM installation code
e call scm_win32.exe

e On the first screen : Select language used for the installation wizard, ok
e On the next screen: Accept the Welcome screen, Next

e On the next screen: Accept the licence agreement, Next

e On the next screen: Specify the installation directory, Next

e On the next screen: Select: IBM Tivoli Security Compliance Manager Client, Next

& IBM Tivoli Security Compliance Ma - Ol x|

‘%, b o o Choose the setup type that best suits your needs.
) ,

@ 1BM Tivoli Security Compliance Manager Client

-,EI The IBM Tivoli Security Compliance Manager Client runs collectors
i, that are used by the IBEM Tivoli Security Compliance Manager Server
to monitor campliance with security policies.

1 1BM Tivoli Security Compliance Manager Administration Utilities

-,J?_I The IEM Tivoli Security Compliance Manager Administration Utilities

iy allow you to manage and monitor your netwaork security compliance.
The utilities contain a cammand line interface to administer your
systems, collectors, and policies. A graphical user interface (GUID is
included for use on Microsoft Windows systerms only.

1 1BM Tivoli Security Compliance Manager Server

-,EI The IEM Tivali Security Compliance Manager Server allows you to
i, manage and monitor systems in your network. The Server includes
the Administration Utilities and Database Configuration.

e ol 0 1BM Tivoli Security Compliance Manager Database Configuration

InstallShield

= Back Mext = Cancel

e On the next screen: Confirm client connection port 1950 and client connection mode:
push (use defaults)
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& IBM Tivoli Security Compliance Manager, Version 5.1, 5t =] 4

InstallShield

Client Communication Mode Configuration

Connection ports must be integer values between 26 and 65535,

Client connection port

Client communication mode:

® Push {Communication can be initiated by either the client or the server)

_JPull {Communication is initiated only by the server)

(default)

Cresated by Phil Billin
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& IBM Tivoli Security Compliance Manager, Version 5.1, 5t =] 4

- Server Communication Configuration

Server host name

Server connection port

| Select the checkbox if this client uses DHCP.

InstallShield
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Info:

One may want to also select DHCP for both fixed IP addresses and dynamic IP addresses.
The difference is that not selecting this means the IP address is used to register the SCM
client machine to the server. When selection DHCP a fingerprint is generated based on the
digital certificate and that is used to register to the SCM server.

The fingerprint makes it easier should the foxed IP address client ever need’s to have its IP
address changed for any reason. The only reason this cannot be selected is if the client is a
pull client although this is likely to change in a future release of the product.

Using DHCP will also allow for specifying an alias which can be used at registration or
changed at that time and also the ability to set the server to auto register the client if this is
required. (see install doc and edit the server.ini file.)

e On the next screen: Confirm the installation setting, Next and complete installation!
1 1BM Tivoli Security Compliance Manager, ¥ersion 5.1, Installation 101 =l

‘ S ;ﬁ}) Please read the surnmary information below,
. 3 s
y, A < 18 Tivali Security Compliance Managerwill be installed in the following lacation:
el e
W N CABMSCM
rn_;%\ . |with the following features:
e |BM Tivali Security Compliance Manager Client
' || for a total size:
10.6 MB
InstallZhield

Mext =

= Back Cancel
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5 IBM Tivoli Security Compliance Manager Console Installation

5.1 Installation of aITSCM Console on Windows 2000 or XP

For Details see:

Tivoli® Security Compliance Manager Installation Guide: Client Component Version 5.1
http://publib.boulder.ibm.com/tividd/td/ITSCM/GC32-1593-
00/en_US/PDF/scmb1_install_client.pdf

For installation of the ITSCM console call scm_win32.exe from the ITSCM code directory

Select language used for the installation wizard, ok

On the next screen: Accept the Welcome screen, Next
On the next screen: Accept the licence agreement, Next
On the next screen: Specify the installation directory, Next

On the next screen: Select: IBM Tivoli Security Compliance Manager Administration
Utilities, this includes the java GUI for Win32 OS.

%4 IBM Tivoli Security Compliance Manager, Yersion 5.1, Installz or - 0| x|
c—%. : - &4 0 Choosethe setup type that best suits vour needs.
N o

¢ 1BM Tivoli Security Compliance Manager Client

'}E‘ The IBM Tivali Security Compliance Manager Client runs collectors that
are used by the 1BM Tivali Security Compliance Manager Server to manitor
compliance with security policies.

& 1BM Tivali Security Compliance Manager Administration Utilities

-— The IBM Tivali Security Compliance Manager Administration Liilities allow
you to manage and monitor your network security compliance. The utilities
contain a command line interface to administer your systems, collectors,
and palicies. A graphical user interface (GLUI is included for use an
Microsoft Windows systems only.

™ 1IBM Tivali Security Compliance Manager Server

-—f,.El The IBM Tivali Security Compliance Manager Server allows you to manage
and maonitor systerms inyour network, The Server includes the
Administration Wilities and Datahase Configuration.

" 1BM Tivali Security Compliance Manager Database Configuration

-;.El The IBM Tivoli Security Compliance Manager Database Configuration
feature allows you to configure a remote datahase for use by the 1IBM Tivali
) Security Campliance Manager Server.

InstallShield

= Back Mext = Cancel
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e Confirm the installation setting, Next and complete installation

+-

InstallsShield

=21 IBM™M Tivoli Security Compliance Manager, ¥Yersion 5.1, Installation - |I:I| X|

Flease read the summary infarmation below.

IBM Tivali Security Compliance Manager will be installed in the fallowing location:
CABMSCM

with the following features:
IBM Tivali Security SCompliance Manager Administration Ltilities

for a total size:
57.5 mMB

= Back Cancel I
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6 Tuning Guidelines

6.1 The law of diminishing Returns

The greatest performance improvements usually result from the initial efforts at tuning.

6.2 Tuning just for the sake of tuning

Only adjust identified limitations. If non-associated resources are tuned, these will have
little or no effect on response time until the major constraints are relieved. Major
resource barriers are the ones that significantly impact performance the most.

6.3 Consider the entire system

Never tune in isolation. This means that tuning should not be done without considering
the entire system.

6.4 One parameter at a time

Don't change more than one parameter at atime. Even if you're sure that all the changes
will be beneficial, you will have no way of evaluating how much each change
contributed. Also, the trade-offs cannot be judged effectively. Every time a parameter is
adjusted to improve one area, it almost always affects at least one other area that may not
be considered. By changing only one at atime, this allows you to have a benchmark to
evaluate whether the change does what you want.

6.5 Tune by levels

For the same reasons that you should only change one parameter at a time, tune one
level of your system at a time. You can use the following list of levels within a system as
a guide:

Hardware

Operating System
Application Server
Database Manager
SQL Statements
Application Programs

6.6 Hardware as well as software

Some performance problems may be corrected by applying service either to your
hardware, or to your software, or to both. Do not spend excessive time monitoring and
tuning your system when simply applying service may make it unnecessary.
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6.7 Understand the problem

Even if it seems that additional storage or processor power could immediately improve
performance, take the time to understand where your bottlenecks are. You may spend
money on additional disk storage only to find that you do not have the processing power
or the channels to exploit it.

6.8 Put fall-back procedures in place

As noted earlier, some tuning can cause unexpected performance results. If this leads to
poorer performance, it should be reversed and alternative tuning tried. If the former
setup is saved in such a manner that it can be simply recalled, the backing out of the
incorrect information becomes much simpler.

6.9 The top tuning factors

1.
2.

3.

Make sure there is enough disk space

Buffer pools should use 50-75% of available memory for high-end production
servers

Runstats should be performed on all tables

Use the Configuration Advisor to configure the database for the application
environment

Logging should be to separate high-speed disks. This is done via the
NEWLOGPATH configuration parameter.

Commit often to increase concurrency.

To avoid sort overflows, increase SORTHEAP.

Table space should be SMS for the system catalog temporary or DMS for the
rest.

Use parameter markers for repeated SQL statements.
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|
7 DB2 Database Installation Considerations and Performance

Tuning

The purpose of this section is to address the tuning requirements of DB2 UDB in the
context of IBM Tivoli Security Compliance Manager (ITSCM) and the proper handling of
additional components.

The ITSCM data collection function, into a DB2 UDB Relational Database Management
System (RDBMS), often results in a condition where system resources are exhausted, or
unavailable, creating a situation that requires immediate intervention.

To this end, a correct implementation, and/or successful tuning, of the DB2 UDB
RDBMS used for data collection of ITSCM information promises a more stable
deployment, greater uptime, and a clearer path to an evident Return-On-Investment
(ROI).

7.1 DB2 Installation Suggestions

The DB2 UDB database server functions as the storage area for ITSCM data. This
database may be installed on the same system as the ITSCM Server, although
performance would improve if it was installed on a separate, dedicated system with
multiple CPUs. The following diagram illustrates a suggested configuration for a high
volume setup.
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Suggested Configuration

DB Senver
[ShAP hardwars)

1B Timali SCMW Senre:

SCh Client

SCM Earvar

100kA3 m:::tk“m

SCh Client
P ush)

100mBit Ethernet

—

SLCh Client
[Puch)

SCM Admin
Utilitas

SCM Cliant
with
Proxoy Relay

100K Bt Etha rrat
Firewall

SCM Client

(Full) Keep total number
of pull clients to a minimum

7.2 DB2 Tuning Suggestions

Increase Buffer Pool size

Place logs on a separate device
Increase log file size

Clear snapshots regularly

Add indexes as necessary

aorwON =

7.2.1 Buffer Pools

Properly defining buffer pools is one of the major keys to having a well-performing
system. With 32-bit operating systems, it is important to be aware of the limit on shared
memory, which restricts a database’s buffers pools (that is, database global memory)
from exceeding the following limits (64-bit systems do not have this limit):

e AIX-1.75GB
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Linux - 1.75 GB

Sun - 3.35 GB

HP-UX - approximately 800 MB

Windows - 2-3 GB (use /3GB’ switch in boot.ini on NT/2000)

A buffer pool is memory storage that temporarily stores information read and changed
prior to being written back to disk. The primary purpose of buffer pools it to improve
database performance. Essentially, the fewer hard read/write operations made to disk,
the better.

7.2.2 Increasing Buffer pool size

Depending on available memory, increase the JAC_BP significantly as follows (system
memory >= 2GB):

db2 connect to jac
db2 alter bufferpool jac_bp 16384
db2 select jac_bp from syscat. bufferpools

7.2.3 Placing logs on a separate device

If placing log files on a separate device, verify the device exists prior to proceeding.
Set the location for log file output:

Win32:
db2 update db cfg for jac using new ogpat h=\\D:

Unix/Linux:
db2 update db cfg for jac using new ogpat h=/ newl ogdevi ce

724 Increase log file size
A database that has a large number of update, delete, or insert transactions running
against it which will cause the log file to become full very quickly, typically by the error
“transaction log full”. These parameters are:
LOGPRIMARY
LOGSECOND
LOGFILSIZ

Note: SCM 5.1 has these properties set appropriately by default.
7.25 Clear snapshots

To delete (clear) one or more snapshots that are no long needed:

A. Open the Storage Management View

Created by Phil Billin Page 97 29/09/2005



7.2.6

7.2.7

a. From the Control Center window, expand the object tree until you find the
database, database partition group, or table space you want to examinein
the Storage Management view.

i. Right-click the desired database and select Manage Storage from
the pop-up menu. The Storage Management view opens.

b. From the Storage Management view, expand the object tree until you find
the database, table space, or database partition group object associated
with the snapshot you want to remove.

c. Right-click the object and select Remove Historical Snapshots from the
pop-up menu. The Snapshot Deletion window opens.

B. Select one or more snapshots from the list of historical snapshots.
C. Click OK. The Snapshot Deletion window closes and the specified snapshots are
deleted.

Add indexes as necessary

As an example, create the index on the cli_id and instance_id columns for the
JAC_IDATA.CUSTOM_COLLECTOR _V5 table using the create index command:

# db2 create index CUSTOM COLLECTOR | NDEX on
JAC | DATA. CUSTOM COLLECTOR V5 (cli_id,instance_id)

Note: Testing has indicated that additional indexes do not improve DB2 performance
appreciably.

Additional Tuning

The IBM Tivoli Security Compliance Manager is foundationally based on the database
and thus efficiency of SQL statements is key not only to the operation of the IBM Tivoli
Security Compliance Manger components but also to user defined queries such as those
used in reports and policies and accessing tables for in-house collectors. The following
describes a method that can be utilized to pinpoint sub optimal SQL execution and
optimize the efficiency of the execution. As of the time of this publication the IBM Tivoli
Security Compliance Manager provides support for the IBM DB2 database; the following
section focuses on this database software. It is recommended that a DBA or the
database manager be chosen to perform these recommended procedures.

The IBM DB2 UDB program includes provisions that allow the database administrator to
enable monitors within the database program that keep track of the amount of time and

work that is required for SQL statements to execute. You can view the current settings
with the get monitor switches command.

# db2 get nonitor swtches
Moni t or Recordi ng Swit ches

Switch list for db partition nunber O
Buf fer Pool Activity Information (BUFFERPOOL) = OFF
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Lock Information
Sorting Information
I nformation
Tabl e Activity Information
Take Tinmestanp | nformation
Unit of Work Information

SQ. St at enent

(LOCK) = OFF
(SORT) = OFF
( STATEMENT)

( TABLE)
(TI MESTAMP)

(UOW = OFF

OFF
= OFF
ON

By default the monitor switches, save the timestamp monitor, are disabled. To enable the monitor
switches use the update monitor switches command. Normally, it's safeto just enable all the
switches; thisiswhat you do in this example here although you are only interested in the

statements monitor.

# db2
# db2
# db2
# db2
# db2

updat e
updat e
updat e
updat e
updat e

Followed by:

# db2 get

Moni t or

noni t or

noni t or
noni t or
noni t or
noni t or
noni t or

swi t ches
swi t ches
swi t ches
swi t ches
swi t ches

swi t ches

usi ng bufferpool on
using | ock on
using sort on
usi ng statenent on
using table on

Recordi ng Swit ches

Switch list for db partition nunber O

Buf fer Pool Activity Information ( BUFFERPQOQOL)
Lock Information (LOCK) = ON
Sorting Information (SORT) = ON
SQL Staterment Information ( STATEMENT)

Tabl e Activity Information
Take Tinmestanp I nformation
Unit of Work Information

(TABLE) =
( TI MESTAWP)
(UOW = OFF

ON

= ON

ON

ON

After the monitor switches have been enabled, operations throughout the IBM Tivoli
Security Compliance Manager that cause database activity can be performed. After
these operations have been completed, take a snapshot of the monitors using the get

shapshot command.

# db2 get snapshot for all

# cat snapshot .t xt

Nunmber of executions
Nunber of conpilations
Wor st

rows del eted
rows inserted

I nt er nal
I nt er nal

Cresated by Phil Billin

preparation tinme (ns)
Best preparation time (ns)

on JAC > snapshot. t xt

=1
=1
= 4

= 4

=0
=0
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Rows read = 2095777
Internal rows updated =0

Rows witten =0

St atenent sorts =0

Total execution tinme (sec.mns) = 64. 718209

Total user cpu tine (sec.ns) = 7.520000
Total systemcpu tine (sec.ns) 0. 350000

St at emrent t ext delete from
JAC_| DATA. CUSTOM COLLECTOR_V5 where CLI _| D=1636 and
| NSTANCE_| D=37

The snapshot will display information about each query executed such as rows read and
total execution time. You can see in this example that this particular delete query takes

over a minute to execute. Using the IBM DB2 explain tool you can discover how DB2 is
executing the query.

The explain tool output tells you that the database is using a table scan to locate
prospective entries. Table scans are notoriously slow on larger tables (i.e. over a million
rows) and are usually replaced automatically with indexes. In some instances the IBM
DB2 optimized will automatically generate indexes for large tables, in some instances it
will not, and thus you may chose to manually create the indexes if the query is to be
executed frequently.

In this particular instance you can create the index on the cli_id and instance_id columns
for the JAC_IDATA.CUSTOM_COLLECTOR_V5 table using the create index command:

# db2 create index CUSTOM COLLECTOR_ | NDEX on
JAC | DATA. CUSTOM COLLECTOR V5 (cli _id,instance_id)

To reset the database monitors use the reset monitor command. Next you should repeat
the operations you performed through the IBM Tivoli Security Compliance Manager.
Finally, you can take another snapshot and/or use the explain tool to verify the predicted
optimization.

# db2 reset nmonitor for database jac

# db2 get snapshot for all on JAC > snapshot.txt
# cat snapshot .t xt

Number of executions

Nurmber of conpilations

Worst preparation tinme (ns)
Best preparation tinme (ns)
Internal rows del eted
Internal rows inserted

Rows read

Internal rows updated

Rows written

St atenent sorts

Total execution tinme (sec.mns)
Total user cpu time (sec.ns)
Total systemcpu tine (sec.ns)

cNeoNoNoNoNoR W

0. 005257
0. 010000
0. 000000
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St at enent t ext = del ete from
JAC | DATA. CUSTOM COLLECTOR V5 where CLI I D=1636 and
| NSTANCE | D=37

You can see in this example that the rows read decreased from millions to 0 due to the
use of the index. The corresponding decrease in time of execution was from 64 seconds
to a few milliseconds. You can view the SQL execution path with the explain tool.

The explain tool output shows that no table scans were used, instead only indexes were
referred to when executing the query. Again this method can be utilized to optimize SQL
statement execution for tables created for custom collectors and for SQL statements
created for reports and policies.
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8 IBM Tivoli Security Compliance Manager Console Functions

ing on to ITSCM Server via GUI

On the Windows %ﬁtem, start the ITSCM GUI (this GUI is available on Linux with Fix Pak 2):
Use the red Icon or call CAIBM\SCM\admin\jacgui.bat

x|
@ Server [tnt2 | -
Security

Port (1955
Compliance =
Manager User ID [admin

.

Password

| -« Login | | > Ccancel | |

o Enter the Administrator ID and Password defined in the installation (ID = admin
PW = passwOrd)

Created by Phil Billin Page 102 29/09/2005



9.1.1

9.21

9 Configuration of IBM Tivoli Security Compliance Manager
Clients and Collectors

9.1 Managing Clients

Before you start

So far you have the IBM Tivoli Security Compliance Manager Server (and DB2), the Security
Compliance Manager Administration Console and the Security Compliance Manager Client
installed and running on Windows Linux or AIX. On the

Registering Clients

Security Compliance Manager Clients have to be registered with the Server. Clients configured
as ‘push’ or ‘pull’ type clients are registered manually by using the Administration Console. The fix
IP address of these machines is used to uniquely identify each register system. IF the IP address
ever needs to be changed then the system would need to be de-registered, the client certificate
removed and the client with the new IP address registered and put back in to the associate
groups.

If there are DHCP machines in your environment, then the Security Compliance Manager Client
should be installed as DHCP clients (option during the installation process — if the client has not
been registered with the server this option can be changed by editing the client.pref file). These
DHCP clients can be registered manually using the Administration Console like the ‘push’ and
‘pull’. In addition, the Security Compliance Manager server provides a mechanism to allow for the
automatic registration of Security Compliance Manager DHCP Clients. This is done by setting the
parameter jac.dhcp_auto_register to true in the server.ini file. After restarting the Security
Compliance Manager Server for the change to take effect, Security Compliance Manager DHCP
Clients that contact the server will automatically be registered.

ITSCM Clients configured as DHCP, have the advantage of auto registration, pre-defined aliases
and that when they are registered in the ITSCM server a fingerprint generated from the client’s
digital certificate is used to create a unique identity instead of the IP address and therefore a fixed
IP address could be changed with out and lose of connection or compliance data tracking in the
ITSCM Server database.

Most machines in a network are recommended to be installed as DHCP clients regardless on
having a fix IP or a dynamic IP address. The only clients that have to be non DHCP ITSCM
Clients are those in push mode. These are generally behind firewalls in DMZ or other low security
zones that should not have the ability to initiate a connection to the ITSCM Server zone.

Configuring clients with the ITSCM DHCP option is the recommended configuration although it is
probably not the best term to describe this function.

9.2 Register the ITSCM Client

Clients can be manually registered using the GUI as described below or automatically.

Automatic Client Registration

To have client automatically register it is necessary to edit the server.ini file

e On an AIX system it will be found :

Created by Phil Billin Page 103 29/09/2005



9.2.2

e On a Linux system it will be found :
¢ On a Windows system it will be found : c:\Programs File\IBM\scm\server\

Manual Client Registration

e To register the clients that have been installed, launch the Administration Console, then
go to the Clients tab.

e The “Groups” can be opened by clicking with the left mouse button on the toggle icon

¢ Right click in the Groups/Clients area and select Show and then Show Unregistered
Clients from the popup menu.

Tivoli Security Compliance Manager Console - serverl{admin}

Tivoli. Security Compliance Manager

@ File Clients Collectors Users Proxy Policies Reports Security Tools

Clients |Collector Proxy
rGroups/Clients-
@ Al
-Empty-
2 Inactive
-Empty-

A

Paolicy From

Register client
Unr 2t
»
b
»
*|  Shownactive clients lntias| | ciient mgé;,_“:_.:-( =]
Show unregistered clients i T
_..£\}3 port|
E roxy| Hone - Oﬁ'line;_ ]
Comments

The resulting dialogue box shows any unregistered clients that have contacted the Security
Compliance Manager Server.

x|
Ik registered Clients

192.168.1.30
192.168.1.40

Register| || Remove H Remove All H Close

Created by Phil Billin Page 104 29/09/2005



e Select the system you wish to register and click Register to continue. The next screen
asks for the IP address or hostname to be entered, but will usually bring up the default
value associated with your selection.

x

Enter a host name or IP address
[192.168.1.40 |

| ok | cancel |

e The IP address, or host name you selected in the previous step now appears. Click OK
to continue.

The next screen asks for an alias to be entered. This will default to the fully qualified hostname of
the client system, but can be any value you choose. This alias is the name that will appear on the
Administration Console, and has no relevance to the hostname of the machine. In this lab we’ll
make it the same as the hostname. If this was a DHCP client and an Alias name was specified in
the installation of the client then that Alias name is displayed in this box. It can be changed at this
time if required. The Alias name was configured in the client.pref at install time.

e Click OK to continue.

Register client ) x|

Enter an alias for 192.168.1.40
|SERVERZ| |

| ok | cancel |

The final dialogue in the registration process asks if you want to include the registered client in
any client groups. If no groups have been created, this dialogue should be empty, and simply
click OK to continue. It would be recommended to create client groups before registering too
many clients manually to ease the administration of adding client to groups at a later stage. Refer
to creating client groups for further details.

By default, any registered client is included in the All group even if you do not select other groups
for the client to be a member of. Until the Client heartbeat expires, the client will appear inactivate
on the Administration Console.
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Tivoli Security Compliance Manager Console - serverl{admin} L. = | Dlil

Tivoli. Security Compliance Manager g “

@ File Clients Collectors Users Proxy Policies Reports Security Tools

Clients | Collectors | UsersiRoles | Proxy [T | Reports Query | Security | Server |
-(‘;rul::lsﬂ:lients- : Policies Cﬁﬂectarﬂ

2f] SERVER? (D=1) : Policy | From
@ Inactive

3 SERVERZ (ID=1)

|/ Client Information [Callector Data |
: Alias Client type| push =

Primary IP address and port| |
: Proxy| Hone w Oﬂline: ]

-.Sear[;h Comments|

After registration, the new client will appear in the All container located under the Client tab. It will
also appear initially in the Inactive container until there is actual communication between the
client and server for the first time. The client entry appears greyed out, but once communication
has been established the client entry will appear in a bold font. When this happens, it will also
disappear from the Inactive container. The time taken for this change will depend upon the timing
settings contained within the client.pref file (default 10 min). Use the refresh button on the
Administration Console to check to see if the client has become active. Once it has become
active, this can be verified by selecting the client name, right clicking and selecting Actions and
Check client connection.

The make the client active with out waiting for the default heartbeat timer it is necessary to restart
the ITSCM client.

9.2.2.1 Restarting ITSCM Client on Linux
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Note:

If “Check client connection” fails you have two choices
a) Wait until next Heartbeat ( 10 min per default )
b) Restart the SCM client:

The next “Check the client connection” should be successful.

9.2.2.2 Restarting ITSCM Client on Windows

The ITSCM client can be stopped and started from the Services window which can be
found in the Control Panel/Administrative Tools/Services

9.2.3 Creating Client Groups

Using client groups allows one to more efficiently manage collectors, policies and reports when
running on large numbers of client systems. For example, you can create group names that
categorize client systems by operating system, location, application or security policy. In addition,
groups can be nested into sub-groups.

To create a client group, go to the Clients tab and select Group and then Add Group from the
Clients menu. (You can also use the keyboard short cut Ctrl+G from the Clients tab).
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Tivoli Security Compliance Manager Console - server1{admin)

Tivoli. Security Compliance Manager

% File Clients Collectors Users Proxy Policies Reports Security Tools
~Groups/Clients-
Lo 1]
Folic From
& Inactive L
Register client
Linregister client
Policy *|  Remove group [%A
Collector | Update group description
Actions Y| Addtogroup
Show » Remove from group r
i Alias| | Client type| push =
L
rimary IP address and port I |
Proxy| Mone b ‘ Offline[|
Search Comments| |
|| | Save |

Enter the new group name Win2000 Platform in the Add Group dialog box and press OK.

x

Enter a group name
[win2000 Platform |

| OK || Cancel |

You should now have three groups — All, Inactive, Win2000 Platform.

9.2.4 Creating Nested Client Groups

Create two new groups, example called ITSCM Servers and ITSCM Clients. Right click on the
ITSCM Clients group once it appears and select the Group and Add To Group sub menus from
the pop ups.
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Tivoli Security Compliance Manager Console - server1{admin)

Tivoli. Security Compliance Manager

@ File Clients Collectors Users Proxy Policies Reports Security Tools
Clients
-(;r_u‘::JsJ‘CIiems- .: Policies
o Inactive t Folicy From
@ [l 5CM Clients (1D=3) -
o [ 5CM Servers (ID=2) Register client
@ Win2000 Platform (05 Unregister client
—— =
_M‘ *|  Add group
Paolicy * | Remove group
Collector * | Update group description
Actions r Add to
Show ] Remfm_I gam group
Client Information
Alias]| | Client type| push ~
|
i| Primary IP address and port I |
Proxy None o | Offfine[ ]
(Search C t
|| | | Save |

The new dialogue box will show all the groups you have created excluding the group you
selected. This prevents you adding a group to itself.

Select a group x|

SCM Servers (ID=2)
[l win2000 Platfarm (D=1

| OK || Cancel |

Select the Win2000 Platform group and press OK to continue. This will move the new ITSCM
Clients group into the Win2000 Platform group.

Repeat these steps for the ITSCM Servers group.
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Tivoli Security Compliance Manager Console - server1{admin}

Tivoli. Security Compliance Manager

13‘ File Cllems CIJ“EC(IJTS USBTS mey PUlICIES RB[]IJHS SBCUTI‘W TDIJlS

GroupsICIlents : s |

@ Al 5 -

© Inactive i falllc |

@ [ Win2000 Platfarm (D=1)
@ [ 5CM Clients (ID=3)
@ [ 5CM Servers (D=2)

Policies |Col

From

Client type| push

w Ofﬂinef ]
—Search

After completing the steps, both groups should appear as subgroups under the parent group,
Win2000 platform.

Client systems are added to groups in exactly the same way. Select a registered ITSCM client
right click and select Group, then Add to group, then ITSCM Servers and finally click OK

Tivoli Security Compliance Manager Console - server1{admin}

Tivoli. Security Compliance Manager 3 “

g, File Clients Cnllectnrs Users mey Pnlll:les Repnrls Secumy Tnuls

Clients I’t_' llector
Gruupsrcllents
@ . From
2] BERVER1 (ID=2) 5 =
2f] SERVERZ (ID=1) Register client
9 Inactive Unregister client
-Emply- Group »
@ [ WinZo00 Piatiorn (D5 P S| fdd aroug
@ [7 5CM Clients (D=3
@[3l 5oM Servers qo=]__ Collector i Jroup descriptio
Actions (4 Add to group %
Showe » temaove from group

Client Information rﬁalleﬁ;{ﬂ’rpﬂ(i‘f |

Alias| SERVER1

Client type| push v‘
Primany IP address and port|192 165 1.30 |10
Proxy None - Offline[
-.-Sean:h Ci
[
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x4
E [ SCM Clients (D=3)
[ SCM Servers (ID=2)

ﬂﬂ Win2000 Platform (1D=1)

Now to add another client (Example Server2 client) to the group called ITSCM Clients.

Tivoli Security Compliance Manager Console - server1{admin)

Tivoli. Security Compliance Manager

@ File Clients Collectors Users Proxy Policies Reports Security Tools ‘@ elp
Clients [Collectors | UsersRoles [ Proxy | Tables | Policies | Reports [Query | Security [ Server |

SRR I 1 |(Policies [Collectors
A i Policy [ From
2f] SERVERA (ID=2) P
2{] SERVERZ (ID=1)
9 Inactive
-Empty-
% [ Winz000 Platform (ID=1)
@ [l sCM Clients (D=3)
2 SERVERZ (ID=1)
@ [l soM Servers (ID=2)
2 SERVER1 (ID=2)

| client Information [Collector Data |

: Alias Client type|

Primary IP address and port| .

. Proxy N Offline[ ]
C |

Search %

You have now created a nested hierarchy of groups and clients which will allow you to add
policies and collectors to systems, and set access rights for users with the appropriate roles.

9.3 Configuring Collector Authorization

9.3.1

Before you Start

By default, when the Security Compliance Manager Server is installed, the collector authorization
level is set to zero. This means that collectors only require the IBM Collector certificate (base
certificate for all collectors) to be registered and used in the Security Compliance Manager
environment. In an environment set up in this manner, an installed collector is automatically
moved to the ‘authorized’ state and is ready to be registered and then deployed to clients.
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Administrators may want to establish an additional level of security and require collectors to be
signed with additional certificates specific to their environment. This can be accomplished by
setting the collector authorization level on the Security Compliance Manager server. The collector
authorization level should be set prior to installing collectors.

9.3.2 Create Keystore and Authorization Key

First, create a keystore for the authorization keys. Go to the Security tab then select the
Authorization Keys tab. Select Create.

Tivoli Security Compliance Manager Console - serverl{admin}

Tivoli. Security Compliance Manager

@ File Clients Collectors Users Proxy Policies Reports Security Tools @ Help

[{Cients | Collectors |{UsersiRoles |Proxy | Tables | Policies | Reports [Query | Security [Server |
Authorization Keys [Collectors [Ser

Specify the password for the keystore being created (Example: passwOrd).

Set keystore password il

Enter Passward I******
Confirm Password I’HHHHHr

Ok | Cancel |

Once the keystore is created, authorization keys can be created. Right click in the Authorization
Keys display area to display the menu; select Request New.
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Tivoli Security Compliance Manager Console - serverl{admin}

Tivoli. Security Compliance Manager

@ File Clients Collectors Users Proxy Policies Reports Security Tools

Authorization Keys [«

Change Passwuqr%‘
Delete

i Create || Export || Change Password || Delete

Provide the keystore password (passwOrd).

Key Password x|

Enter keystore password: |"""""""'*"r |

| ok | | cancel |

Next provide a name for the authorization key being created then select ‘OK’.

[EiRequest New Key |

KeyHame |keyD01 |

[_I Protect installation with additional password

| 0K || Cancel |

]

Generating key, please wait.

The authorization key is created and displayed in the Authorization Keys view.
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mpliance Manager Console - server1{admin)

Tivoli. Security Compliance Manager m ]

@ File Clients Collectors Users Proxy Policies Reports Security Tools @ Help

rCIlenls rtuilet:tuls rﬂsersmles rﬁmxy rT*ahIes rPullmas rR.B[JIJ’I‘lS I’Quenr rSecunly r‘é‘sawer

=l

Authorization Keys |(Collectors [Server |
key001
Iy
| Export || Change Password || Delete
9.3.3 Set Collector Authorization Level

Once an authorization key is created, the authorizations required for collectors in this Security
Compliance Manager environment can be set to a value greater than zero.

Under the Security tab, select the Collectors tab.

Tivoli Sec mpliance Manager Console - server1{admin)

Tivoli. Security Compliance Manager m ]

@ File Clients Collectors Users Proxy Policies Reports Security Tools

[Clients | Collectors. 1’ UsersRoles 1’ Proxy [’Tahles | Policies | Reports |Query rSecurrly [’Sawer
[Authorization Keys | Collectors [Server |

rProviders:

signatures required: 1 | hd

Accept | Sigher
[ libm

rAuthorizers:

signatures required: 0f =]

Accept | Sigher
1 |keyo1
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Select the newly created key. Use the arrow buttons next to the signature required field to
increment the value to one; select Apply.

Tivoli Security Compliance Manager Console - server1{admin}

Tivoli. Security Compliance Manager

@ File Clienmts Collectors Users Proxy Policies Reports Security Tools

rCIierrls rCuIIét:lurs rUsers.fRiJ_Ie's |/Pruxy rTahIes r/PiJ_Iic_ie's rRepurls rQuery rSecurily T/Server ]
[Muthorization Keys | Collectors [Server |

rProviders

signatures required: 1 v

Accept | Signer
vl |ibm

rAuthorizers:

sighatures required: 1= =

Accept | Signer
vl lkeyooi

Wﬂ Revert

Collectors in this Security Compliance Manager environment are now required to be signed with
the newly created authorization key before these collectors can be registered with the server and
deployed to clients in the environment.

94 Managing Collectors

9.4.1 Before you Start

It is possible to install and run collectors individually, although the normal mode of operation will
be to create or import Policies and run the required collectors as part of a Policy.

If individual collectors are required for a new policy or a collector has been developed or a new
function this process will also be needed so that the collector can be added to the policy.

This section is designed to help you understand the mechanics of collectors in isolation from
Policies. This will be done by installing and running collectors. The collectors should be available
on the local disk of the system with the administrator console.

9.4.2 Installing Collectors

Launch the IBM Tivoli Security Compliance Manager Administration Console and click on the
Collectors tab. The view should be empty; no collectors installed unless you have previously
installed a compliance policy.

Right click on the white space to display the Collectors menu and select Install Collectors.
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Tivoli Security Compliance Manager Console - server1{admin} (O] x|

Tivoli. Security Compliance Manager WV R

@ File Clients Collectors Users Proxy Policies Reports Security Tools

Cllents | Callectors | Users/Rolos | Proxy | Tables | Policies | Reports | Query | Security. Server |
-Collectors

[ Install Collectors

Authorize Collectors
Register Collectors

Unregister Collectors
Delete Collectors

Use the Look In field to browse to the find the collectors in the local or linked directory.

[ open =
Look in: |Ij|:nlle|:tnrs '| @ ’E @ EED_
D any.any.DisableClientUpdatev jar < Preview
[y any.any EnableClientUpdatey1 jar rany.amy.Jrelinfoy1
[ anv.any.drelnfovd jar Version: 1
Platforms: AIX, HP-UX, LINUX, SUNOS, Windows
[ win.any FilePermsyi jar Default Schedule: (not registerad)
D win.any.GenericReglstryKey\1 Jar Description: Returns Java Runtime Environment Information
D win.any.Groupsy jar
[y win any LogSizewt jar [Tables [Parameters [Signatures |
[y win.any.Maww1 jar WWFOJ’"I
[ win any Metaccountsi jar Mame | Tvpe | Length | Qualifiers
R o
D win.any. PwExpin®1 jar g
D win.any.RegPermsyl jar
D win.any.ServicesW1 jar
D win.any. SnmpaActivey jar
D win.any. UserRightsv1 jar
D win.anmy. Userd jar
D win.multi.AuditPolicy1 jar
[ win ntAuditPolicys1 jar
File name: |any.any.dre\nﬂjv1 Jar \ Open I
Files of type: | Collector JAR files Open selected file ~ito

Select the collector(s) required, Example any.any.JrelnfoV1.jar file, then select ‘Open’.

Click the refresh button at the top left of the Administration Console and the installed collectors
will appear. Notice the collector is grouped under folders associated with the collector name.
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Tivoli Security Conr

Tivoli. Security Compliance Manager

3 File Clients Collectors Users Proxy Policies Reports Security Tools

ance Manager Console - server1{admin)

&2 File } Clien

\&Hﬂrﬂ Colled

Policies
_4 Policies
=1-F=] Mo Teln

Ciients | Collectors | UsersiRoles | Proxy |

ables | Policies | Reports | Query | Security | Server |

-Collectors

9 = lany
P B any

any.any.Jrelnfoy

Install some additional collectors. Again, right click on the white space under the Installed tab
and select Install Collectors from the menu that appears

Select the 2 Jar files — win.anyNavV1.jar and win.any.PwExpiryV1.jar .
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943

Tivoli Security Compliance Manager Console - server1{admin)
Tivoli. Security Compliance Manager

72 File Clients Collectors Users Proxy Policies Reports Security Tools 2 Help

Clients | Collectors | UsersiRoles | Proxy | Tables |[Policies | Reports [ Query | Security | Server |

Collectors
9 = any
P Eoany
any.any Jrelnfav/1
@ = win

@ 5 any
win.ary. Mav
win.ary. PwEspint1

Notice the collectors are grouped into folders and sub-folders based upon the collector names.
Authorizing Collectors

Once installed, the collectors must be authorized (signed) and registered before being deployed
to clients. The default behaviour for the Tivoli Security Compliance Manager software, however,
is that installing collectors automatically authorizes them. This can be seen from the icon next to
each collector in the Collectors tab. If the small screen has a green line across it then a collector
is authorized. A red line across the screen icon indicates that a collector is not yet authorized.

P = any
@ = any
any.any.Jralnfoy

The on-line help provides details describing the icons used to represent collector states:
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-loi x|

Collectors |

Collectors

Use the Collectors pane toview a list of all the collectors that are installed on the server. The collector
selected inthe tree determines what information is shown on the page.
The icon preceding the collector name indicates the current state of the collector:
Installed callector. The callectar must be autharized (signed) and registered hefore being deployed to
clients.

Authorized collector. The collector must be registered hefore being deploved to clients. If collectors do
not need to be explicitly authorized, the collectar is immediately shown as authorized after being installed.

# Registered collector. The collector can be deployed to clients and client groups.

To install new collectars, right-click in the Collectors pane and click Install Collectors on the pop-up menu.
Locate the signed JAR files far the collectors. Select one ar more collectars ta install and then click Open. The
collector is copied from the local systerm and stored inthe database thatis accessible by the server.

If collectors must he autharized hefore use, select the callectar, right-click, and then click Authorize Collector
on the pop-up menu. Enter the keystore password when prompted, and select the authorization key to be used
to sign the collectar. Ifthe autharization key is protected with another password, enter that password when

-

1 - Collectars
2- Collectars

To authorize a collector, select it and then right click and choose the Authorize Collector option
from the menu.

The collector authorization level has been set on the Security Compliance Manager Server,
therefore you will be prompted to select a signing key when a authorizing a collector. Choose the
key from the Select Key window then select OK.
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Tivoli Security Compliance Manager Console - server1{admin}

Tivoli. Security Compliance Manager

|Clients | Collectors |
rCollectors

hy.amy.Jrelnfol 1

P = any || version: 1
@ = any A\ P1atforms: AIX, HP-UX, LINUX, SUNOS, Windows
any.any.Jrelnfoll ——— = Hule: {not registered)
@ = win . Authorize Collector
@ = any = ~eturns Java Runtime Environment Infarmation
W?n any.Naw1 . Export Collector
it any. PwExpind
Delete C O |
- sl I Type I Length [ Qualifiers
VENDOR [VARCHAR 128 |not null
WVERSION [vARCHAR 32 ot null

| select key x|

Select sighing key
| keyo1 ~|

| OK || Cancel |

Key Password x|

Enter keystore password: [~ |

| ok | | cancel |

Once the collector has been signed with the required authorization keys, the collector icon will
change to show that a collector has been authorized.

Notice how the icon has changed in the image below.

@ = any
? = any
any.any.Jrelnfoi

Multiple collectors can be acted upon by selecting multiple collectors then selecting the action to
perform on those collectors. Selecting a folder will, in effect, select all collectors in the folder. For
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example, select the win folder in this view. The right click to display the collectors menu then

select Authorize Collectors.

Tivoli Security Compliance Manager Console - server1{admin}

Tivoli. Security Compliance Manager

@ File Clients Collectors Users Proxy Policies Reports Security Tools

‘Clients [Collectors [UsersiRoles | Proxy | Tables | Policies | Reports [Query [Security Server |

10 x|

2 Help

Collectors

= any
@ = any

any.any.Jrelnfoy
@ = win

= Install Collectors

Authorize Collectors
%Rﬁgisﬂar Collectors

Unregister Collectors
Delete Collectors

All collectors in the win folder will be signed by the key selected.

Security Compliance Manager Console - server1{admin)

mpliance Ma

@ File Clients Collectors Users Proxy Policies Reports Security Tools

Cuollectors

@ = any
@ = any
E anv.any.Jrelnfoyv
G [ win
@ = any
win any Mavi1
[ win.any. PwEsxpirg1

:.Cligm_é’ [ Collectors rﬁsegsranpgh fﬁrﬂxy;"mhlejsj-'rph]it;i_as | Reports mugiy-rsamnyii”sme:--|

All three collectors are now authorized.
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944 Registering Collectors

Registration of the collectors must be done before deploying to clients. Once again, registration is
done by right clicking on a collector or group of collectors and selecting Register Collector from
the popup menu. Select the any folder, then select Register Collector from the collector menu.

=10 %]

Tivoli Security Compliance Manager Console - server1{admin}

Tivoli. Security Compliance Manager ¥ R R

2 File cClients Collectors Users Proxy Policies Reports Security Tools
Chents | Cotetors [ UsersiRoles | Prony  Tabies | Polices | Reports | Query | Secury  Serve |

-Collectors
? Eany
@ = an Install Collectors
) E[" authorize colectors
9 = win

@ (= aml 1 Redister Collectors | -
nregister Collectors I
| [3u ister Collect :

Bd Delete Collectors

The Register Collectors window will appear listing the collectors to be registered. Select Yes to
continue.

Register Collectors x|

Collectors
any.any.Jreinfoy

Yes Ho

Once registered, the collector icon will change to show that a collector has been registered.

Notice how the icon has changed in the image below.
P = any

? = any
2 any. any.Jrelnfoy
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To register the remaining collectors, select the win folder. Register the collectors by right clicking
to display the collector menu and select Register Collector.

Tivoli Security Compliance Manager Console - server1{admin}

Tivoli. Security Compliance Manager 3 “
% File Clients Collectors Users Proxy Policies Reports Security Tools
Cients [ Collectors [{Usersmuoles |Proxy. | Policies | Reports |Query | Security | Server |
rCollectors
@ = any
§ E5any

2 any.any.Jrelnfoyl

@ = win
@ = any Install Collectors
Authorize Collectors

Register Collectors . |-

Unregister Collectors
Delete Collectors

The Register Collectors window will appear listing the collectors to be registered. Select Yes to
continue.

Register Collectors N

Gollectors
win.any. Mavvl
win.any. PwEspird

No
All collectors are now registered.
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Tivoli. Security Compliance Manager

@ File Clients Collectors Users Proxy Policies Reports Security Tools

Collectors

Tivoli Security Compliance Manager Console - serverl{admin)

s | Proxy | Tables [ Policies | Reports [Query | Security [Server |

b

=101 x|

@ = any
@ = any
F& any.any.Jrelnfov
Q@ = win
@ = any
T2 wir.ary. Mav
T2 wirn.ary. PwEsxpin1

Click on the lever icon to the left of each folder to drill down to the individual collectors that you
have registered and examine the properties displayed in the right frame. Select a collector then
select a tab (Tables, Parameters, Signatures, Assignments) to display the associated details

View collector tables:

Tivoli Security Compliance Manager Console - server1{admin}

Tivoli. Security Compliance Manager

7 File Clients Collectors Users Prowy Policies Reports Security Tools

Clints [ Collectors [UsersRoles [ Proxy | Tables | Palicies | Reports |Query | Security  Server |

=10/ x|

Collectors: ramy.any.Jrelnfol/1
? £ any version: 1
= any Platforms: AJX, HP-UX, LINUX, SUNOS, Windows
B anyany.Jrelnfoid Default Schedule:
@ = win
@ = any Desctiption: Returns Java Runtime Enviranment Information
F2 win.any.Mav1
h win.any PwExpin1 [Tables [Pa | Signatures | Assignments |
ANY_JRE_INFO_V1 |
Narme [ Tupe I Length [ Qualifiers
WVENDOR |WARCHAR |28 |nat null
WERSION :VAB_CHAR 32 [not null

I

View Collector Signatures:
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Tivoli Security Compliance Manager Console - server1{admin)

Tivoli. Security Compliance Manager Al R

@ File Clients Collectors Users Proxy Policies Reports Security Tools

Clients | Collectors | UsersiRoles | Proxy | Tables | Palicies | Reports |Query | Security | Server |
Collectors: my.any.Jreinfov1
@ B any || wersion: 1
@ B any ‘| Platforms: AIX, HP_UX, LINUX, SUNOS, Windows:
£ any.any Jrelnfoy1 || Default Schedule:
P = win i
@ = any || Description: Returns Java Runtime Environment Infarmation
T2 win.any. Naww1 :
2 win.any PwEspini/1 || [Tanles |Parameters [Signatures | Assi
i CM=keyl01-key001 vid fdB6d 7efea
CM=JAC, OU=Security Solutions, O=International Business Machines
9.4.5 Set Collector Default Schedules

Once a collector is registered, a default schedule can be defined for the collector. Defining a
default schedule prevents having to assign a schedule each time the collector is assigned to a

client or group of clients. Note, this default schedule does not apply to collectors included in
imported policies.

From the Collectors view, select a collector. Notice that the right-hand frame shows the Version,
Platforms, Default Schedule along with tabs to display more details about the collector.

Tivoli Security Compliance Manager Console - server1{admin}

Tivoli. Sec Compliance Manager R
]

== File Clients Collectors Users Proxy Policies Reports Security Tools

Help

.. TR : e S ] T PO, TR = o poTans: = = =
‘Clients | Collectors | UsersiRoles | Proxy | Tables | Policies | Reports [Query | Security [ Server |
Collectors “|ramr.any.Jreinfolf1
@ any || version: 1

@ = any ;|| Platforms: AlX, HP-UX, LINUX, SUNOS, Windows

T2 any.any.Jrelnfoyl “|| Default Schedule:

§ = win i

9 = any

Description: Returns Java Runtime Environment Information
T2 win.any MNaw 1

T2 win.any PwExpindi1

Tables | Parameters [[Signatures [ Assignments |
Ch=key001-keyd01 vid TdGBAT efea
Ch=JAC, OU=Security Solutions, O=International Business Machines

s

The grey bars to the right of Default Schedule is a graphical representation of the collector
schedule. To set the default schedule for a collector, select the collector, then double-click on any
of the grey bars. This will display the Modify Default Collector Schedule window.
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For this example select:
- all Months of year
- all Days of month
- Monday-Friday for Days of week
- 7am - 3pm for Hours
- 0,15, 30, 45 for Minutes

Modify Default Collector Schedule |
Schedul
{ I N N - T H
Months of year
September -]
October
MNovember
December -
[C] Randomize
rDays of month |—Days of week
24 - Sunday
25 Manday
26 Tuesday
27 Wednesday
28 Thursday
24 Friday
30 Saturday
x| -
[C] Randomize [C] Randomize
rHours Minut:
Bam - 44 -
Sam 45
10am 46
11am 47
12pm 48
Tpm 49
Zpm a0
3pm - a1 -
[C] Randomize [C] Randomize

ok || cancer |

Note the graphical Schedule at the top of the window will reflect the choices. Select OK to save.
This collector’s default schedule is set to run every Monday through Friday, between 7am and
3pm, on the hour and at 15, 30 and 45 minutes past the hour. Note, in a production environment,
collectors would not be run this frequently.

Since all months do not have 30 or 31 days, the following warning will be displayed:

Scheduling Notice |

The selected dates are not valid for one or more months. Continue amway™?

Yes || Mo |

Select Yes to continue.

Refresh the Administration Console; select the collector again to review the default schedule.
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Tivoli Security Compliance Manager Console - server1{admin)

=101 %]

Tivoli. Security Compliance Manager 3 “

E,o File Clients Cullectors Users Proxy PDlICIBS Reports Securrly Tools
(Clients | Collectors I’ﬂeersmms*{"ﬁrf a

—Collectors —any any JrelnfoV‘
@ Eany || wersion: 1
?E anY_ #|| Platforms: AlX, HP-UX, LINUX, SUNOS, Windows
T lany.any.Jrelnfov ‘|| Default Schedule: | i :
@ [ win B

Description: Returns Java Runtime Environment Information [%

Tables |Parameters | Signatures [[Assignments |
CM=key001-keyD01 uid:fd66d7efea
CN=JAC, OU=Security Solutions, O=International Business Machines

You can repeat this procedure to set the default schedules for the other collectors.

When setting schedules, you can select to ‘randomize’ one or more of the time criteria. In the
example below, the collector will run every Monday-Friday, between 7am-3pm, at a randomized

minute past the hour. Once the collector is assigned to a client, the client will set the randomized
value and that value will remain set until the client is restarted.
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Modify Default Colleckor Schedule

X

Sched
’7 I N . -

rMonths of year
- :
September
October
Movember
Cierembet X
[[] Randomize
rDays of month |—Days of week
24 -] Sunday
25 Monday
26 Tuesday
27 ihednesday
28 Thursday
24 Friday
30 Saturday
31 -
[_] Randomize [_] Randomize
rHours: Minurt
garm -] |[52 -]
Yam 53
10am 54
11am 55
12pm 56
Tpm a7
2pm a8
3pm - a4 -
[[] Randomize v

li Security Compliance Manager Console - serverl{admin}

Tivoli. Security Compliance Manager

Note that randomized values appear in green on the graphical representation of the schedule.

% File Chents Collectors Users Proxy Policies Reporis Security Tools
Collectors i
~Collectors  [-amy.any. Jrelnfov1
@ any o|| Version: 1
P = any_ : ‘|| Platforms: AIX, HP-UX, LINUX, SUNOS, Windows
] /|| Default Schedule: .

@ [ win

s |Paran Signatures |
Ch=key001-key0D1 uid:-fd66d7 efea
Ch=JAC, OU=Security Solutions, O=International Business Machines

Description: Returns Java Runtime Environment Information

- e
ks
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94.6 Assigning Collectors

Collectors can be assigned to individual clients, multiple clients, groups of clients or groups of
groups. Collectors assigned to groups will be inherited by clients and sub-groups that are part of

that group. To assign collectors, go to the Clients tab. Select the (Server2) client. Right click to
display the client menu; select Collector then select Add collector.

Tivoli Security Compliance Manager Console - server1{admin}

Tivoli. Security Compliance Manager

2 File

Clients |G

rGroupsiClients-
% Al . — _
2H SERVER1 (ID=2) B i
2{] SERVER2 {ID=1} L -
@ Ihactive Register client
% [0 winz000 Platform (D=|  Unregister client
@ [l scm Clients 10=3) group s
2f] SERVER2(D=| i
© [ 5CM Servers (D=2} dl _
2] SERVER1 (D=1 Collector * | Add collector
Actions »
Show »

Alias|SERVER? Client type| push ~
| Primary 1P address and port|192.168.1.40 [1950

Proxy| None
o i

- Offline[]

The Select a collector window will appear. Select the win.any.PwExpiryV1 collector; select OK.

Select a collector.

x|

any.any.Jrelnfol/1
win.an}r.Naw1
win.any. PwERpin 1

| OKRJ| Cancel |
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The Review schedules window appears. To keep the collector’s default schedule, select No.

Review Schedules x|

Do you wish to review the default schedule
or change the schedule?

| ves || no ||cancel |

Operation Complete x|

(] Successful:1
I Failed:0

An Operation Complete window will be displayed to indicate whether the collector assignment
was successful. Select OK to continue.

Refresh the Administration Console, then select the (Server2) client to review the collectors
assigned to the client.

Tivoli Security Compliance Manager Console - serverl{admin}

Tivoli. Security Compliance Manager

@ File Clients Collectors Users Proxy Policies Reports Security Tools @ elp
Clients [Collecto

rGroups/Clients-
@ Al

ollectors

e W

Collector Name [ Schedule
:E! SERVER1 (ID=2) ||\ win.amy.PwExpinAf1 | |
2] SERVER2 (ID=1) A PwEspine1 1 [ ] | 1 B S
o Inactive - | B 8
@ [ win2000 Platform (D=1) | Ly

& [ SCM Clients (D=3
2] SERVERZ (ID=1)

@ [ sCM Servers (D=2
2 SERVERT (ID=2)

- [ Client Information

. Mlias| SERVER? Client type| push w |

| Primary 1P address and porq 192.168.1.40 | 1850

. Proxy None - Offline[ ]
.-_-Search Comments|

Repeat assigning the win.any.PwExpiryV1 collector to the Serverl client.

To assign a collector to multiple clients, select multiple clients (using CTRL-click ). Right click to
display the client menu; select Collector then select Add collector.
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Tivoli Security Compliance Manager Console - serverl{admin}

Tivoli. Security Compliance Manager

e

== File Clients Collectors Users Proxy Policies Reports Security Tools

Clients | Collectors. ['Security

rGroups/Clients- vt ['Collectors |

@an “|[Collectar Name .| Schedule

2 SERVER1 (ID=2) :
2 SERVER2Z (ID=1)
@ Inactive
@ [ winzo00 Flatform (D=13
@ [ 5CM Clients (D=3
2] SERVERZ (ID=1)
© [ sCM Servers (D=2
25 BERVER1 (D=2}
Register client
Group »
Collector 2
Actions »
—— 5 Cliemtype’pusT
|| Primary 1P address and port|192.168.1 40 1950
: Proxy| None - Offline ]
-.-Search : Comiments|
| Ii | s |

The Select a collector window will appear. Select the any.any.JreinfoV1 collector, then select
OK. The Review schedules window appears. To keep the collector’'s default schedule, select
No. An Operation Complete window will be displayed to indicate whether the collector
assignment was successful. Select OK to continue. Refresh the Administration Console, then
select one of the clients to review the collectors assigned to the client.

Next assign the win.any.NavV1 collector to the ITSCM Clients group and the ITSCM Servers
group. This operation can be performed on individual groups or multiple groups.

After completing, select one of clients. The collector assignment should look something like this:
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Tivoli Security Compliance Manager Console - serverl{admin}

Tivoli. Security Compliance Manager ] “

% File Clients Collectors Users Proxy Policies Reports Security Tools

Clents | Colecors | UsersRoes | Prony | Tales | Poties | Reports | Qusry | Securty Servr |
rGroupsiClients- 1 Collectors |
@ an “|[Collectar Name Frarn [ Schedule
ﬂ SERVER1 (ID=2) “|lamy.any.Jrelnfa |
i :'.}_I SERVERZ (D=9 | reinovt s BerveRT i . " 3
LI “||win.anmy.Navi/1 | |

% [ winz000 Platfarm (D=13
@ [l 5CM Clients (D=3
2] [EERVERZ (ID=1)
© [ sCM Servers (D=2
25 SERVER1 (D=2}

Ma1

50 Cilerts

Al PwExping. |SERVERZ

| ciient Information [ a|

: Alias|SERVER Client type/ push

| Primary 1P address and pord[192.165 1 40 1950

; Proxy None - Offline ]
-.-Search : Comiments|

Note the From column in the Collectors view shows the origin of the collector assignment. In the
case of the win.any.NavV1 collector, it was assigned at the group level (ITSCM Clients).

9.4.7 Testing the Collector on a Client

You may want to run a collector on a client to verify that collector is suitable for a client and to get
a sample of the data being returned. To do this, you can test to see an immediate collection of
collector data from the client.

To make sure that the collectors are running on a client, click on the Clients tab, and highlight

one of the clients. In the right frame, all the collectors assigned to the client should be listed.
Highlight each collector in turn and right click to get the menu displayed.
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Tivoli Security Compliance Manager Console - serverl{admin}

Tivoli. Security Compliance Manager

&2 File Clients Collectors Users Proxy Policies Reports Security Tools

Clients ({Collector ersRoles | Proxy [Tz Palicies uery | Sec
rGroupsiClients- Collectors |
= Al
. [ Collectar Ma...| From [ Schedule
- Inactive any.any.Jrelnfu |
@ [ winz0o00 Platform (ID=1) Steinfovl 5 [SERY
@ [ 5CM Clients (D=3

n.anmy.N

2 SERVERZ {ID=1) N'éw1' &

@ [l oM Servers (D=2

Add collector
Remove collector

Edit collector name

Edit collector schedule

Run collector
Test collecte

Alias|SERVERZ

Client type| push - |

Primary IP address and port|{192.168.1.40 |

Proxy None
Search

- offfine]_j

Cor

Select the Test collector menu item. A window appears showing the data that the collector has
retrieved.

Test collector x|
Alias [

Collector Hame |PwExpind/1_1

Tables | WWIN_PW_EXPIRY_W1 -~
Data

USER_ID
Administratox
T=InternetUser

[[cose |

Test collector is useful for examining collector results. This does not place data in the database
but only returns the results to the Administration Console.

Note: If you have just assigned a collector to a client and try to retrieve data either via the
Run collector or Test collector options, the collector on the client may not have yet
synchronized with the server and the following error message is displayed:
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e com.ibm.jac.JACException

x|

Show Trace

Base 0S(1) is not currently synchronized with the server. Please try later or soft reset this client and try again.

To correct this, you can execute a soft reset on the client to force synchronization. To do this,
right click on the client and select the Actions -> Soft Reset option.

Tivoli Security Compliance Manager Console - serverl{admin)

Tivoli. Security Compliance Manager

Clients [Collectt
~Groups/Clients:

Collector

Hard reset request

Reset Pull Client

@ an ]
=f] SERVER1 (ID=2) | larmsany! ]
=2t SERVERZ (ID=1) el [SERVE..| NS ISR [ —

- Inactive Reugister client W. T—

& [l win2000 Pla . i LN =

Unregister client  |.[SCMCl..| B
Group * sERVE I N e ——— =
Policy L4

| Tables

|—Search
( _

ata

Confirm your wish to reset your client, then you will see the Operation Complete window
indicate if the operation is successful.

Reset Client

[ves || o |

X

E Are you sure you want to soft reset Base 057

Operation Complete
Successful:1
Failed:0

x|

Now you should be able to run your data collection.
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9438

Collecting Collector Data

The schedule (either default or custom) set when a collector is assigned to a client is the ‘active’
schedule used by the client to run the collector. If you do not want to wait until the collector
schedules are run to get data into the Security Compliance Manager database, the Run collector
option can be used. This option runs the collector on the client and places data into the relevant
collector data table in the database.

In the Clients tab, select a client and in the Collector column of the right pane, select one of the
collectors. Right click in the collector pane and choose the Run collector option. Note, if the
collector schedule has not yet executed, there will be no data for this collector in the Collector
Data view.

Tivoli Security Compliance Manager Console - server1{admin}

Tivoli. Security Compliance Manager

@ File Clients Collectors Users Proxy Policies Reports Security Tools

Clients [Collectors | Users/Roles | Prozy | Tables | Policies | Reports [Query | Security [ Se

rGroups/Clients = |

% an : Collector Mame [ From [ Schedule
2] SERVER1 (ID=2) | [any. any.Jreinfov1

=+f SERVERZ (ID=1}

ol t |SERVERT L
Inactive Add collector
= [7H Win2000 Platfarm (D=1} |SCM Servers Remaeolector - 0
;SEI'-“"VE'R"I I?drt collec‘for name i

Edit collector schedule

Run collector
Test collector %

Alias SERVER1

| route
i[Tables |AN‘|‘_JRE_INFO_\.-‘1 i
-.-Sear[:h e ata

| |§5| VENDOR | VERSION |
Al

You will be asked if you want to run the collector on 1 client. Once you select Yes, a message will
be displayed showing successful execution.

Run Collectors x|

E Are you sure you want to run 1 collectors on 1 clients now?

Yes Ho

Operation Complete |

i Successful1
L Failed:0
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Refresh the Administration Console; then select the client and collector to view the collector data.
Notice that the Collector Data view now shows the collected data.

Tivoli Security Compliance Manager Console - server1{admin)

Tivoli. Security Compliance Manager

@ File Clients Collectors Users Proxy Policies Reports Security Tools @ Help
SRR : 'Policies | Collectors |
P an ‘[collector Mame From | Schedule
4| SERVER1 (ID=2) | lany.any.Jrelnfg
4 SERVERZ (ID=1) || Jreinfovi_4 |SERVERT |

@ Inactive

| lwin.any.Nawvi/1
G”EmWianUU Flatfarm {ID=1} nany

aMl_7__ |SCMBen.| |
winany.PwExp |
PWEXpINY_ [SERVERT |

Client Information |[Collector Data

Alias |SERVER1

| Route

Tables |ANY7JRE7INF07V1 v
‘| Data

: VENDOR | vERSION |

Z||IEM Corporation 1.3.1

I

Search

When the collectors have executed, either because of their assigned schedule or by using the
Run collector option, you can view the collector data by:

1) selecting your client under the Clients tab
2) highlighting your collector in the top right pane, and
3) selecting the Collector Data pane in the lower right hand pane.

If the collector has executed, the Administration Console has been refreshed and there is still no
data for a collector in the Collector Data view, it could be that the client does not have any data
to be collected for that particular collector (i.e. no data for the win.any.NavV1 collector means
that Norton Antivirus is not installed).

You have now completed the Collector lab session. You will use some of the basics learned here
in the Policy lab session.
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10 Configuration of Security Compliance Manager Policies and
Compliance Queries

10.1Managing Policies

A policy is an object containing one or more SQL queries against collector data tables populated

with data from collectors running on clients. These queries are specifically written to reveal the
compliance or violation of security requirements.

This section will ste[ one through the process to create a policy manually and later on import a

pre-defined policy. The policy will be created to ensure that the Windows Administrator ID and the
db2admin ID (if present) have passwords with a set length for expiry.

10.1.1 Create the Policy

Navigate to the Policies Tab in the Admin Console. Right click in the left pane to get the menu to
Create Policy.

Tivoli Security Compliance Manager Console - serverl{admin}

P ] |

Tivoli. Security Compliance Manager

2 File Clierts Collectors Users Proxy Policies Reports Security Tools

2 Hep
Clients [ Collectors |Users/Roles | Proxy Tables | Policies [Reports [ Query | Security | Server |
Palicies ;
D Policies 5§ Description - Ctrl+5 to save

[%create Policy
Import Policy

Alternatively you can select the Policies menu item and select Create Policy.

Create a new policy called Check PW Expiry.
x|

Enter Policy name
[Check PW Expind |

| ok || cancer |

The new Policy container object should appear in the list of Policy objects.
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Enter a description for the policy in the Description field; remember to save the description by
typing a <Ctrl> +S.

Tivoli Security Compliance Manager Console - server1{admin}

Tivoli. Security Compliance Manager

- ™ T & o
@ File Clients Co!lectors User.s Prqu Policies Reports Security Tools -gP Help

‘Clients [ Collectors | Users/Roles | Proxy [Tables | Policies |Reports [Query |Security | Server |
Policies i
O Falicies i -Description - Ctrl+5 to save

i =] Check Py Expiry il Checkthe PWD Expiry of selected userids| I

|'Schedule | Collectors |

Collectors included with this Policy
i[|_Compliance QuensGollactor Name| Collector

[*]

The policy object has two additional components, the Schedule and Collectors. You will return to
define these objects after you have fully defined the policy.

Next, expand the Policy object to see the subcomponents. The 3 sub components of the policy
are Compliance Objects, Snapshots and Suppressions.

10.1.2 The Compliance Query

The next step is to create one or more compliance queries for the policy. Create a query to check
if the password of Windows Administrator ID is set to never expire. A list of userids whose
passwords never expire is returned by the win.any.PwExpiryV1 collector.

Since this collector will be used, ensure that the collector has been installed, authorized and
registered. Also to assist with the creation and testing of the SQL queries, ensure the collector
has been assigned to the clients and that data has been collected (i.e. use Run collector).

Right click on the Compliance Object sub component to create a new compliance query.
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Tivoli Security Compliance Manager Console - server 1{admin)

Tivoli. Security Compliance Manager

@ File Clients Collectors Users Proxy Policies Reports Security Tools
Clients [ Collectors | Usersoles | Proxy | Tables | Policies |Reports | Query | Security [Server |

T

-

Policies:

| Policies

9 (=] Check Pw Expiry
[ compliance Objects
D Snapshots
[ suppressions

| Description - ciris5 to save

Create Compliance Query

Name your query Check for Administrator PW Expiry. Click OK to continue.

Create Compliance Quer

Enter compliance gquery name

x|

|Check Administrator PYW Exping

| OK || Cancel |

You may need to use the Refresh button in order for your new query to appear in the container

list.

Tivoli. Secur

ot Calles
Folicies
_4 Policies
E--E=] M Teln

Expand the Policy Object and then the Compliance Objects container by clicking on the lever icon
and select your new compliance query. You will now create a query to check for the non-

compliance.

In the right hand pane, make sure the Compliance Query tab is the current selection.
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In the query work space, you can enter a SQL query definition or you can use the Build SQL
utility to build your query. Here you will use the Build SQL utility to create the compliance query.
Expand or maximize the view of the Administration Console to see all the options available.

Click on the Build SQL button to start the utility.

Tivoli Security Compliance Manager Console - server1{admin)

Tivoli. Security Compliance Manager

% File Clients Collectors Users Proxy Policies Reports Security Tools

Policies

rPolicies

-Description - Ctrl+S to save
Check that the Windows Administrator has a set length for password expiration '%!

[ Palicies
@ =] Check PW Expiry
@® [ compliance Objects
Check Administrator PV Exp
D Snapshots
[ suppressions

Use {N} to insert the value of col M into the Column bering starts at 0.

| -ftem Priority

) High ® Normal O Low

Compliance SOL |

| Save || Run Query || Test Message || Build SQL |

The SQL Query Builder window is now displayed and you begin with the Tables tab.

SOL Query Builder 1[

Tables

(Step 1)

rTables

Select the tables to be used in the query. At least twa tables must be selected in arder to join them in step 2. Otherwize,
processing continues with step 3.

@ = SCMTahles
[ EH ANY_JRE_IMFO_W1
vl B WAIN_PW_EXPIRY W1 |
[0 E WIN_NAY_1

Back Next ‘ Finish Cancel
P,
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Check the tables you wish to work with. Check the WIN_PW_EXPIRY_V1 table. Click Next to
continue. If you had selected more than one table, then you would go to the Join tab (Step2).
Since only one table was selected, the SQL Builder takes you to step 3, Display.

SOL Query Builder x|

Display
(Step 3

rDisplay Col:

Select one or more columns to display
@ = SCM Tahles
@ = win_PW_EXPIRY_W1
vl B cL_iD
[ ER INSTANCE_ID
[0 BB LOGDATE
v E3[USER_ID|

| Back || Mext || Finish || cancel |

Expand the table WIN_PW_EXPIRY_V1 by clicking on the lever icon to see the fields. Select the
CLI_ID and USER_ID fields. This will display the CLI_ID and USER_ID in the query results.

Note: the compliance query must return the value of the CLI_ID column in order to reveal the
client system identity. The CLI_ID is a value assigned by the Security Compliance Manager
Server that uniquely identifies the client system in the Security Compliance Manager
environment.

If other tables were selected, they would be displayed here and you could choose to display
additional fields from these tables.

Select Next to continue with the next step or select the Criteria (Step 4) tab.

S0QL Query Builder |
Step 4

rCriteria Tables

Click Add to add a criteria to specify the search candition. Then click the columns to choose the values fram the list Forthe value

calumn, enter a value.

Select [ Colurin Mame [ Operatar I Walue [ condition

| Add || Remove || Show Criteria |
| Back || wext || Fnish || cancel |
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Here you will specify the selection criteria. Click on the Add button to get a new line to build your
selection criteria as shown in the example above. Complete the row so it appears as below.

SQL Query Builder

[Fomn [ Saveis |
(e T JEos e ]

Column Name : WIN_PW_EXPIRY_V1.USER_ID
Operator: IN or Equal (=)
Value: Administrator. (this is a text string. The collector stores userid string in

it's data base table if the password is set to never expire.)

When the row has been completed, select the Finish button. You do not need Sort Criteria for
this compliance query.

S0L Query Builder

Your next screen should have the information as the one below (see Note).
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Tivoli Security Compliance Manager Console - server1{admin}

Tivoli. Security Compliance Manager

<7
(573

File Clients Collectors Users Proxy Policies Reports Security Tools

SRoles | Proxy | Tables | Policies | Report

rPuolicies
[ Palicies
@ = Check PW Expiry
@ [ Cornpliance Ohjects
Check Administrator PW Exp
D Snapshots |
D Suppressions

Description - Ctri+5 to save-
Check that the Windows Administrator has a set length for password expiration

Use {M} to insert the value of column N into the message. Column numbering starts at 0.

ftem Priority

) High ® Normal O Low

Compliance SQL |

%||SELECT hostname JAC_DATAWIN_PW_EXPIRY_W1.CLI_ID, JAC_DATAMIN_PW_EXPIRY_¥1
A FROM JAC_DATAWIN_PW_EXPIRY_¥1

HERE (JAC_DATAMWIN_P'W_EXPIRY_V1.USER_ID IN {Administratory)

[ »

| Save ,4| Run Query || Test Message || Build SOL |
X

Note: in the Compliance SQL pane above, line breaks were inserted to show the query detail in a
more readable view. In your example, the query will be one long line. We added hostname as
part of the query. You can reformat as above. Select Save.

To test the compliance query, select Run query. The results are displayed in the Compliance

Query results window.

Compliance Query results k il
HOSTHAME CLI_ID USER_ID |

SERVERS 11 [N SEEACOE

SERVERL |2 |Administrator

2 rowes received

<]
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The violation message for each compliance query can be customized. The middle box in the right
hand frame allows you to create the message. Use of bracketed numbers allows the display of
the column values from the query results. For example, we can set the violation message to be:

Hostname, {hostname}, ITSCM Client ID {ID number} has Administrator id
password set to never expire.

Using the column numbers (starting with column zero) type the following in the message box:

Hostname, {0}, SCM Client ID {1} has Administrator id password set to never
expire.

Tivoli. Security Compliance Manager

é‘} File Clienis Collectors Users Proxy Policies Reports Security Iquls @”r_.lel.p

Clients | Collectors | UsersiRoles | Proxy | Tables | Policies | Reports | Quer
Palicies 1
I Policies : Description - Ctrl+5 to save
® [ Check PW Expiry | Checkthat the Windows Adrministrator has a set length for password expiration =
® 3 Compliance Objects :|-Use (3 to insert the value of column N into the message. Column numbering starts at 0.

Check Administrator PYY Exp Hasthame, {03, SCM Client 1D {1} has Administrator id password set to never expire I
[y snapshats i
[y suppressions

tem Priority
' High ® Normal  Low

[ ‘Compliance SQL |
“|SELECT hostname, JAC_DATAWIN_FW_EAPIRY W1 .CLIL_ID, JAC_DATAWIN_PW_EXFIRT W1

A|FROM JAC_DATAWIN_PW_EXFIRY W1
HERE (JAC_DATAWIN_PYW_EXPIRY V1 USER_ID IN (Administrator)

| Save || Run Query || Test Message || Build SQL |

[

q]

Select Save to save the Compliance object. Select Test Message to see the violation messages
displayed. Following are the results:
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Compliance Query results L x|
ClientID k Yiolation Message
1 Hostname, SERVERZ, SCH Client ID 1 has Adwinistrator id password set to newer exXpire.
2 Hostname, SERVER1, 3CH Client ID Z has Administrator id password set to newer expire.

2 rowes received |
! I

[»

| copy | sae | Close |

Create another compliance query for this policy that checks whether the db2admin has its

password set to never expire.

Create Compliance Query

Enter compliance query name

]

[Check DBZ administrator PW Expind

| ok || cancer |

The following shows how the description, violation message and compliance SQL should appear.

rDescription - Ctri+S to save

I Palicies
@ [= Check PW Expiry

!
A Check thatthe DB2 administrator id has a set length for passwaord expiration Li

9 3 compliance Ohjects
Check Administratar P Exp
Check DB2 administrator P
D Snapshots
D Suppressions

rUse {M} to insert the value of column N into the message. Column numbering starts at 0.—
Hosthame {0}, SCM Client ID {1} DBZADMIM ID never expires.

-tem Priority

i_J High '@ Mormal

i Low

| Compliance SOL |

FROM JAC_DATAWIN_PW_EXPIRY_¥1

|[SELECT hostriarme, JAC_DATAWIN_PW_EXPIRY_W1.CLI_ID, JAC_DATAWIN_PW_EXPIRY_V

HERE (JAC_DATAWWIN_PW_EXPIRY_%1 USER_ID IN (dbZadminT)

Il
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10.1.3

Note: Again in the Compliance SQL area above, line breaks were inserted to show the query

detail in a more readable view.

Remember to save the query using the Save button. You may have to expand the Administration
Console to view the option buttons displayed at the bottom of the console.

The next step is to generate a collector list for this policy. Select the policy name and then in the

right hand window click on the Generate Collector List button. This will add the

win.any.PwExpiryV1 collector to the policy. Now, click on the Save Collector List button.

Tivoli Security Compliance Manager Console - server1{admin)

Tivoli. Security Compliance Manager

@ File Clients Collectors Users Proxy Policies Reports Security Tools

b

:.Cli_e_rlt_"s: Collectors [ Users/Roles [ Proxy [Tables [ Policies [ Reports | Query [ Security Server |

Policies i
| ralicies

@ [= Check PW Expiry

@ [ compliance Objects

Check Administratar PYW Exp | ¢

Check DBZ administrator P¥

[ snapshots B

D Suppressions

| -Description - Ctri+S to save
2| checkthe PYWD Expiry of selected userids

| [Schedule ' Collectors |

Collectors included with this Policy

|| Compliance QuendCollector Mame | Caollectar
i Check inistrator PYY Expiny

A PwEnping ) ) win.any. PwExpiny1
#| \Check DB2 administrator PYWD

A PwExpind win any. PwExpiny1

Generate Collector List {| Save Collector List
]

Snapshots

The next step is to create a snapshot. A snapshot will generate a test of the Policy. You will
create a snapshot to run against Win2000 Platform group.

Before running snapshots, ensure the necessary collectors are installed, authorized and
registered. Assign the policy to the Win2000 Platform group. Go to the Clients tab, from the
Collectors view, run the policy’s collector instance (FROM column identifies the policy;
CHECK_PW_EXPIRY), as shown below.

Cresated by Phil Billin

Page 146

29/09/2005



Tivoli Security Compliance Manager Console - server1{admin)

Tivoli. Security Compliance Manager

@ File Clients Collectors Users Proxy Policies Reports Security Tools

=
. _ % Help
Clients [Collectors | UsersiRoles | Proxy | Tables | Palicies | Reports | Query | Security | Server |
Groups/Clients i _PUliE es | Collectors |
glmlr:(' Collector Mame | Fram [ il
nacte win.any.PWExpInA/1
@ [ Win2000 Platiorm (D=1) | *| ™ pe e orias \Check PV Expiry
@ [JH SCM Clients (D=3 ; ; ; Add collector
e [l SCh Servers (D=2) :
Run collector %
(Client Information | Collector Data
Alias
| Route
| Tables ‘ e
Data
-Search

Return to the Policies tab, right click the Snapshot object and select Create Snapshot.

Tivoli Security Compliance Manager Console - server1{admin}

Tivoli. Security Compliance Manager

- 10l x|

4 Help
Clients [ Collectors |UsersMoles | Proxy [ Tables | Policies [ Reports [Query [ Security [Server |
Policies ;
|1 Policies

£2 File Clients Collectors Users Proxy Policies Reports Security Tools

@ =] Check PW Expiry
@ [ Compliance Ohjects
D Snapshots

[ suppressions u&- Cleate Snap..suot

‘| -Description - Ctrl+S to save
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Answer Yes to the following dialogue box.

Select an Option |

Snapshot generation might take a while. Continue?

I Yes Il No ||Cance||

Answer Yes to restrict this snapshot to a group; select the Win2000 Platform group.

Select an Option

Would you like to restrict this snapshot to a group?

x|

| fes || No ||Cancel|

Select a group

SOM Clients (ID=3)
SCM Servers (1D=2)

Win2000 Platform (D=1}

| 0K || Cancel |

Expand the snapshot by clicking the lever icon next to the snapshot. You should see a snapshot
for Group: Win2000 Platform with several violations. Details of the violations are displayed in the
right had frame under the Violations tab. Notice the custom message that we created earlier.

ecurity Compliance Manager Console - server1{admin}

Tivoli

Security Com

s}

e Manager

> File Clients Collectors Users Proxy Policies Reports Security Tools

1 Policies

-] Check PYW Expiry
@ [ Compliance Objects
® (X snanshots

@ (T Group: Win2000 Platform
Wiolation Count: 3

D Suppressions

Policies

IrDescriptinn - Ctri+5 to save
|E. ot last get

Gi04 11:12

A tem Priority

[Enapshot 2004-06-28 11:1 211 :

r High

5

5 Normal () Low

i

Violations |[S

Host narme

Message

|| SERVERI (D=2
|| SERVERZ (D=1}
|| SERVERT (D=2)

Hostname, SERYER1, SCW ClientID 2 has Adrr

Hostname, SERYERZ, SCM Client ID 1 has Adrr

Hostname SERVER1, SCM Client ID 2 DB2ADM

Ly
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Click the level icon next to the individual snapshot to view the detailed results for each
compliance query. You can see that the Compliance object is coloured red, indicating a non-

compliance has been found. The colour is determined by the Item Priority setting in the
Compliance query object pane.

Bold Red = High
Red = Normal
Yellow = Low

Click on the compliance object in red to see the violation details for each compliance query.

Tivoli Security Compliance Manager Console - server1{admin}

Tivoli. Security Compliance Manager
@ File Clients Collectors Users Proxy Policies Reports Security Tools
Clients [ Collectors | UsersiRoles | Prozy | Table

Policies :

-
& Help

5 | Poiicies | Reports | Query | Security | Server |

| Policies | -Description - Ciri+S to save
@ [= Check Py Expiry

® 7 Compliance Objects

§ [ snapshots :

Snapshot 2004-068-28 11:12:0 =

@ ¥ Group: Win2000 Platiarm ;

Yinlation Count: 3
Check Administrator Py

Checkthatthe Windows Administrator has a get length for pagsword expiration =
i|rttem Priority

i High (& Normal Low

|[Vioiations | Suppressions | Compliance SQL |

il #| Aiolations
Check DB2 administrator| : Host name | Message
D Suppressions SERVERZ (ID=1}

[Hoslname, SERVERZ, SCM Client ID 1 has Administrator id passw..

SERVER1 (ID=2) |Hostharme, SERVER1, SCM Client ID 2 has Adrministrator id passw...

|4

v

Now that a snapshot has been generated, you can save the snapshot to html or you can email
the snapshot to the e-mail address defined in the Policy object.

This will take you through generating html output for the snapshot.

Right click on the Snapshot object to get the Snapshot options menu. Select Export Snapshot to
HTML.
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Tivoli Security Compliance Manager Console - seryer1{admin)

Tivoli. Security Compliance Manager

@ File Clients Collectors Users Proxy Policies Reports Security Tools

rPolicies

1 Palicies
@ =] Check PW Expiry

: rDescription - Ctrl+S to save

@ O compliance Objects

@ [ Snapshots :
Shapshot 2004-06-23 11120 =

D High ® Normal O Low

@ (X Group: Win2000 Platform
wialation Count: 3

Check Adrministrator Py
Check DB2 administrat

Message

[ suppressions 1SERVERT (0=2)

Hostname SERVERT, SCM Client 1D 2 DB2ZADMIM ID never expires.

| BERVER1 (ID=2)

Hostname, SERVER1, 8CM Client ID 2 has Administrator id passw.

Hostname, SERVERZ, SCM Client ID 1 has Administrator id passw...

|| SERVERZ (D=1}

N T rH|

20

You will be prompted with the Windows file manager save dialog box. Choose a location on your
system to save the html file. Once you save the file, you will have the opportunity to view it.

[ save x|

|8c:x

Look in:

-] = (8] =]

O3 CFBSAFE

O3 Documents and Settings
3 Downloads

3 Drivers

O3 IBMTOOLS

CIICONS

-

File name:

[Expiry_Snaphot_os042004

| | _sawe |

Files of type: |HTML Files (*.html, *.htm)

VH Cancel |

Yiew Snapshot Report? |

E Export complete. Do you wish to view the report?

Yes Ho

Select Yes to see the report. A popup now appears containing a view of your report.
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10.1.4

snapshot report =

etk

il

Snapshot for Check PW Expiry

Violations 3
Generation time 28-Jun-04 11:12:03
Current time  28-Jun-04 11:19:56
Restricted to group YWin2000 Platform

Compliance name: Check Administrator PYW Expiry
Description: Checkthatthe Windows Administrator has a set length for password expiration

Violation Count: 2

Hostname Message

Hosthame, SERVERZ, SCM Client ID 1 has Administrator id password setto never
expire.

Hosthame, SERYERT, SCM Client ID 2 has Administrator id password setto never
expire.

SERVER2(1)

SERVER1(2)

Compliance name: Check DB2 administrator PWD Expiry
Description: Checkthatthe DBZ administrator id has a set length for password expiration
Violation Count: 1

Hostname Message

SERVER1(2) | Hostname SERYER1, SCM Client 1D 2 DB2ZADMIMN 1D never expires.

Suppression

In some cases, there may be valid reasons for policy violations. In these cases, policy violations
can be suppressed. Suppression can be established based on clients, client groups and/or
compliance queries. The suppression can be set with an expiration date. An example where
suppression could be used is in the case of new machines being rolled out. A suppression can be
created to allow a grace period during which new machines can be brought to the proper level of
compliance.

Next, a suppression will be created for the Server2 machine until July 10, 2006 because it is part
of a roll-out of new machines.

To define a suppression, right click Suppression in the Policies view and select Create
suppression.
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Tivoli Security Compliance Manager Console - serveri{admin}

Tivoli. Security Compliance Manager

Z2 File Clients Collectors Users Proxy Policies Reports Security Tools

Policies-
[T Palicies
@ [=] Check PWW Expiry : =
@ [ Compliance Objects
& [ Snapshots B

D Suppressions :
[ Create Suppression

5 | Polcies |Reports | Query | Security

: -Description - Ctrl+5 {o save

Provide Suppression name; set the expiration date to a future date 2006, July 10; select Server2
under Clients; select both Compliance Objects.

-Create Suppression-

Describe the suppression to be created. In the Suppression criteria pane, select the clients, clients groups, compliance abjects, and message
text to be used in defining the suppression. Glick Display Queryto generate an SAL guery staterment that describes the suppression. Modity the
query, if desired, and then click Save.

5 o Clients
uppression hame
|Se':\lf]er2 exempt due to rollout SeRn
SERVERZ
Expiration Date
2004 [] [ay =] [=
2005 |[#4 Lune 2 (&
2006 Luly 9 E Groups
2007 [+ |august  [o] |10 T
Win2000 Flatform
T SCM Clients
System exempt until 10 July 2004 due to 2004 rall
ut.
Compliance Objects
Message text Check DB2 administrator PWD Expiry
Check Adrministrator PV Expiry

SOL Query

Display Query [
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Select Display Query to generate the SQL statement then select Save.

Create Suppression

Create Suppression 7

guery, if desired, and then click Save.

Describe the suppression to be created. In the Suppression criteria pane, select the clients, clients groups, compliance ohjects, and message
text to be used in defining the suppression. Click Display Query to generate an SAL guery statement that describes the supprassion. Modify the

Suppression name

Clients
SERVER1
\BewerZ exempt due to rollout SERVER?Z
Ezpiration Date
2004 [~ [May a7 [«
2005 2 [June 2 &
2006 July kel E Groups
2007 (| |August = [10 SCM Servers
Win2000 Flatform
ELEL SCM Clients
System exempt until 10 July 2004 due to 2004 roll
ut
Compliance Objects
Message text Check DBZ2 administrator PWD Expiry
Check Administratar PYW Expiry
S0L Query
here CLI_ID in (select CLI_ID from JAC_SYS.CLIENTS where JAC_8YS CLIENTS.ALIAS in ('SERVE

R27 and COM_ID in iselect ID fram JAC_SYS COMPLIANCE_SQL where JAC_SYS.COMPLIANCE_&
QL MAME in {Check DB2 administrator PWD Expiry ' "Check Administrator PW Expiry})

|[Dispiayouery | save || canca |

Select Create Snapshot to generate a new snapshot and see how the suppression works.

Tivoli

&2 File Clients Coll

ectors

Policies:
[ Policies

@ ] Snapshots
@ [ Buppressian|

Description - Ctrl+S to save
§ = Check PW Expiry
@ [ Compliance Objects

E Create Snapshot j
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Instead of three violations, the snapshot only has two violations. In the left frame,
Suppressions, you see the suppression created for the Server2 client.

under

Tivoli Security Compliance Manager Console - server1{admin}

Tivoli. Security Compliance Manager

Eee |

%> File Clients Collectors Users Proxy Policies Reports Security Tools

‘Clients [ Collectors | UsersiRoles | Proxy | Tables.
Policies

| Policies | Reports | Query | Security | Server

| Palicies
@ =] Check PW Expiry
@ [ Compliance Ohjects
@ [ Snapshots
Snapshot 2004-06-28 11:1 2:03.672
[ Group: Win2000 Platfarm
Yinlation Caunt: 3
Snapshot 2004-06-28 12:25:41 109

® (%3 Group: Win2000 Platform N G D :
e i : Host name | Reason | Suppression Name |
Check Administrator P Expiry (1] 5| | SERYER2 (D=1)

Description - Ctri+5 to save

ttem Priority
: High

} Normal

Low
[Miolations | Suppressions |(Compliance SOL |

Systarn exarnpt until 10.July...|Server 2 exarapt dug tor.. |

Check DBZ administrator PWO E| ¢
@ [ Suppressions :

00 Server 2 exempt due to rollout

i

3}

10.1.5 Policy Schedules and Collectors

A schedule can be set to run the Policy at regular dates and times. In addition, the snapshots can
be emailed to the proper administrators.

Select the Check PW Expiry policy, and then select the Schedule tab. set the Send destination
to scmuser@myorg.com. Select the months, days of the month and times you want the
snapshots to be run. The email address in the Send destination field is also used with the Send

now option for policy snapshots. If a mail server is not available refer to Installing an Email server
in this cookbook.
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Tivoli Security Compliance Manager Console - server1{admin)

Tivoli. Security Compliance Manager

w File Clients Collectors Users Proxy Policies Reports Security Tools

Clients I’Cnllemnm ['UsersiRoles | Iﬁ‘rn I]‘ahles rP[IIICIES fBBpm'ts [Query [Security Serve

=101 x|

Policies

[ Policies

@ =] Check PW Expiry
& [ compliance Ohjects
& [ Snapshots
@ [ Suppressions

5; Description - Ctri+S to save
“||Check the PWD Expiry of selected userids

Schedule [Collectors |
Send destination

|scmuser@rmyorg.com

Snapshot Schedule

Month . (Day of Month Vi
January Wiol [Joz [Joz | [Jo00:00
February Co4 [CDos Cos | Doz
mﬁfh Cor Moz Dos | O oso0
May Do 011 O12 | O os00
June 13 (114 #15 | Wizoo
iﬂ“’ust D6 D17 D18 | O1500
Sonomber | (19 [H20 2t | [0
Octaber M2z D23 D24 || 2100
MNovember 025 [O26 [027

December Cas D29 [@a0

731

save |

[7] 01:00
[T] 04:00
[T1 o7:00
[T1 10:00
[C1 13:00
[T1 18:00
1 18:00
[T] 22:00

[T 0z:00
[T 05:00
[T 08:00
I 11:00
[114:00
[117:00
[ 20:00
[T 23:00

Select Save. When the snapshot is executed, the resulting snapshot can be displayed on the
Administration Console. In addition, the snapshot will be sent to the email address specified in the

Send destination field.

Go to the CoIIectors tab to set the schedules for the collectors associated with policy.

ce Manager Console - server1{admi

Tivoli. Security Compliance Manager R

&2 File Clients Collectors Users Proxy Policies Reports Security Tools

‘Clients [ Collectors | Users/Roles Proxy | Tables rF'lJIICIBS | Reports [ Query | Security [ Server |

=10 %]

Policies

[ Policies

@ [=] Check PW Expiry
@[ Compliance Ohjects
@& [ Snapshots
@ [ Suppressions

|- Description - Ctii+S to save
‘|| Chackthe PWD Expiry of selected usarids

hedule | Collectors |
Collectors included with this Policy-

Comnpliance QuendCollector .. | Collector |

Check Administrator PW

PuEsxping1 win.any, PwERpin1
:| | Check DB2 administrator )
PuwEspint1 win.any. PuwEsping1

Generate Collector List

[
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Double click the schedule icon (grey bars) for the collector. The Edit collector schedule window

will appear.
Edit collector schedule |
Schedul
{ I | - =
Months of year
September -]
October
November
December -
[C] Randomize
rDays of month |—Days of week
1 — Sunday
2 Monday
3 Tuesday
4 Wednesday
a Thursday
3] Friday
T Saturday
g -
[C] Randomize [[] Randomize
rHours Minut:
12am ~| ||o -
Tam 1
2am 2
3Jam 3
d4am 4
Sam 5
Bam 4
Tam - 7 -
[C] Randomize [[] Randomize
OK Cancel

Set the collector schedule; then select OK.

Compliance Manager Console - server1{admin)

Tivoli. Security Compliance Manager

<M

7 File Clients Collectors Users Proxy Policies Reports Security Tools

rPolicies

9 Palicies

@ [=] Check Py Expiry
@ 9 compliance Ohjects
@& [ snapshats
@ [ suppressions

’—Descrimiun - Ctri+S to save

Collectors |

i rCollectors i with this Policy

: Compliance QuendCollector Collector

#[ Check inistrator PW

: PwBspiny1 wein any PuwEspings1 I |
*| Check DB2 inistrator

: PwExpind1 win.any. PuwEsxpind I )

Checkthe PWD Expiry of selected usetids |%|

1]

Generate Collector List | | Save Collector List
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Note that both compliance queries use the same collector so the schedule change is reflected for
both compliance queries.

Use Generate Collector List and Save Collector List to include the necessary policies,
collectors and schedules into this policy (creating the policy bundle).

If you use Send Snapshot with a snapshot, the snapshot is sent to the email address specified in
the Send destination field under the Schedule tab for the Policy. To view the snapshot email, be
sure the ArGoSoft mail server is running on the VMWare session. Execute Send Snapshot for

the policy snapshot. On the VMWare session, open Outlook Express. It has been configured to
receive email for scmuser@myorg.com.

10.1.6 Policy Bundles

Policy Bundles are special files that contain all the resources and information required to produce
a snapshot report of the given policy. With policies, all collectors, collector schedule and
parameters, and compliance queries required to produce an accurate and meaningful snapshot
can be added to the appropriate client systems and client groups.

In this section you will import a Policy that comes packaged with IBM Tivoli Security Compliance
Manager.

Latest versions of the policies are available from the ITSCM download web site

Select the Policy Container object in the Policy tab. Right click on the Policy object and select
Import Policy.

Tivoli Security Compliance Manager Console - server1{admin} .. = |E| ﬂ

Tivoli. Security Compliance Manager

%3 File Clients Collectors Users Proxy Policies Reports Security Tools 2 Help

Clients (Collectors | UsersRales | Proxy [ Tables | Policies |Reports [ Queny Iseannyli’Senmr 1
Policies :

3 Palicies = {|rDescription - Ctri+S to save
© [=| Check PW Expiry | Create Policy : -
M : :
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You will be prompted with the Windows standard file manger selection box. Navigate to the

following directory:

C:\SCM Demo\SCM Code\scm510\policies

Select Network_Windows.pol and then select the Import button.

x|

[ Metwork_aAl pol

[y Network_RHL.pal

D fletwark_Windows.pol
D Systerm_Al pal

D Systern_RHL. pol

|_°] Svstem_Windows. pol

Look in: ‘ﬁpulicies '| @ @ @ H

=
-

File name: |Netwnrk_Windnws.pDI || Import |

Files of type: |Thmli Security Comphance Manager Poli... « | | Cancel |

You are prompted to give the policy a name that will appear in the Policy container object.

Policy Name

Enter a new name far this paolicy. The name must not be the same as an
existing installed palicy.

[Metwork_windows Policy |

%]

Cancel | Back || Hext

Here, the name was specified as Network_Windows Policy. Select Next.

The import process now begins with the import of Collector Signatures.
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Click Next to continue the import process.

After the Policy Installation completes, select Finish to complete the import process.
Return to the Policy object list and expand your imported policy by clicking on the lever icon.

If you expand the Policy object for the newly imported policy, you will see a list of the compliance
query objects that have been imported.
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Tivoli Security Compliance Manager Console - server1{admin}

Tivoli. Security Compliance Manager

@ File Clients Collectors Users Proxy Policies Reports Security Tools

Clients | Collectors | Users/Roles | Proxy | Tables ||
Policies

% Help
Policies rRx_sn'urls' rl:‘!_uerv r_Securily rSErver |
HlPolicies
@ [=] Check PYY Expiry
% = Metwork_Windows Policy
9 [0 compliance Ohbjects

Description - Ctri+S to save

WY 2K IS Account Restriction
Wi 2K Prohibited SHMP Cormmunit
Wik 2k Prohibited Services

willd 2K Terminal Server HKCR Resti| &
D Snapshots

D Suppressions

T*

The next step is to register the collectors to make them available for clients. You can tell that
there are unregistered collectors that are part of the policy bundle by red circle icon in the Policy
object.

@ [ Metwork_Windows Policy

Return to the Collectors tab, expand the groups of collectors.

Tivoli Security Compliance Manager Console - server1{admin}

" — 1Ol x|
Tivoli. Security Compliance Manager 3 S
.
Z3 File Clients Collectors Users Proxy Policies Reports Security Tools %! Help
‘Clients [ Collectors [Users/Roles | Proxy [ Tables [Policies | Reports [Query |/ Security [Server |
Collectors i
P = any :
? = any
FE any.any.Jrelnfoy
@ = win
P Eany

win.any.Groupsi
T2 win.ary Mawsl
T2 win.any. PwExpind
win.any.RegPermsy
win.any.Servicesyl
win.any. Snmpactive’y1
win.any.Useryl

ks
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You can see that the new collectors that have been imported as part of the policy bundle are not
authorized or registered (notice their icon).

Right click on the win or win -> any folder and select Authorize Collectors.

Tivoli Security Compliance Manager Console - server1{admin)

ivoli. Security Compliance Manager

1Ol x|
%2 File Clients Collectors Users Proxy Policies Reports Security Tools ' Help
Clients | Collectors | UsersMoles [ Proxy | Tables | Policies | Reports | Query | Security [Server |
Collectors
P B any
@ Bz any
F2 any.any.reinfav
P E= win
@ Bz any

win. any.Group sy i

FD win.any.Nawy1

T2 win.any. PwExRiny1
win any RegPermsyvl
win any Servicesil

istall Collectors

I%nuthnrize Collectors:
Register Collectors

Unreyister Collectors

Wi, &Y. S A pACtiven

Delete Collectors
win.any.Usens

Select the authorization key (key001) and provide the keystore password (passwOrd). After the
collectors have been authorized, again select the win or win -> any folder, right click and select
Register Collectors.

Compliance Manager Console - serverl{admin)

Tivoli. Security Compliance Manager

=

iz» File Clients Collectors Users Proxy Policies Reports Security Tools
Clients | Collectors [[UsersiRoles | Proxy
Collectors
¢ = any
@ Erany
T any. any. Jrelnfovl
P = win

@ = any

' Help
| Tables | Policies | Reports | Query | Security [ Server |

E wein any. Graupsyl

£ win.any. Maw1

£ win.any PwExping1

El win.any. RegPermsy1
win.any. Servicesv

Install Collectors

Authorize Collectors
Register Collectors
E Unregister Collectors

win. any. SnmpActivey'1
win any. Usery1

Delete Collectors
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Register Collectors x|

Callectars

win.any.Groupsiyl
win.amy. RegPermsh'
win.any. Senicesyt
weib.army. SnmpActivetl
win.any.lsen

Yes Ho

Select Yes to register all the collectors.
The icons will change for the individual collectors to Registered status.

li Security Compliance Manager Console - serveri{admin}

Tivoli. Security Compliance Manager

% File Clients cCollectors Users Proxy Policies Reports Security Tools

Collectors
rs

P = any
@ E=any
2 any.any.Jrelnfovl
P = win E
@ = fany
2 win.any.Groupsyl
F win.any.Maw1
F2 win.any. PwEsxpind1
2 win.any.RegPermsy1
T2 win.any.Services\V1
‘E win.any. SnmpActive’!
T2 win.any.Uservl

Go to the Clients tab. Add the policy to the Win2000 Platform group.
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Tivoli Security Compliance Manager Console - serverl{admin}

Tivoli. Security Compliance Manager

] Collectors |
P |lcallectar.]  Fram Schedule
THACIRA | in.any.P1
@ [ Win2000 Platform (D=1 LAl 2 5 - — N
Lo |ﬁ| SCM Clients (ID=3) Reqgister client = e =
@ [l 5CM Servers (ID=2) Unregister client
Group »
" Policy | A poticy
Collector 3 Remove policy
Actions »
Show »
Collector Data
;| Route
Tables -
| Data
‘Search ¢
I I

Select the Network_Windows Policy; select OK.

Select a policy ll

Check PV Expiry
Metwork_Windows Policy

Cancel
x|

5] Successful:1
il Failed:0

To ensure data has been collected, use Run collector to run each of the policy’s collectors. Use
the From column in the Collectors view to determine which collectors belong to the policy. In a
production environment, the policy’s collectors would be assigned a schedule so that collector

data is retrieved based on schedule.
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Tivoli Security Compliance Manager Console - server1{admin}

Tivoli. Security Compliance Manager

GroupsiCliemts————————
& Al
&= Inactive
@ [ Win2000 Platform (D=1}
@ [l 5CM Clients (1D=3)
& (71l 5CM Servers (ID=2)

| (Palicies | Collectors |

A|callector Mame Fram Schedule |
| win.amy.Groups

A WINZK NS .. [Network_Windows Palicy I R

| lwin.any.PwExp

A PwExpin1  |Check Py Expiry N |

|jwin.any.RegPer

WM 21 Ter... Network_Windows Palicy

.|| win.anv.Service
A w21 Ter.. Metwork_Windows Policy

Add collector
Remove collector

| lwin.amy.S A

WM 21 Pro.. [Network_Windows Palicy

Edit collector hame

win.any.Usery1
Al OWINZENS ..

Metwork_MWindows Policy

Edit collector schedule

Test collector

parameters

Collector Data |

Alias
| Route
Tables -

| pata

rSearch
[

Run Collectors

E Are you sure you want to run 1 collectors on 2 clients now?

[ves || no |

x|

Return to the Policies tab and refresh the display. You will see that the Policy object icon no

longer indicates that the policy’s collectors are unregistered.

Now create a snapshot for the policy and assign to your Win2000 Platform group. Review the
results and investigate what data the individual Compliance Queries are looking for.
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Tivoli Security Compliance Manager Console - serveril{admin}

Tivoli. Security Compliance Manager

@ File Clients Collectors Users Proxy Policies Reports Security Tools

Clients rCnllé[:lurs rUsers.fRi]_le's rPrnxy rTahles rPnlicies rRepnrls rQuery rSecur'ily rServer |
Policies :
3 Palicies il rDescription - Ctri+S to save
@ =] Check PW Expiry ; =
@ =] Metwork_wWindows Policy i
@ [ Compliance Ohjects
D Snapshots

[ suppressions Ly Create Snapshot |

You will most likely see one or more violations. Verify ITSCM, test some ITSCM Base Functions

102 Sample Installation of selected policies: Linux + UNIX

policies

Go to the Policy Tab and select: Import Policies

oli Security Compliance Manager

Compliance Manager

Z3 File Clients Collectors Users Proxy Pnlicies| Reports  Security Tools ' Help
Clients rCollec‘lors rUsersJ'Roles rProxy Tak Create Policy Strg-H Security | Server |
Policies [ Import Policy Strg-1

D Policies

Point to the correct directory
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L__Import x|

Suchen in: ||:Iinux v| @ @ @ -

[ Metwark_Linusxgpol
[ swstern_Linw: pol

Dateiname: [Metwork_Linuxpol | | Import |

abbrechen |

Dateien des Typs: | Trvoli Security Compliance Manager P... ~ | |

Optional: Enter a new name of the policy, Next

<]

Policy Installation

The collectors and compliance objects caontained in the policy are now
being installed onto the server.

Collector Import Progress
Operation completed

Compliance Query Iimport Progress
Operation completed
Finish

Repeat this step for the System_Linux_Policy

Verify the Network Linux Policy in the Policy Tab, in the screenshot below the right panel shows
the included collectors
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Tivoli Security Compliance Manager Console - t

Tivoli. Security Compliance Manager

@ File Clients Collectors Users Proxy Policies Reports Security Tools

Clients |/Collectors rUsersIRDIes |/Proxy |/T

I Palicies
@ [ Metwaork_Linux Policy
@ [ compliance Objects
\METRC Restrictions
RHOETE Restrictions
JETCIEXPORTS Restriction
JETCIHOSTS EQUIY Prahibit
JETCIPAM.DVOTHER Restrict
JETCIPAM. DVRLOGIN Restric
JETCIPAM.DVRSH Restriction
JETCISYSCTL.CONF Restrict
Anan FTP Access Permissio
Anan FTP Directory Configur:
Anan FTP Directory Permissi
FTP wWorld-ritable Files Re:
MIS Maps Prohihited
Frohibit MIS YPPASSWD
Frohibit REXD
Frohibited Community Mame
TFTF Required Startup Optio
D Snapshots
D Suppressions
@[S Systern_Linux Policy
@ [ compliance Objects
I Restrictions
ITMP Restrictions
/USR Restrictions
MAR Restrictions
MARITMP Restrictions
Home Directary Restrictions
Log Files Required
Login Success or Failure for
Login Success or Failure for
Maximurn Password Age
Minimum Password Length
Prohibited Serices
[y snapshats
[ suppressions

[vf

Description - Ctri+5 to save

Schedule |Collectors
Collectors included with this Policy
Compliance QuengCollector Namel

ahles |/POIicies |/Rep|:|rts |/Query |/Securily |/Server |
Policies B

Folicy for checking the network-related security characteristics of a Linux server.

Collector |

.NETRC Restrictions

RHOSTS Restrictions_30
.RHOSTS Restrictions

RHOSTES Restrictions_30
JETCEXPORTS Restriction

JETCIEXPORTS Restriction_25

FTP World-Writable Files Restri...
ETCHOSTS.EQUIV Prohibited

JETCIHOSTS EQUIY Prohibited_...
ETC/PAM.D/OTHER Restrictions

JETCIPAM.DIRSH Restrictions_39
ETCPAM.D/BLOGIN Restrictions

JETCIPAM. DIREH Restrictions_39
ETC/PAM.D/RSH Restrictions

JETCIPAM.DIRSH Restrictions_39
ETCSYSCTL.CONF Restrictions

JETCISYSCTL.COMNF Restriction...
Anon FTP Access Permissions

FTF Warld-\Writable Files Resti..
Anon FTP Directory Configuration

FTP World-Writahle Files Restr..
Anon FTP Directory Permissions

FTP World-Yvritable Files Restri...
FTP World-Writable Files

FTP Warld-YWritable Files Restri..

FTF World-Writable Files Restri..
NIS Maps Prohibited

MIS Maps Prohihited_38
Prohibit NIS YPPASSWD

FTP World-Yvritable Files Restri...

MIS Waps Prohibited_38
Prohibit REXD

FTF World-Writable Files Restri..
Prohibited Community Names

FTP World-Yvritable Files Restri...

Frohibited Community Mames__..
TFTP Required Startup Options

FTP World-Yyritable Files Restri...

unix.any.HameF 541
unix.any.HameF 541

unix.any FilePermsi1
unix.any Processesi

unix. any. HostsEquivty
unix. any.Pamy
unix. any Pami1
unix.any.Pami1
linux. any. Sysctlh
unizany AnonFtpFilePer...
unix.any.AnonFtpFilePer...
unix.any.AnonFtpFilePer...

unix.any. AnonFtpFilePer...
unix.any Processesyl

unix.any. NisMapsi1

unix.any.Processesyl
unix. any. MisMapsi1

unix.any Processesyl

unix.any Processesyl
unix. any. Snmpdy

unix.any.Processesyl

Generate Collector List
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Verify the System Linux Policy in the Policy Tab, in the screenshot below the right panel shows

the included collectors

Tivoli Security Compliance Manager Console - t

Tivoli. Security Compliance Manager

@ File Clients Collectors Users Proxy Policies Reports Security Tools

Clients |/Collectors rUsersIRDIes |/Proxy |/T

Policies

I Palicies

@ & Metwaork_Linux Policy

@ [ compliance Objects
\METRC Restrictions
\RHOSTS Restrictions
JETCIEXPORTS Restrictio
JETCIHOSTS.EQUIV Prohi
JETCIPAM.DVOTHER Rest
JETCIPAM. DVRLOGIN Res
JETCIPAM.DVRSH Restrict
JETCISYSCTL.COMNF Rest)
Anon FTP Access Permis
Anan FTP Directory Config
Anan FTP Directory Permi
FTP wWorld-Writable Files
MIS Maps Prohihited
Prohibit MIS YPPASSWD
Praohihit REXD
Frohibited Community MNa
TFTP Required Startup O
D Snapshots
[ suppressions
@ 8 Systern_Linux Policy
@ [ compliance Ohjects

I Restrictions
ITMP Restrictions
/USR Restrictions
MAR Restrictions
MARITMP Restrictions
Home Directary Restrictio
Log Files Required
Login Success or Failure
Login Success or Failure

Maximum Password Aoe [

[+

:| -Description - Ctrl+S to save

Schedule |Collectors
Collectors included with this Policy
Compliance QuengCollector Namel

ahles |/POIicies |/Rep|:|rts |/Query |/Securily |/Server |

Policy for checking the systern-related security characteristics of a Linux server.

Collector |

/Restrictions
Log Files Required_25
/TMP Restrictions
Log Files Required_25
/USR Restrictions
Log Files Required_25
NAR Restrictions
Log Files Required_25
MNMARTMP Restrictions
Log Files Required_25
Home Directory Restrictions
Home Directary Restrictions_30
Log Files Required
Log Files Required_25
Login Success or Failure for
Login Success or Failure for *_46
Login Success or Failure for *
Login Success or Failure for *_46
Maximum Password Age
Maximurm Password Age_16
Minimum Password Length
Maximum Password Age_145
Prohibited Services
Frocessesiyit
FProhibited Services_34
Hinetdv1

unix.any. FilePermsi1
unix. any. FileParmsh1
unix.any FilePermsi
unix.any FilePermsi1
unix. any. FileParmsh1
unix.any.HameF 541

unix.any FilePermsi1
unix.any.SyslogCanfy
unix. any.SyslogConfy]
linux.any. LoginDefsi
linux.any. LoginDerfs'1
unix.any.Processesyl

unix. any.Inetdy1
unix. multi Xinetd1

| Generate Coll

ector List |

Follow a similar process to the windows policy install and testing as previous described for the

linux Policies or for Unix policies.
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11 Creating a sample SQL report from the ITSCM administration
GUI

11.1SQL Reports

1) You can use the Reports facility to display and save the result of SQL queries, and to
send the report to a designated email address.

NOTE THAT THESE EXERSICES REQUIRE YOU TO RUN THE
APPROPRIATE WINDOWS COLLECTOR

(Hint: For Windows Services Collector, see the graphic below — you need to right-click on
the Collector below and choose. 'Run Collector’ — it is best to run all the collectors listed
below first to try out some of the reports later on in this lab) —

2) Go to the Clients tab, from the Collectors view, run the policy’s collector
instance (ServicesV1_32), as shown below, if this was not run previously
successfully. Use right click on the collector instance and the Run Collector as
done previously for the other collectors

Tivoli ity Complia
Tivoli. Security Compliance Manager H

@ File Clients Collectors Users Proxy Policies Reports Security Tools

Clients [Collectors | Users/Roles [ Proxy | Tables | Policies | Reports | Query | Security | Server |
Groups/Clients

P ===
—— »|[Policies | Collectors |

if] win0client 1D=3) Collector Name | Schedule
I winP-T23-Phil (D= win.any.PWExpinA/1
i sused_scm_server! PwEsxpin/1

¢ Inactive PwExping/1_30

WinXP-T23-Phil (ID=

& 71 Operating Systerns (D=
@ [l Region APAC (ID=9)

Log ﬂ Region Ameticas (ID=10
@ [l Region China (ID=8)
@ [l Region EMEA (ID=T)

@ [ winPOTGroups (D=35)

@ [ winDgroup (D=36)
windclient (D=3}
@ [ win1Dgroup (D=23)

win.any.Senicesy1
Senicesy1_32

o E H wint 1 L £lD= 24 | |
& [ win1 2group (ID=25) [Client Information |(Collector Data |
@ [ win1 3group (D=26)
e Hwiin1 dgroup (D=27) nlias|WinUcI\em Client type
g E % m:l gg:gﬂg E:g;ég; Primary IP address and port 19450
@ [l win17group 0D=32) Prosy| None = Offline[ ]
@ [ win1agroup (D=33)
Comments|

& [ win18group (D=31)
@ [ win1group (D=14)
& [l win20group (D=34)
& g winzoroup (ID=15)
& [ win3group (D=16)
& [ windgroup (ID=17)

i T s =T,

[¥]

Ol

Search
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Adding a Report
3) Click on the Reports tab on the Administration Console.

Selecting the Reports tab will display the Reports panel.

Tivoli Security Compliance Manager Console - server 1 (admin)

Tivoli. Security Compliance Manager

#3 File Clients Collectors Users Proxy Policies Reports Security Tools ' Help

Reporls

' Send destination

Fun Schedute

[k of Bloanth Week lday Hour

Mo Doz D03 Do [O05 [Oos | Sundsy Clonon [0 [0z o300

[Hor Coe Doa G0 [H11 [Haz _':":::; o400 (/0500 [ 0§00 [ 0700
i v + - T o iadq:

113 []14 :1.5 .:18 7 e Wisdne sy |_|oB:o0 || Do :1EI.I]IZI :11.I:II]

[O1g 020 Sz D2 023 024 | jhursgey (01200 [D1300 1400 D500

[O28 Cize Ti2r [0 [ O30 Friday [Ciag:00 G700 4800 [a8:00
/a1 Saturday  |Mopon [0 20 [0 2200 [0 2300
| Description

rS0L Queny

4) Click on Reports from the main menu bar to display the Reports submenu, and then
click Add Report.
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Tivali Security Compliance Manager Console - serverl {adnvind

Tivoli. Security Compliance Manager

rSund destinsion

Impart repaort

i|Fun Schedule:

i ey of Month Triret HiMirs Wik dany Haur
M=o1 [Goz2 Eoz 50 05 s Suncay Tiork0o o0 D ozo0 [T 0200
HDer [Cos Coa Do D11 D2 ?f:suj:\- Tip4onao osoa [ osoo [Coroo
013 [O414 045 Oe [CO47 [O4aa wedne sy Clog0o Clogog [C4mpn [C 11400
3 [O4a [d20 O2 E2z [O23 024 Thursday 01200 04300 [O14:00 [DA5:00
o2s [C2e [2r Clz2e [Ci2e [Cao Friday TiE00 1700 [ deo0 [ 19:00
H (i1 BEturday Cizooa [z1.00 [0 zz:00 [0 23:00
| mescription

: o
H
|- S0l sy

53 Exacute | Direct Exacute Sl M Bl 5001

5) The Add Report dialogue box will open. The report must be given a name and placed
into a report group. If the group specified does not exist, it will be created. Enter
Windows00 for the Group name and Remote Execution Related Services Report

as the report name.

Add report

Enter a report name (Group/Mame)

x|

[wiindowes 00|

| i |Remote Exectution Service R

3

| ok || cancer |
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11.1.1

You should now see the Group and Report names appear in the Reports panel on the left.

Tivoli Security Compliance Manager Console - susedlinux{0admin}

Tivoli. Security Compliance Manager

@ File Clients Collectors Users Proxy Policies Reports Security Tools

Clients rCoIIec‘lurs rUsersIRDIes rF'roxy rTabIes rPDIicies rReports rQuery rSecur'rly rServer |
Reports : Send destination
= Windowso : | "
[l#f] iRemote Exectutia =
3 windows ;| Run Schedule
#|| oav or month Week day— Hour
[Jo1 [Joz oz [Jod4 [Jos [J06 Sunday [Joooo [Jot:o0 [Jozoo o300
4Dor Dos Cos Do O D12 :‘0”":" [CJoa00 [Cos00 [CJos00 [C07:00
[J12 [J414 18 [J46 [J17 [J18& V\Teedsnea:day [Jogoo [Josoo [J4ooo 4400
018 [O20 [O21 [J22 [J23 [24 Thursday [CJ1z00 [CJ1300 [CJ1400 [CJ1500
028 C26 D27 D28 D28 [d30 Friday [J8:00 (1700 [J18:00 [ 19:00
(i EY Satrday Mmoo [021:00 (02200 [0 23:00
Description
I
SQLQUBW ..............................................................................................................................................
| Execute | | Direct Execute | | Send Now | | Build SQL

Configuring a Report

Configuring a report consists of the following steps:

e entering an email address to send the report to
o specifying when the report will run using the Run Schedule section
o entering a description of what is being reported on
e building a SQL query that will be used to extract the required data from the

collector or system tables in the database
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6) In the Send To field enter the email addresses to which your reports are to be sent.
For this exercise you will not be emailing the report although you can add the user,
scmuser @ myorg.com

Select values for the Day of Month, Week day and Hour. For this lab it will
not matter what values are selected as you will run the schedule immediately,
however entries for these three attributes must be entered in order for the

report to run.

7) Enter a description for the report in the Description field. Enter ‘Active Windows
Remote Execution Related Services’ report and press Save

Reports

= Windows00

[H] IRemote Exectutio| -
3 Windaws

Send destination

-

4 |scmuser@myﬂrg.c0m

Day of Month

[0 D02 [0J03 [CJo4 105 [106
[JoF [Cog [CJos [C010 011 [O12
013 [C14 [C18 [O1e D17 D18
19 D20 [C21 [O22 [23 [024
[C2s D26 [CJ27 [C28 [C29 [030
i |

~Week day

Sunday
Manday
Tuesday
Wednesday
Thursday
Friday
Saturday

Hour

(] 00:00
] 04:00
[C] 08:00
[C112:00
[C] 16:00
[C] 20:00

[C] 01:00
[ 05:00
[ ng:o0
[C]13:00
[C] 17:00
[]i 21:00

R i e ]

[ 0zoo [ 0300
[CI 0600 [ 07:00
[l 1000 [C11:00
[C114:00 [ 1500
[CI1@00 [ 19:00
[JJ 2200 [ 23:00

Description

Wctive Windows Remote Execution Related Service &)

(“Save )| Execute || DirectExecute

SendNow || BuilasoL
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8) The report you are going to create will include the Windows information gathered by
the win.any.Services_v1 collector. To do this first enter the following into the SQL

Query field:

select * from

9) Next, click on Tools on the Main menu bar and select Browse Tables.

Tivoli Security Compliance Manager Console - suse9linux{0admin}

Tivoli. Security Compliance Manager

@ File Clients Collectors Users Proxy Policies Reports Security | Tools @ Help
Clients | Collectors | Users/Roles | Proxy | Tables | Policies | Reports [Quer]__ Browsetables |
Reports : Send destination
Windows00 :
n @ .
= : |scmuserDD Myarg.com ||
fRemote Exectutio|
[ Windows 2| -Run Schedule
|| -Day of Month Week day— -Hour

[CJo1 [Jo2 [Joz [CJos4 [Jos [CJos Sunday [CJoooo [Cot:00 [CJo200 (20300
[Co7r [Dog [Doa [O10 11 12 _"F“U”d;" [CJoa00 [CJoso00 [CJosoo [C07:.00
[O13 [O14 [O1s [O416 [D17 D18 P — [T ogo0 [CDo%00 [C1000 [C11:00

Wednesday
019 [C2o 21 [D22 [C23 0124 Thursday 1200 [CJ13:00 [CI14:00 [C15:00

[Cz2a [O26 (D27 [O28 [Oza [30 Friciay [C1E00 [J17:00 [CJ1800 [C19:00
21 Saturday | Tjagon [0 21:00 [0 22:00 [ 23:00
Description

Wetive Windows Remote Execution Related Seniices

SOL Query
Gelect* from ]

| Save || Execute || Direct Execute || Send Now || Builid SOL
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A new window will be pop up displaying the data table for each collector that has been added to

the server.

Data Tables

X

[ = B v SIEE_ VT
& [T WIN_USER_W

® 1 WIN_FILES_ ¥

© 1 WIN_FILE_PERMS ‘1
® 1 WIN_SERVICES_V1

s

BER CL_ID- INTEGER(4)

EA DESCRIPTION - ¥ARCHAR(1000)
EA INSTAMCE_ID - INTEGER(4)

EA LOGDATE - TIMESTAMP (103

BO LOGOMN_AS - VARCHARM 28

EA MAME - VARCHAR(256)

EA STARTUP_AUTO_START - SMALLI
EPSTARTUP_DEMAMD_START - SMA

EH STARTUP_DISABLED - SMALLINT(

B9 STATUS_COMTINUE_PENDING - 2
B STATUS_PAUSED - SMALLINT(Z)

B STATUS_PAUSE_PENDING - SMAL
B3 STATUS_RUMMING - SMALLINT(Z)
B STATUS_START _PEMDING - SMAL
B9 STATUS_STOPPED - SMALLINT(Z)
EA STATUS_STOF_PENDING - SMALL

© [ LINUK_SYSCTL_ W

| Lo T 0 I T T = =
L i

10) Drag and drop WIN_SERVICES_V1 into the SQL Query field. You will notice that the
SQL query is updated with the table name for that collector. Expand the
WIN_SERVICES_V1 table to reveal the attributes of the table. Now type the word
‘where’ after the table name just dragged across (you don'’t need to close the Data

Tables window just yet)

11) Now drag and drop the attributes STATUS_RUNNING and NAME into the SQL

Query box
12) Complete the SQL Query so it now looks like this:

select * from JAC_DATA.WIN_SERVICES_V1 where

JAC_DATAWIN_SERVICES_V1.STATUS_RUNNING=1 AND

JAC_DATA.WIN_SERVICES_V1.NAME LIKE ‘Remote%’

Where (‘1 means the Remote services are running)

13) Close the Data Tables windows. Keep the query as is or to make it more specific by
entering the criteria for retrieving only the information from certain systems.

It could have been simpler just to type this query directly into the SQL Query
field, but using the drag and drop method will ensure that you have the
schema, table and attribute names entered correctly.
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11.1.2

Tivoli Security Compliance Manager Console - susedlinux{0admin)

Tivoli. Security Compliance Manager

23 File Clients Collectors Users Proxy Policies Reports Security Tools 2

Reports : Send destination
= Windows00 : Iscmuser@mmrg.com
[H] iRemote Exectutio) |/ |

(3 Windows | Run Schedule—————
(Day of Month | rWeek day— Hour
|01 o2 Mo3 Clos o5 o | Sunday [Coooo [0 01:00 (0200 [0300
||Zo7 Cos Dos D10 D11 T4z fﬁ:g:" [ 0400 [00500 [10600 [107:00
D13 Di1e D5 Die D7 Die | Wedn:;’da, [Cos:00 (0900 [010:00 [D11:00
D19 [O20 D21 [022 023 24 | Thureday |0 1200 [013:00 [14:00 [ 15:00
|llC2s e D27 28 28 [0/30 | Friday 1600 [17:00 (1800 (1900
(M mfq | Saturday  |IFsp:o0 [0 21:00 [ 22:00 [0 23:00
Description

tive Windows Remote Execution Related Sarvices

'_: SOL Query :
“(setect from JAC_DATAWIN_SERVICES_V1 where JAC_DATAWIN_SERVICES_V1.STATUS_RUNNING=1 AND JA
|lc_DATAWIN_SERVICES V1 NAME Remote%'
7 Save Execute Direct Execute || Send Now Build SQL

B | e | I

14) Select Save to save the report definition.

It is also possible to build the SQL query by clicking on the Build SQL button and
defining the tables, criteria, search conditons via a series steps which will
automatically create the query for you (as you did in the Policy lab). You may wish to
experiment with the Query builder more after you complete this exercise.

Execute a report
Clicking on any of the three buttons below the SQL Query; i.e. Execute, Direct Execute and
Send_ Now, will run the SQL query and create a report, however, each has a slightly different
function:

o The Execute button will create a report using the saved report
configuration.

e The Direct Execute button will create a report using the current
report configuration which is displayed in the query window, but
may have not been saved.

e The Send Now button will create a report using the current

configuration i.e. that which is displayed and send it to the email
address entered in the Send to field.
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15) Click on the Direct Execute button. The output of the report created will be displayed
in the Database Query window.

2 Win¥P-T23-Fhil |10 Remote Access Commection Manager 0 a o] 1 ] ]
2 Win¥P-T23-Fhil |10 Remote Registry o] a o] 1 ] ]
2 Win¥P-T23-Fhil |10 Remote Procedure Call (RPC) o] a o] 1 ] ]
3 inOclient 32 Femote hccess Connection Manager O il 0 1 0 0
3 MinOclient 32 Remote Registry Service o o o 1 0 0
3 TinOclient 32 Remote Procedure Call (RPC) o o o 1 0 0

Created by Phil Billin Page 177 29/09/2005



16) You can re-order the columns in the report by clicking on the name of the column you
wish to reposition, and dragging it to the required position. You now can either Copy
the report to the Clipboard, for importing into another application or Save the report as

a text file.

Database Query X

CLI_ID HOSTHAME INSTAMCE_ID MAME LOGON_AS STATUS_RUN
2 MinP-TZ3-Phil |10 Rewote Access Connectioh Manager (Localiystem 1 Creates a network conmecrtion.
2 Min¥P-TZ3-Phil |10 Remote Registry NT AUTHORITY\Local3ervice|l Enables remote users to modify re
2 MinxP-T23-Phil |10 Remote Procedure Call (RPC) LocalSystem 1 Provides the endpoint mapper and
3 Mindclient 32 Rewote Access Connectioh Manager (Localiystem 1 Creates a network conmecrtion.
3 MinOclient 32 Remote Registry Service Local3ystem 1 Allows remote registry manipulati
3 MinOclient 32 Remote Procedure Call (RPC) LocalSystem 1 Provides the endpoint mapper and

B rows received

I

<

| cowy | sae | ciose

If you use Send Now the report is generated and sent to the email address

I specified.
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12 Preparing the W2K client for ITSCM Operational Reporting

12.1W2K: Installation DB2 UDB Administration Client V8.2

This session has used a DB2 UDB Administration Client V8.2 for Windows 98, NT, 2000, 2003,
XP and ME 32-bit. (Please remember: V 8.2 corresponds to V 8.1 Fixpack 7a)
e Call setup.exe from the code directory

e Select Install product , Next
e Select: DB2 Administration Client on the following Window

#lly IBM DB2 Setup Launchpad

1 ]:¥ 8 Administration Client

“Werzion §.2

Setup

Select the product you would like to install

¥ DB2 Administration Client

DB2? Administration Client provides a set of tools for administering local and remote DB2

servers.

Back I Next > Help

1) Copyrig kt vk reational B vz less Mack hes Corporation, 1993, 04
Al RighE Resened.

e Select Next on the Welcome screen
e Accept the licence agreement, Next
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Select Installation Type: Compact (this Installs only the base code and command line utilities),
Next

il DBZ Setup wizard - DB2 Administration Clienk

Select the installation type

" Typical: Approximately 260 - 400 MB

DEZ will be inskalled with most Features and Functionality, using a typical configuration with default walues.
To add Functionality, select the desired Functions From the Following list,

Aadditional Functions

[~ | Data warehousing

Approximately 90 - 150 MB

Easic DB2 Features and functionality will be installed, and minimal configuration will be performed.

" Custom: Approximately 90 - 450 MB

Select the Features that wou want installed, and specify configuration options For DEZ. This option
requires knowledge of DBEZ Features and settings.

Imstallzhield

< Back I Mext = I Cancel I Help

¢ Select the Installation folder, Next
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._| DEBZ Setup wizard - DBEZ2 Administration Client

Select installation folder

B
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e don’t select NetBIOS on the next screen
e Confirm the Installation parameters, Next
Product to install: DB2 Administration Client
Installation type: Compact
Selected features:
APPC
NetBIOS
Named Pipes
TCP/IP
System Bind Files
MDAC 2.7
ODBC Support
Target directory: CAIBM\SQLLIB
Space required: 72 MB
New instances:
Instance name: DB2
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12.2W2K: Installation of IBM HTTP server 1.3.26.2

| used the HTTP Server code from the WAS 5.0 distribution for Windows. Because there is no
setup.exe, | started the installation using the already installed java 1.3.1 JRE:

Alternatively the IBM HTTP server is available free of charge from WWW.IBM.COM with a full set
of instructions.

CAIBM\SCM\_jvm\bin\java -jar setup.jar
ommand Prompt - 4 IBM4SCMY_jwm'bin' java -jar setup.jar
C:stempsnIHS—1.3.

3
3.
3.
3
3

.3,
Uolume in drive C has no lahel.
Uolume Serial Humber is 3IBES-1DED

Directory of C:istemps~IHE-1.3_26.2

1129~ :1Bp <DIR>
1129~ :18p <DIR> ..
117297 :1dp <DIR> license
av. az.s t16p 13 media.inf
11729~ :1dp <DIR> readme
A7 82/ 18p 18,711,612 setup.jar
A7 82/ 1 24p 1,447 silent.res
11,29~ :18p <DIR> skit

3 Fileds> 18.913.872 bytes

L Dircs> 8.627.372.832 bytes free

C:stempsnIHS—1.3.26 .2 >IBM~SCHM~_jumshinsjava —jar setup.jap

Select the language used for this wizard : English

Click Next on the Welcome screen, Next

Accept the licence agreement, Next

| have modified the installation Directory: CAIBM\HTTP, Next

=

Click Mext to install "IBM HTTP Serer 1.23.26.2" to thiz directory, ar click Browse
to install to a different directory.

Directory Mame:
CABMHTTF

Browse. .. |

[ristall=hield

<Back | mNet> |  cance |
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e select: Typical installation, Next
~1ox]

Chaoose the setup type that hest suits vour needs.

™ Typical

The program will be installed with the suggested configuration.
Fecommended for most users.

¢ Custom

The program will be installed with the features you choose.
Fecommended for advanced users.

C Developer Installation{non-administrative)

installation does not regquire administrative privileges and omits the
following features: Security, SMMP, LDAP, Administrative GLI,
AFPAMYINIZ2Y, Services(WWin32), Perarmance manitaring fvina2)

% This setup type includes only the essentials for running IHS. This

Im=tallShield

= Back U Mext= | Cancel

e Specify user and password: Administrator / PASSWORD, Next
e Confirm the Installation parameters, Next, Finished!
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pRI=EY

IBM HTTP Server 1.3.26.2 will be installed in the following location:
CAIBMMHTTR
weith the following features:

HTTPServer base
Application Files

Diocumentation

Additional Modules
Base Extensions
Security

LOARP Module

SHMP
HTTF Administration

for a total size:

18.3mB

Installshreld

= Back Mext = Cancel
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12.3W2K: Install Crystal 9 Enterprise

For a complete Installation description see:
Crystal Enterprise™ 9 Installation Guide, “Full stand-alone installation” on page 11

In this scenario, | installed Crystal Enterprise on a single machine that is already running as web
server. This provides the quickest way to install Crystal Enterprise.

12.3.1 Create Windows account for MSDE:

User: as
Password: PASSWORD
Groups: administrators

12.3.2 Install the Server

Run setup.exe from the win32 directory of your product distribution. Proceed through the Setup
program’s dialog boxes and follow the instructions displayed on your screen until you reach the
Installation Type dialog box:

i'.‘w!,l Crystal Enterprise (English) Setup - |EI|5|

Welcome to the Crystal Enterprise
(English} Installation Wizard

It is strongly recommended that vou exit all
Windows programs before running this Setup
Program.

Click Cancel ba quit Setup and close any
programs you have running, Click Mext tao
conkinue with the Setup program .

WARMING: This program is protected by
copyright law and inkernational treaties,

Unauthorized reproduction or distribution of this
programm, ar any porkian of ik, may resulk in
severe civil and criminal penalties, and will be
prosecuted ko the maximum extent possible under
law,

= Back |

Cancel |

e Accept the licence agreement
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e Click New; then click Next.
i'._w!} Crystal Enterprise (English) Setup

Installation Type

Select the desired installation bype

Destination Folder

CiiProgram Files\Crystal Decisions\Enterprise 24 Biroiwise |

& Mew Install a new Crystal Enterprise Swstem.
(8 Expand Expand an existing Crystal Enterprise Swskem,
" Custom Use this option ko choose which application Features wou want

installed and whete they wil be installed, Recommended For
advanced users,

< Back | Cancel |

The setup program checks to see whether or not the Microsoft Data Engine (MSDE) or Microsoft
SQL Server is already installed on the local machine.

& Crystal Enterprise (English) Setup

Mo Compatible Web Server Found.

WARMING: In order For wour Crystal Enterprise (English) system bo work
praperly, you rmusk have a compatible web server installed. Praceeding will instal
the Cryskal Enterprise (English) system without the correct web configuration,

< Back |

Cancel |
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If the setup program does not detect an existing database, use the “MSDE Security
Configuration” dialog box to create a password for the default SQL administrator account that will
be installed along with the MSDE.

i'é'a Crystal Enterprise (English) Setup

MSDE Security Configuration

Setting the password For the M3DE administrator accounk

Cryskal Enkerprise will install and use a Microsoft Data Engine (MSDE) database ko store
syskem data, Use the fields below to create a password For the defaulk MSDE
administrative account (named "sa"). This sebtup program assigns your new password to
the sa account, and Crystal Enterprise uses the sa account when it connects to the

MSDE.
Default SQL Administrator (sa) password : I******
Confirm the sa password I******

< Back I ek = I Cancel

When you reach the Start Installation dialog box, click Next.

The installation of files begins immediately. During the installation process, you may be prompted
to restart the local machine. When the installation program has finished copying files, you are
given the opportunity to register your product.
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12.4Installation and Configuration of ITSCM Operational

Reports

For details see:

Tivoli® Security Compliance Manager Release Notes Version 5.1 : Chapter 6. Operational
reports
http://publib.boulder.ibm.com/tividd/td/ITSCM/GI11-4695-00/en_US/PDF/scm51_relnotes.pdf

12.41 Obtain and prepare the Operational Report Files

To install the operational reports:

1. Obtain the scm_op_report.zip file from the Tivoli Security Compliance Manager Web site:
http://www.ibm.com/software/tivoli/products/security-compliance-mgr/

2. Copy the ZIP file to the Microsoft® Windows 2000 system where you installed the Crystal
Enterprise 9 server.

3. Unpack the ZIP file into a temporary directory.

4. If you plan to use the Collector Run Information operational report:

e Locate the SQL archive (SAR) file in the temporary directory for the Collector Run
Information report that corresponds to the version of DB2 being used and the
operating system of the DB2 system. sar/db2_8.1/sles/scm_col_run.sar DB2 8.1 on
SUSE LINUX systems

o Copy the appropriate file to a temporary directory on the system running the DB2
database server.

e Connect to the database using a user with administrator permissions.

o Verify that the user has the appropriate DBADM privileges by entering the following
command at a DB2 command prompt:

0 getauthorizations

o |f DBADM authorizations have not been granted, run the following
command at a DB2 command prompt:

o grant DBADM on database to USER db2admin where db2admin is the
DB2 user ID.

e Import the SQL archive file to the DB2 database server by running the following
command at a DB2 command prompt:

0 put routine from temp_directory_on_DB2_server/scm_col_run.sar

e To verify that the stored procedure is returning data, enter the following command
at a DB2 command prompt: CALL JAC_SYS.COL_REPORT()

db2 => get authorizations
Adm ni strative Authorizations for Current User

D| rect SYSADM aut hority = NO
Di rect DBADM aut hority = YES

Di rect CREATETAB authority = YES
“db2 =>

db2 => put routine from /home/db2instl/scm_col_run.sar
SQLO443N Routine "*QUTI NE_SAR' (specific name "") has returned an error
SQLSTATE wi th diagnostic text "-970,55009,
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/ home/ db2i nst 1/ sql I'i b/ functi on/routine/sql proc". SQ.STATE=38000

db2 => CALL JAC_SYS.COL_REPORT()
SQLO440N No aut hori zed routine named "JAC_SYS. COL_REPORT" of type "PROCEDURE"
havi ng conpati bl e argunments was found. SQLSTATE=42884

Note:
The last two db2 commands create error messages. Further investigations are needed.

12.4.2 Configure the CE 9 CGI Web Connector for IBM HTTP Server

For details see the document entitled

How to configure the CGl Web Connector with IBM HTTP Server on the Business Objects Web
site.

This document might be available at:
http://support.businessobjects.com/communityCS/TechnicalPapers/ce9 ihs_cgi_web_connector.

pdf.asp

Copying the Web Connector file

Before you can configure the CGI Web Connector, copy the file Wcscgi.cgi, which is located in
C:\Program Files\Crystal Decisions\Enterprise 9\win32_x86, to the cgi-bin directory of the IHS
web server.

To ensure that you are using the correct cgi-bin directory, consult your IHS Administrator. The
default cgi-bin directory is: C:\Program Files\IBM HTTP Server\cgi-bin.:

12.4.3 Create IBM HTTP Administrator account

CAIBM\HTTP>htpasswd -cm confladmin.passwd admin
New password: ****xx* # PASSWORD
Re-type new password: *****x # PASSWORD
Addi ng password for user admn

Ensure that you have enabled an Administration account for the IBM HTTP Server.

Connect to the IBM Administration Server

To connect to the IBM Administration Server:
Type the following URL in the address bar of new browser window:
http://localhost:8008

Confirm the server name

Confirm that the server name is correct in the IHS configuration
expand Basic Settings and then expand Core Settings. (In our example, the host is crystal)

crystal

Created by Phil Billin Page 190 29/09/2005



12.4.4

Create directory aliases

Next, add three directory aliases by completing the following steps:
1. On the IBM Administration Server web page, expand the Mappings folder, and then expand the
Aliases folder.

Add
[crystal/ C:/Program Files/Crystal Decisions/\WWeb Content/
Iviewer/ C:/Program Files/Common Files/Crystal

Decisions/2.0/crystalreportviewers/
/crystalreportviewers/  C:/Program Files/Common Files/Crystal
Decisions/2.0/crystalreportviewers/

‘A IBM Administration Server - Microsoft Internet Explore - o] x]
| Datei Bearbeiten Ansicht Favoriten Extras 2 | &
J@Zurﬂck >~ O~ x] B & | - Suchen ¢ Favoriten €| (v . _ v b §

JAdregse I@ http://tnt1:8008/admin/frameset.html j Wechseln zu

I

» £ Getting Started

» £ Basic Settings

» B3 Configuration Structure
» B3 Indexing

» £ Authentication Files

Scope: <GLOBAL>

» B #ccess Permissions
» B3 Secuity Defined aliases: =]
» B Logs lerystall == C:/Program Files/Crystal Decisions/\Web Content/ -
¥ 3 Mappings Niewer/ == C:Program Files/Commaon Files/Crystal Decisions/2.0/crystalrep
Messages lorystalreportviewersd == Ci/Program Files/Common Files/Crystal Decisions;ﬂ
GRS Addl Editl Delete |
Redirects
Usemame Directories Defined aliases for directories containing scripts:
¥ B Sciipts fegi-bin/ >> C:BMHTTP/cai-bin/
» B3 Performance
» 53 MIME
» B3 Fast CGI ;
» £ File Systems Addl Ed|t| Delete |
» B3 Frowy
» a Wiew Configuration _—

Submit | Resetl

w e [

|ﬂ Fertig ’_’_’_’_|_|‘:-§ Lokales Intranet

Click Submit
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12.4.5 Add MIME types

Add four Multi-Purpose Internet Mail Extensions (MIME) by completing the following steps:
Expand the MIME folder, and then expand the MIME Types folder.

MIME types and extensions: MIME Type

Magnus-Internal/rpt” .rpt

File Extension Magnus-Internal/csp .csp

Magnus-Internal/cri .cri

Magnus-Internal/cwr .cwr
2 IBM Administration Server - Microsoft Internet Explorer _ ol x|
J Datei Bearbeiten Ansicht Favoriten Extras 2 | 'i';’
| @zuriick ¥ ) ~ [x] |Z] n| 7 Suchen ¢ Favoriten €2)| (iv (LR~ 7
JAdregse I@ http://tnt1:8008/admin/frameset.html j Wechseln zu

MIME Types

» £ Getting Starked sl N |BMHTTP Ser
» B3] Basic Settings

» £ Corfiguration Stucture DC] fieady
» B3 Indexing

» £ &uthentication Files Scope: <GLOBAL>
» B3 Access Permissions -
» B3 Secuity Add MIME file types:
» B3 Logs MIME Types: File extensions for selected MIME type:
8 Mappings fiagnus-intemaliet
Messages Magnus-Internalicsp
Aliazes Magnus-internalicri
Redirects Magnus-Internalicwr
Uszermame Directories
o | oo | s ot|_odete |
~ 3 MIME -
MIME Files Submit | Reset |
MIME Types

MIME Encodings

|ﬂ FEE ’_’_’_’_|_|‘g Lokales Intranet

Click Submit

N K
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12.4.6

Associate MIME types with scripts

Set up the CGI Web Connector to handle requests for resources of the previous MIME types.
1. On the IBM Administration Server web page, expand the Scripts folder, and then expand the
Associate Actions folder.
2. Click the Add button below the Mime Types box.
3. Click Magnus-Internal/rpt in the Select from the following MIME types known to the server list.
4. In the Enter or edit script file specified with relative path or alias: box,
type “/cgi-bin/wcscgi.cgi” (no quotes).
5. Click Apply.
6. Repeat steps 1 to 4 for each of the MIME types added in the previous section.

‘A IBM Administration Server - Microsoft Internet Explorer =]

J Datei Bearbeiten Ansicht Favoriten Extras 2 | o

x|

| @zurick » () ~ [x] (2] 1|, Suchen 3¢ Favoriten €| v [ >~ J i 3

JAdreﬁse I@ http://tnt1:8008/admin/frameset.html j Wechseln zu

Associate Actions

¥ B Getling Stated BM HTTF Ser 2
» £J Basic Settings

¥ B3 Corfiguration Stucture =] FReady

» B3 Indexing

¥ B3 Authentication Files Scope: =GLOBAL=>

» 0] access Pemissions

. Specify scripts as ded for selected method

» B3 Secuity
» 09 Logs Method: Script file specified with relative path or alias:
» B3 Mappings
¥ 3 Soripts car I

Associate Actions POST I

Define Variables

Unzet Wariables PUT I

Caonditional W ariables DELETE I

Erowser Detection
¥ B3 Perfoimance

» £3 MIME MIME Types with associated scripts

» B3 Fast CGI MIME Types: Associated script file:
» B3 File Systems icai-binfwescai.cgi

» 3 Prowy

Magnus-Internal/cwr
Magnus-Internal/csp
Magnus-Internalfcri

» £3 Wiew Configuration

Addl Editl Delete |
Submit | Resell

|»

|ﬁ Fertig ,_l_l_,_,_|‘_:g Lokales Intranet

NN DK

7. Click Submit.
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12.4.7 Edit the Crystal Enterprise HTML pages

Modify three Crystal Enterprise 9.0 HTML pages as follows:
1. Go to C:\Program Files\Crystal Decisions\Web Content\Enterprise 9\ ePortfolio, and rename
the file Default.htm to Default.txt.
2. Locate the following lines of code in the file Default.txt:
<HTML> <HEAD>
<SCRIPT language="javascript"> location.replace ( "redirect.csp" ); </SCRIPT>
</HEAD> </HTML>
3. Change “redirect.csp” to “en/default.htm”.
4. Save the file.
CAUTION Before completing the next step, make backup copies of Default.htm in
these directories:
C:\Program Files\Crystal Decisions\Web Content\Enterprise9\Websamples
C:\Program Files\ Crystal Decisions\Web Content\Enterprise9\Help
5. Rename Default.txt back to Default.htm and copy it to the following directories: O C:\Program
Files\Crystal Decisions\Web Content\Enterprise9\Websamples O C:\Program Files\ Crystal
Decisions\Web Content\Enterprise9\Help
6. If the CGI Web Connector is connecting to the Web Component Server (WCS) on a different
server, proceed to the section Set the environment variables.
7. If the CGl Web Connector is connecting to the WCS on the same computer, proceed to the
section Testing the Configuration.

12.4.8 Testing the Configuration
Finally test the configuration:
1. In a web browser, navigate to the following URL address (substituting the name of your server)
to start the Crystal Launchpad:
http://<YourServerName>/crystal/enterprise9
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J Datei Bearbeiten Ansicht Favoriten Extras 2

=10l x|

| iy

N

J@Zurﬂck v~ |ﬂ @ ;b|;) Suchen \‘”)\‘;Favoriten &)

A=A I

JAdregse |@ http://tnt1/crystal/enterprise9/launchpad/en/default.htm

j Wechseln zu

Crystal Enterprise Launchpad

Getting Started Guide
Administrator's Guide
Installation Guide
ePortfolio User's Guide
Web Developer's Guides

Client Samples

Feport Directory Client
R.eport Thumbnail Client
In-frame Client

Query Builder
Xtreme Website

Administrative Tools

Administrative Tool Console
ePortfolio Preferences Manager
Schedule Manager

Instance Manager

View Server Summary

Manage Groups & User Accounts
(Object Rights Table

Shortcut Manager

Report Datasources

Mobile Samples
ePortfolio Mobile

Other Languages =

Welcome to the Crystal Enterprise Launchpad - your starting
point to explore and use Crystal Enterprise

From here you can access the Management Console for web-based administration of the Crystal
Enterprise system and end user tools (including ePortfolio and developer samples) to help you share
reports across your organization.

ePortfolio

eFortfolio is a customizable web application that enables end users to easily access your organization’s
report repository. Use it out-of-the-box or customize it to meet your organization’s needs. Full source
code is supplied.

Launch ePortfolio...

Crystal Management Console

The Crystal Management Console is the web-based administration component for Crystal Enterprise. It
provides access to all administrative functions including: group and user security implementation,
content management, server management, and basic system and license auditing.

Launch the Crystal Management Console...

Crystal Offline Viewer (Windows only)

The Crystal Offline Viewer is a client side viewer that can be used to view reports that have been
downloaded to the client. These reports can then be viewed when disconnected from the Crystal
Enterprise system.

Download the Crystal Offline Viewer...

]

Kl

l_f_l_’_’_“‘i Lokales Intranet

2. Click each link on the Crystal Launchpad to ensure that it works as expected.
e-Portfolio:
http://suse8linux1/cgi-bin/wcscgi.cgi/crystal/enterprise9/ePortfolio/de/default.htm
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12.4.9

Note:

Verify the last lines in httpd.conf

AddType Magnus-Internal /rpt .rpt

AddType Magnus-Internal/csp .csp

AddType Magnus-Internal/cri .cri

AddType Magnus-Internal/cw .cw

Action Magnus-Internal/rpt /cgi-bin/wescgi
Action Magnus-Internal/cw /cgi-bin/wescgi
Action Magnus-Internal/csp /cgi-bin/wescgi
Action Magnus-Internal/cri /cgi-bin/wescgi

If the ePortfolio link is not available, first check the configuration of the http server.

. CQi
. CQi
. CQi
. cgi

Create an Open Database Connectivity (ODBC) data source

Create an Open Database Connectivity (ODBC) data source on the Crystal Enterprise 9 server

system called SCM_DB to the Tivoli Security Compliance Manager database.

a. From the Windows desktop, click

Start — Settings — Control Panel — Administrative Tools — Data Sources (ODBC).

b. Click the System DSN tab.

c. Click Add and create a DB2 data source with a name of SCM_DB.

CLI/0ODBC Settings - SCM_DB ﬂ
Data Source | Advanced Settings I
[rata zource name ISEM_DE
Diescription [TSCM Database
— Connect to data source to retrieve configuration information
User D fdbZinst1
Fazsword I“****
W Save password
| Connect I
Bind CLI/ODEBC support utilities
(1] 4 Cancel Help
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DEZ Message ﬂ

Canneckion kested successhully.

The Connection Test should be successfully:

12.5 Make the Tivoli Security Compliance Manager operational

reports available

Make the Tivoli Security Compliance Manager operational reports available on the Crystal
Enterprise 9 server using the publish.bat file that is provided in the ZIP file.
The batch file syntax is:
publish.bat rpt_directory host_name aps_user_name aps_password
db2_user_id db2_password log_file_path
where: rpt_directory Directory from the unpacked ZIP file that contains the reports (.rpt and .xml
files)
host_name Name of the Crystal Enterprise 9 server system.
aps_user_name User name for the Crystal Automated Process Scheduler database.
aps_password Password associated with the aps_user_name specified.
db2_user_id User ID for accessing the DB2 database server.
db2_password Password associated with the db2_user_id specified.
log_file_path Directory to contain messages produced by the publish.bat file

For example:

publish.bat c:\temp\reports myserver.mycompany.com Administrator my8pw db2admin
myDB2pw c:\logs

Verify that no errors were logged in the log_file_path directory.

| used the command:
publish C:\temp\scm_op_report\reports suse8linuxl Administrator “” db2instl
PASSWORD C:\temp\logs

Note:
CE9 has the following default Security Authentication settings:
Default Authentication: Enterprise
Password: none
Other Authentication: Windows NT
Password: WINDOWS-Password

Because the CE9 APS is using the authentication method Enterprise, the password in the

example above is blank (*") . For problem determination use the logfile mentioned above,
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13 Verify the Operational Reports

13.1Reporting Interface

The operational reports are available via Web-browser: Call the following URL:
http://YOUR HOST/crystal/enterprise9/launchpad/en/default.htm

©) Crystal Enterprise Launchpad - Crystal Decisions -

Datei Bearbeiten Ansicht Gehe Lesezeichen Extras Hilfe

<1,:| - E:) = @ o @ ||_| http:tht2.chemniiz.de.ibm.coLl © Go ||§‘,.
Crystal Enterprise Launchpad

Getting Started Guide
administrator's Guide
Installaticn Guide
ePortfolic User's Guide
wWeb Developer's Guides

Client Samples

Report Directory Client
Report Thumbnail Client
In-frame Client

CSP Query Builder
¥treme Website

Administrative Tools

Other Languages

Welcome to the Crystal Enterprise Launchpad - your
starting point to explore and use Crystal Enterprise

From here you can access the Management Conscle for web-based
administration of the Crystal Enterprise system and end user tocls
(including ePortfolio and dewveloper samples) to help you share reports
across your arganization.

ePortfolio G

ePortfolic is a customizable web application that enables end users to
easily access your organization’s report repository. Use it out-of-the-box
or customize it to meet your ocrganizaticn’s needs. Full source code is
supplied.

Launch ePortfolio...

Crystal Management Console

On the next page: Select ePortfolio:
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%) ePortfolio - Mozilla Firefox — o] x|
Datei Bearbeiten Ansicht Gehe Lesezeichen Extras Hilfe
<@ - op - & “at | http://tnt2.chemnitz.de.ibm.co =] @ Go [IGL

ePortfolio Accounts @ « @
Leg ©On | Exit | Help

Look for: | TS| RS -
aoktor === View last five reports =

Folders Type: | All ~| sortBy:[Title |+ |

Mo folders.

powerad by

crystal =ze

On the next page: Select Log On
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On the next page: Login with:
Autentication: Windows NT
User: Administrator / PASSWORD

©) ePortfolio - Logon - Mozilla Firefox

Datei Bearbeiten Ansicht Gehe Lesezeichen Extras Hilfe

<}ZI @ E> @ @ O @ ||_| hitp://tnt1/cgi-bin/wcscgi.cgi/crystal/enterprise ¥ | © Go |@v
ePortfolio

Cancel | Help

Log On

Existing User

APS Name: |TNT1

User Name: I

Password: |

Authentication: | Enterprise =]

Enterprise
LDAP

“crystal ee

Note:

CE9 has the following security authentication options
e Enterprise: User Administrator, no password (default)
e LDAP

e Windows NT: User Administrator, Windows password

On the next page: Select Public
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©) ePortfolio - Mozilla Firefox
Datei Bearbeiten Ansicht Gehe Lesezeichen Extras Hilfe

=10 %]

CRE= RN £3) [O http://tnt2.chemnitz.de.ibm.co »] © Go |IGL

ePortfolio pdmount #

Public | Organize | Preferences | Logoff | Help

Look for: N (TS|

(=] 4 4 ?

=== View last five reports ===

Folders Type: |AII ;l Sort By: I Title = I
No folders. No reports.
powerad b

crystal s

L |

the next page: Select Public

Created by Phil Billin Page 201

29/09/2005




On the next page: select Tivoli reports
2 ePortfolio - Moz

Datei Bearbeiten Ansicht Gehe Lesezeichen Extras Hilfe

<@ - o - & #3) | http://tnt2.chemnitz.de.ibm.co ¥] @ Go [IGL

. - (=]
ePortfolio Admascount: ol - o -l

Fawvorites | Organize | Preferences | Logoff | Help

Lok for: | (TS|

Folders Type: | Al ~| sortBy:[Tile =]

=== \iew last five reports ===

m Tivoli Reports h

m User Folders

powerad by

crystal *c®

On the next page: Select ITSCM Operational reports
“J ePortfolio - Mozilla Firefox
Datei Bearbeiten Ansicht Gehe Lesezeichen Extras Hilfe

<,13| - E:> - %] @ ||_| http:thtZ.chemniIz.de.ibm.coLl © Go ||§‘,

. Account: * [ | 2 Mq
epo rthI 10 Administrator . ; c eF
Fawvorites | Organize | Preferences | Logoff | Help
Look for: | CTEENEY| e ——= View last five reports —=
i DTNT2 :
Folders Type: I All - | Sort By: I Title A I
m ITSCM Operational No reports.
reports
powerad by

crystal =Ze

On the next page: Select reports
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©J ePortfolio - Mozilla Firefox -0l x|

Datei Bearbeiten Ansicht Gehe Lesezeichen Extras Hilfe

QZI - I::> - @ @ |1 http://tnt2.chemnitz.de.ibm.co | © Go |_|Q,

- - (=]
ePortfolio airatir J . @ @

Favorites | Organize | Preferences | Logoff | Help

=== View last five reports ===

Folders Type: |AII ;I Sort By: I Title | = I
m reports <@ Do reports.

m sar

powered b

crystal <
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On the next page: Select any of the available reports:

%) ePortfolio - Mozilla Firefox =0l x|

Datei Bearbeiten Ansicht Gehe Lesezeichen Extras Hilfe

<& -0 - & L) [0 http://tnt2.chemnitz.de.ibm.c »] © Go [ICL

ePortfolio Admscounts J .

Favorites | Organize | Preferences | Logoff | Help

Look for: | | [T .
L Search === View |last five reports ===

NT2@TNT2 : Tivoli Reports : ITSCM Operational reports :

Folders Type: IAH ;l Sort By: I Title = I

No folders. ClientverstdBe

Infarmationen zur Kollektorausfihrung
Kaonforme und nicht konforme Systeme
Richtlinienimportzeit

Trends bei Richtlinienverstéfen

Abschluss der Erstellung von Momentaufnahmen

L I I I B BN

wered b
“crystal e

[« |

13.2Sample Operational Reports

The following pages show two examples for ITSCM Operational reports:
e Policy Violations Trends (Trends bei Richtlinienverstofien )
e Client Violations (Clientverstofle)

Note:

The Browser Mozilla 1.7.2 and Firefox 1.0 cannot handle a selection box to specify the date
range of the report.

Use Internet Explorer or edit the date line.
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13.2.1 Sample-Report: Policy Violations
Crystal Reports Viewer - Mozilla Firefox — o] x|

@- -8 0 R oce A

Tivoli. Security Compliance Manager

Trends bei RichtlinienverstéBen

Berichtskriterien
Beschreibung Dhieser Bericht zeigt alle Richtlinien und ihre Informationen zu
Verstgfen. Das folgends Diagramm zeigt die Anzahl Momentaufnahmen, die
fitr jede Richtlinie verfiigbar 1st. Klicken Sie auf einen Balken, um ein
anderss Diagramm zu Gffnen, das die Anzahl VerstéBe fiir jede
Momentauinahme in der ausgewshlten Fichtlinie zeigt. Klicken Sie auf
einen Ballken in dem zweiten Diagramm, um Informationen zu VerstéBen for
jeden Client anzuzeigen.
Gedruckt am 16.11.2004
Gedruckt um 08:02:55PM
Zeitzone Systemstandardzeitzone
Berichtszeitraum 01.01.2004 12:00:00 - 12.12.2004 12:00:00

Richtlinien mit
Momentaufnahmen

Mx-Linux-Hserwer-Policy
My-Linux-Network-FPolicy
My-Linux-Password-Policy
My-Windews-Audic-Policy
My-Windows-Hot fix-Folicy
My-Windows-Network-Folicy
Network Windows Policy
System Limux Policy
System Windows Policy
Windows-My-Network Policy
Windows-NA¥-Policy
Windows-Fassword- Folicy

+e

Bichtlinie

o 4 2 1z le g n)

Arnmahl Momentaufrhahmern

KN I’IL|

Drill Down to: My-Windows-Audit-Policy
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©J Crystal Reports Viewer - Mozilla Firefox — ol x|

@ - -5 ) © Go [GL
iy Windows-AuditPolicy ~] (_)(_J1von 1+@ @ | @ | © [F00% =] () TCrystalele &

Momentaufnahmen mit YerstdBen
For My-Windows—-Atudit-Folicy

4l

-10.z004

[

-1l.z004

@

-1l.z004

-1l.z004

@

S11_ z00d

@

-1l.z004

Datunt det H%'{nemautfnalma

)

11_zo004

o z 4 & 2 pRuj

Anzahl Verstolbe —
| | »
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13.2.2 Sample - Report: Client Violations

©J Crystal Reports Viewer - Mozilla Firefox ==l x]

@-op - & 0 9 6 co G

Fiir den angeforderten Bericht sind weitere Informationen
erforderlich.

Crystal-Parameterfeld(er)

Geben Sie den Namen der Richtlinie ein, fur die die letzte Momentaufnahme und VerstébBe
angezeigt werden sollen; andernfalls werden Informationen zu allen Richtlinien angezeigt.

[AlTe Richtlinien =] [F |

[ oKk | G

select: ok
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Crystal Reports Viewer - Mozilla Firefox

@G- -8 0 7 0cod

=l

iptbericht vI OO 1 von 2+ 00 I

O |

7]

red b
Tcrystaleee =~

Tivoli. Security Compliance Manager
Clientverstifle
Berichtskriterien
: Diieser Bericht zeigt die Richtlinien und ihre letzten
Beschreibung Momentaufnahmen an, sinschlisBlich der Details zu
VerstdBen fiir jeden Chent.
Gedruckt am 16.11.2004
Gedruckt um 08:03:37PM
Zeitzone Systemstandardzeitzons
Richtlinienname Name der Nachricht fiir Verstofi Erstellungszeit der
Konformititsabfrage Momentaufnahme
Client: 2 DHCP:

System_Linux Policy

Mx-Linux-Xserver-Po
licy

Login Success or
Failure for
"authpriv’

forbidden-Hserver-r
unning

Minimum Password

Incorrect syslog.conf
setting authpriv-
Priority: N
NULL

X-Server iz not allowed
but mnning on
9.153.73.31

Incorrect minimum

L. Action:

My-Linux-Password-P
olicy
My-Linux-Network-Po
licy

My-Linux-Network-Po
licyr

My-Linux-Network-Po
licy

Miy-Linux-Network-Po
licy

Length password length: 5

Forbidden process Process tepd in fingerd
finger -w 1z nof allowed but

running on 9.153.73.31

Forbidden process Process tepd inrexecd
Texec iz not allowed but
running on 9.153.73.31
Forbidden process Process tepd in talkd is
talk not allowead but running
on 9.133.7331
Forbidden process Process tepd inrlogind
rlogin is not allowed but

running on 9.153.73.31

16.11.2004 09:31:46

16.11.2004 19:00:02

16.11.2004 19:02:45

16.11.2004 15:49:46

16.11.2004 15:40:46
16.11.2004 15:49:46

16.11.2004 15:49:46

Gesamtanzahl Verstilfie
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14 Configuration of Security Compliance Manager Users,
Groups and Roles

This section will take you through the creation of users and creating roles and templates for roles
of the user groups. This is a very flexible administrator user setup for rights and permissions
globally or for a restricted set of group of resources.

14.1 Creating Users

To create Tivoli Security Compliance Manager users, navigate to the Users/Roles tab then to the
Users/Groups tab. In the lower left window pane, right click in the Users area to create a new
user.

Tivoli Security Compliance Manager Console - server1{admin)

Tivoli. Security Compliance Manager

@ File Clients Collectors Users Proxy Policies Reports Security Tools
(Clients {Collectors [ UsersRoles [Proxy [Tables | Policies [Reports [GQuery [ Security [ Server |

UsersiGroups [Roles |

User Groups

@ §f Client Adrmin Group

@ ) Junior Admin Group

@ G Policy Admin Group

@ ) Reporting Admin Group
@ () Senior Admin Group

@ ) snapshot Adrin Group
@ i User Admin Group

) admin

%Create user
Remove user

A popup will appear to enter the information about the user. Create a new user called Alan

Audit.
x

User ID:aaudit
Full Hame:|Alan Audit
Employee Information:
Telephone Humber:|919-424-1678
E-mail address:(aaudité@myorg.com

| Ok H Cancel ‘
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After the user is created, you can then assign a password if you want them to logon to the
Security Compliance Manager Administration Console.

Tivoli Security Compliance Manager Console - server1{admin)

Tivoli. Security Compliance Manager

&2 File Clients Collectors Users Proxy Policies Reports Security Tools ' Help

Users/Groups
User Groups— — #|User Information-
@ () Client Admin Graup MarmelAlan Audit
@ § Junior Adrrin Group i =
@ (Il Palicy Admin Group {|| Emplovee Information
& {fl Reporting Admin Graup 4 Telephone Number|919-424-167%
@ I Senior Admin Group i ;
@ I Snapshot Admin Group E-mail aaudit@myarg.com
@ ) User Admin Group C t

. i aaudit %

f admin

Save | Set password || Show Audit Log

Click on the Set Password button. A popup window is presented to enter the new password.

Change Password x|

User ID:aaudit
Enter new password;
Enter password again: i

| OK H Cancel ‘

Use the password, passwOrd or one of choice (keeping track of it,) for your new user.
Until the new user has been given some authority, do not logon using the new user ID.

Create another user of your choice. You will use these users in the next sections.
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x

E User ID:(lpointer
Full Hame:|Lucy Pointer
Emplovee Information:

Telephone Humber:|919-234-0987
E-mail address:{|pointer@myorg,com

| ok | cancel |

14.2 Creating Groups

Groups are logical containers of users. Security Compliance Manager provides some default user
groups for different types of resource access.

In this lab you will create your own user groups. Users can be in more than one group but user
Groups cannot be nested.

Roles, which you will create next after Groups, are assigned to groups to set the permissions that
define the capabilities that members have when they logon to the Administration Console.

To create groups, navigate to the Users/Roles tab, then to the Users/Groups tab. In the upper
left window, right click in the Groups area to create a new group.

Tivoli Security Compliance Manager Console - server1{admin}

Tivoli. Security Compliance Manager

@ File Clients Collectors Users Proxy Policies Reports Security Tools @ Help
[Clients [C rs [ UsersiRoles [Proxy | Tables |Palicies |Reports |Query | Security | Server |
Users/Groups [Roles nles |
User Groups i|User Information
& (i Client Admin Graup : Marme|alan Audit
@ 0 Junior Adrmin Group S
@ (i Policy Admin Group Infor
& [ Reporting Adrmin Group |l Telephone Number|319-424-1678
@ 0 Senior Admin Group : . -
@ {0 Snapshot Admin Group : E mail aaudit@myorg.com
@ {0 User Admin Group C

%.Creale User Group

Remove User Group
Rename User Group
Add User to User Group

§ aaudit
g admin
§ lpointer

Set password | | Show Audit Log

For example: Create the following groups:

lab-Auditors
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lab-East Region
lab-West Region

Create User Group ﬂ

Enter a name for the user group
[lab-Auditors| |

| OK H Cancel ‘

Next you will add your users to the new groups. To add a user to a group, first select the user
name, and then select the group name. Then right click in the Groups window to get the Add
User to User Group menu item.

Select aaudit so the name is highlighted. Then select lab-auditors so the name is highlighted.
Right click to get the menu.

Select Add User to User Group and aaudit should appear as a member of the group.

Tivoli Security Compliance Manager Console - server1{admin}
Tivoli. Security Compliance Manager

% File Clients Collectors Users Proxy Policies Reports  Security

ors | UsersiRoles |Pre

UsersGroups [Roles |

-User Groups | | 6roup infermation—
@ {0 Client Adrin Group || rDescription - Ctrl+S to save

@ ) Junior Admin Group :

@ {0 Policy Adrin Group

@ () Reporting Admin Group

@ (0 senior Admin Graup

@ i snapshot Admin Group

@ @_UserAd.mm Group § :nséiﬁned Bl ) Awailable Roles

7 @43@&:;132?3_ / |8 client amin Role
@ (B lab-East Region [}5 :%;ur;mr:;m.m;olwe
Logd @ lah-¥West Region : alicy Admin Role

g Repaorting Admin Role

& Senior Admin Role

| snapshat Admin Role
- User adrin Role

f aaudit
| 8 admin
§ Ipninter

A user can be a member of one or more groups.

Next add user aaudit to the lab-West Region. Then add Ipointer to the lab-Auditors group and
the lab-East Region.
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Security

@ File Clients Collectors Users Proxy Policies Reports Security Tools @ Help
[(Gllents: | Colloctor | usersRales | Proxy | Tables | Policies | Reports | Guery | Security | Server |

Users/Groups [Roles |

User Groups :[-Group Information

@ [l Clignt Admin Graup | rDescription - Ctri+S to save

@ {0 Junior Adrmin Group :
@ ) Policy Admin Group

@ ([} Reporting Admin Group
@ {0 senior Admin Group

@ [ snapshot Admin Group

3- % e | pAssioned Rotes rAwailahle Roles
lab-Auditors 8 3 r
0 aaudit g @ Client Admin Role

8 Ipointer a3 (E Junior Admin Role
@ {0 lab-East Region : |6 Policy Adrmin Role
@ Ipointer : @ Reparting Admin Role
@ (i 1ab-west Region & Senior adimin Role
{0 aaudit : = Snapshot Admin Role
: | User Admin Role

0 aaudit
8 admin

§ lpointer [%

When completed, your groups should look similar to the screen above.

14.3Creating Templates

A Template role defines a set of permissions that apply to the specified resource categories.
Roles can inherit permission of a template role and further restrict access to resources.

Create a template role called Auditors. Select the Roles tab and click on the Create Role button
at the bottom of the left Roles frame.

Create Role x|

Enter a name for the role
Auditors |

| ok | cancel |
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Compliance Manager Consol

serveri{admin)

Security Compliance Manager

2 File Clients Collectors Users Proxy Policies Reports Security Tools

—|=] x|

2 Help
[Clients [ICollectors | Users/Roles |Proxy | Tables ||Policies | Reports [Query | Security | Server |
Users/Groups | Roles |
Roles 2 "Role Information
Auditors Description: Type:
]
& client Admin Role
. Normal
@5 Juniar Admin Role (2 Hoemal
& Policy Admin Role ) Global
@ Reparting Admin Rale
@ Senior Admin Role D
& Snapshot Admin Role Role Definition
& UserAdmin Role
A role definition consists of categaries of resources and assigned permissions. To add ore or more resource
categories, select the Add Resaurce Tabs bution below.
Create Role | [ Save Role Information
Configure the template role Auditors as follows:
'ompliance Manager Console - server1{admin} =12 5‘

Tivoli. Security Compliance Manager

&3 File Clients Collectors Users Proxy Policies Reports Security Tools

4 Help

Clients | Collectors | Users/Roles | Proxy | Tables | Policies | Reparts | Query | Security | Server |

UsersiGroups | Roles

Roles:

£ Auditors

& Client Adrmin Role

& Junior Adrmin Role
& Palicy Admin Role

& Reporting Admin Role
& Senior Admin Role
& Snapshot Admin Role
& User Admin Role

4 -Role Information
Description

Role Definition

A role definition consists of categories of resources and assigned permissions. To add one o more resource
categories, selectthe Add Resource Tabs button below.

Type

) Normal
) Glohal
® Template

Policies |
Resources Permissions
Role Ternplates contain only permissions. [ hssign

[ Create

[ Edit description

[¥| Manage collectors

[] Manage compliance ohjects
[] Manage snapshots

[ Manage suppressions

[] Remove

¥ Wiew snapshots

Add Resource Tahs | ‘ Remove Resource Tahs

Create Role

Save Role Information
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1. Enter a description of Auditors can view snapshots.

2. Make the Role type a Template.

3. Add the resource tab of Policies in the role definition.

4. Select Manage Collectors and View snapshots from the Permissions list in the role definition

for Policies.

Tivoli Security Compliance Manager Cansole - server1{admin) -5 x|

Tivoli. Security Compliance Manager

@ File Clients Collectors Users Proxy Policies Reports Security Tools ‘Q Help
Clients | Collectors | Users/Roles | Proxy | Tables | Policies rRepnns Query | Security | Server |
Users/Groups | Roles |
Roles Role Infarmation
i Auditors Description Type:
&j Clisnt Admin Rols Auditors can view snapshots ) Normal
&j Junior Admin Rols
&j Policy Admin Rols 1 Global
@] Reporting Admin Rale
@] Senior Admin Role ® Template

& Snapshot Admin Role
@] User Admin Role

Create Role

Role Definition

Avrole definition consists of categories of resources and assigned permissions, To add one or more resaurce
categories, select the Add Resource Tabs button helow.

Paolicies |[Client Groups

Resources Permissions
Raole Templates contain only permissions. [ Add to group
[ Create
[] Edit name

|_] Manage collectors
[[] Manage members
|_| Manage policies
"] Remove

[¥] View

Add Resource Tabs ‘ | Remove Resource Tahs

[ Save Role Information

5. Add the resource tab of Client Groups in the role definition.
6. Select View from the Permissions list in the role definition for Client Groups
7. Save the role using the Save Role Information button.

14.4Creating Roles

Next, you will create a role that will inherit the Auditors template you just created.

Create another new role called Windows Systems Audit. Select Normal for its type.

Create Role x|

Enter a name for the role
[windows Systems Audif |

| OK H Cancel ‘

Save the role. Next, highlight the role Windows Systems Audit and right click on it to get the
menu item Inherit Permissions from Template.
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Tivol securty Lompliance Manager Lonsobe - serverL{admn)

Tivali. Security Compliance

2 File (Mests Collectors  Users Prosy Policies Reparts Security  Tanks

|i_ur-ﬁiﬁ Uscrsoies | Prowy | Tablos | Policies | Roports Guory | Secirdy | Sorver |

UsensiGroups | Rukes |

Roles

o Aumtors
&l Clierd Admin Role
& Junior Admin Role
&) Puicy Addmin Rali:
& Reporting Adriin Rale a
&) SenlorAtmn Role S
&) snapshot Adrin Role Holn Datinition
&l User Agmin Role
0 Wi Sysitiems Audit | |

Rode Informeation
Description Ty

Arole definition congisly of cabegories of resources and assigned permizsions, To add one of more resource

R R Amd Resource Tabs bumon below,

>

Add Resource Tabs

Next, select the Auditors template role.

Select a template x|

H Auditars

| 0K || Cancel |

Next, examine the Windows Systems Audit Role. You can see that it has inherited the Policy
Resource tab and the Permission of View Snapshot and the Client Groups Resource tab with
the Permission of View.

You can further restrict this role by adding specific resources such specific policies or client
groups. With the Policies tab selected, add a specific policy by selecting the Add Resources
button and selecting the Check PW Expiry policy from the popup window. Also, add the
Network_Windows Policy.

Also, you need to specify the Client group of Win2000 Platform to allow view access to clients in

that group.

Your final configuration should look like this.
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ecurity Compliance Manager Console - server1{admin)

Tivoli. Security Compliance Manager

@ File Clients Collectors Users Proxy Policies Reports Security Tools

18] ]|

© Help
Clients [ Collectors | UsersRoles | Proxy [ Tables | Policies | Reports [ Query | Security | Server |
UsersiGroups | Roles |
Roles: #|-Role Information
§ <ff Auditors || rDescription Tt
{I Windows Systems Auc
= F Normal
&) client Admin Role @
@ Junior Admin Role > Global
&) Palicy Admin Role SR
@) Reporting Admin Rule Template
&) senior Admin Role Role Definition

&) Gnapshat Admin Rale
&) User Admin Role

Client Groups | Policies |

Resources

A role definition consists of categories of resources and assigned permissions. To add one or mare resource
categories, selectthe Add Resource Tahs buttan helow,

Win2000 Platform

Add Resources

Permissions
Add to group
Create

Edit name

Manage collectors

View

A

Save Role Information

Test the role by assigning it to the group, lab-Auditors.

Tivoli Security Comy

Tivoli. Security Compliance Manager

ce Manager Console - serverl{admin)

% File Clients Collectors Users Proxy Policies Reports Security Tools

Clients | Callectors | UsersiRoles |Proxy | Tables | Policies rRepor'ts Query | Security | Server |

Users/Groups [Roles |

User Groups:

Group Information-

' Help

@ B Client Admin Group
@ [ Junior Adrin Group
@ B Policy Admin Group
@ {0 Reporting Adrmin Graup
@ {0 senior Admin Group
@ B snapshot Admin Group
@ {0 User Admin Group
@ &P lab-Auditors

@ aaudit

@ Ipointer
@ B lah-East Region
@ B lab-WestRegion

Description - Ctri+S to save

Assigned Roles
@ Windows Systermns Audit

Users:

] aaudit
§ admin
§ Ipninter

Available Roles:

{1 Client Admin Rale
@Jumomumm Role
@ Falicy Admin Raole
@ Reporting Admin Raole
@ Seniar Admin Role
@ Snapshot Admin Rale
@ User Admin Rale

Open another Administration Console window and log in as Alan Audit (aaudit/passwOrd).
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File| Clients Collectors Use

Reconnect Session  Chil-R

Create New Session
Close Session

Change Password
Message of the day

Change License
Display License

Preferences
Exit

-@@@@@@@Cl_ﬁa@

Logon as Alan Audit. Using the Administration Console, navigate through the console functions
to see which functions are restricted to this user.
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15 IBM Integrated Security Solution for Cisco Networks (IISSCN)

15.1System Overview

The IISSCN Solution is an integration of three major sub-systems with components specifically
developed for IISSCN. Each of the three sub-systems must be installed individually. The IISSCN

integration components are then installed to provide the interfaces between the major sub-
systems.

The function of ISSCN is to detect the state of network attached devices, compare the detected
state with a defined set of policies to establish device postures, dynamically reconfigure the

network based on detected device postures, and change the state of devices to be in compliance
with policies.

The IISSCN solution, as delivered includes a set of Policies and Workflows that address certain
well-known conditions such as OS Levels, HotFixes, Security and Policy Settings. These included

Policies and Workflows can be configured to address new instances of these well-known
conditions.

In addition, IISSCN is an extensible platform that provides the ability to create new Policies that

can detect various combinations of state on devices and Workflows that can change various
states on the devices.
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15.1.1

The Subsystems

Network Admission Remediation
Control Subsystem Subsystem
- Compliance Remediation
CTA Client | Client
Iy A
\ 4
Cisco
NAD \ 4
A
Y Compliance Remediation
Server Server
Access
Control Server

TCR Solution Block Diagram

Network Admission Control - Cisco NAC

Cisco's Network Admission Control (NAC) program is a methodology rather than
an actua product. NAC involves three components_ the Cisco Trust Agent
(CTA), aCisco Network Access Device (NAD) running a NAC-enabled version
of Cisco’s 10S, and a Cisco Secure Access Control Server (ACS) running version
3.3 or above of the software.

The primary function of Cisco NAC in TCR version 1.0 is to communicate with
the compliance components on aclient and either allow network access for
compliant clients or restrict network access for non-compliant clients.

The CTA runs on the client and communicates with Posture Plug-Ins to determine
the status of the client. The CTA reports this status to the NAD upon request. The
NAD then reports this data to the ACS where the client’s Posture is determined.
Based on the client’ s posture, the NAD will either alow it access to the network
or will quarantineit.

Information on Cisco NAC is available at:
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http://www.cisco.com/en/U S/netsol/ns466/networking solutions sub solution ho
me.html

15.1.2 Compliance — Tivoli Security Compliance Manager 5.1

Tivoli Security Compliance Manager is a policy compliance solution that supports the definition of
complex policies that specify conditions that should exist on a client. In addition, the client
component of ITSCM can detect the state of these conditions and report the collected current
state information back to the server. The set of conditions that can be checked for is limited by a
library of collectors, each of which collects data from a specific source. Collectors can be
developed as new sources of information or new conditional states are added to the client.

15.1.3 Remediation — Tivoli Provisioning Manager 2.1

Tivoli Provisioning Manager is an object and workflow-based solution that supports the definition
of abstracted objects and workflows that perform specific actions on applicable clients using the
abstracted objects. TPM requires a transport layer for copying objects to clients and executing
commands on clients. Access to this transport layer is provided to the workflows. A TPM
administrator can pre-define all of the objects and workflows necessary to remediate a non-
compliant condition on a client.

Tivoli Intelligent Orchestrator 2.1 can also be used as the platform for remediation. All of the
IISSCN components that run on TPM 2.1 will also run on TIO 2.1.

[ISCN Components

Cisco NAC Network SCM Server TPM Server
Remediation Remediation
Listener WIF
Transport
Layer
SCM Client
Collectors
Posture Cache Collectors
Transport
Collectors Layer
Policy Collector
Remediation Client
Default
CTA Posture Remediation
Plug-in Handler
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15.1.4 Tivoli Security Compliance Manager Client for NAC

The standard ITSCM Solution delivers an ITSCM Client that runs on the clients to collect
compliance information and report it back to the ITSCM Server. For TCR, a special extension of
the ITSCM Client is delivered. This client is adapted to communicate with the Cisco Trust Agent
and supports the Posture Plug-In interface required by Cisco to report posture data during the
NAC process.

_ -] Formatted: Heading
« 3,Heading 3 Char

15.1. Default Remediation Handler

The ITSCM Client includes a Default Remediation Handler (DRH) that will provide a graphical
interface for displaying the compliance posture and data and a method for reinitiating the
compliance scanning process. The DRH supports the passing of non-compliance data and
remediation request data to the Remediation Client. Finally, it provides an interface for notification

of activity and completion of Remediation Requests.
_ - | Formatted: Heading
« 7 3,Heading 3 Char

15.1. ITSCM Collectors for NAC

The standard ITSCM Collectors (base collectors) simply cache data and return it to the Server
when appropriate. For TCR, a new set of collectors is delivered. These “posture collectors” allow
the Posture Plug-in to report Compliance data to the CTA.

15.1.7 Remediation Client

The TCR Remediation client is a TCR-specific component that handles the interface between the
ITSCM Client for NAC and the TPM server. It is a single interface point that parses the
compliance data reported by the ITSCM Client for NAC and creates a Remediation Request that
is then passed to the Remediation Listener.

15.1.8 Remediation Listener

The Remediation Listener is a process that runs on the TPM Server and accepts Remediation
Requests from Remediation Clients. If properly formed, the Remediation Requests are parsed
and the appropriate data in the requests is passed to a Remediation Workflow which invokes the
actual actions that perform the remediation on the client.

15.1.9 Remediation Workflows

The Remediation Workflows are TPM Workflows developed specifically for TCR to initiate the
actual remediation actions on the client. They perform actions on the client such as copying files,
executing commands, and issuing messages.

15.1.10 The Transport Layer (TRAPI )

The transport layer provides a means for communications between the client and the TPM
Server. During the remediation process, the TPM Server may send files, commands, messages
and other information to the client using the transport layer.

For Phase 1, the transport layer used is openssh, delivered via the open-source cygwin client.
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16 Installing the Cisco NAC Components

The following Cisco components must be installed:
o ACS Server
o [0S NAD
o CTA

16.1 ACS Server

Install the ACS 3.3 software and configure it according to the Cisco NAC Deployment < - - - 1 Formatted: Bullets and
Guide. Numbering

Copy the avplist5.txt file to the c:\temp directory on the ACS server.
Add the Tivoli Security Compliance Manager attributes to ACS by running the command:
C:\Program Files\CiscoSecure ACS v3.3\Utils>csutil -addavp c:\temp\avplist5.txt

Restart the ACS server. + - -~ Formatted: Bullets and
Restart the CSAuth and CSAdmin services. Numbering

After that is done, the ACS server should be aware of the IBM ITSCM attributes. To verify
this, run the command:

csutil -dumpAVP avpdump.txt

where avpdump.ixt is the file where the attributes are written. The Tivoli Security
Compliance Manager attributes should be viewable in this file.

16.210S NAD

Ensure that your model and software version supports NAC. Follow the directions in the Cisco
NAC Deployment Guide to setup the NAD.

16.3Cisco Trust Agent (CTA

ATTENTION: Ensure that you have the proper operating system version installed. The TCR
Client requires Microsoft Windows 2000 with both Service Pack 2 and the .NET framework
installed, or Microsoft Windows XP Professional with the .NET framework installed.

1. Install the Cisco Trust Agent client software according to the Cisco NAC

DeploymentGuide.
2. Install the ACS Server’s CA certificate on this client:
a) Copy the ACS Server's ca.cer file to the c:\certs directory on the client.
b) Open a command prompt and go to the following directory:
C:\Program Files\Cisco Systems\CiscoTrustAgent directory

c) Install the ACS certificate using the following command:

ctacert Jadd c:\certs\ca.cer _/store “Root”
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17 Installing and configuring the Tivoli Security Compliance
Manager components for ISSCN

17.1Tivoli Security Compliance Manager Server

1.

Install the IBM Tivoli Security Compliance Manager server as described previously
in this document or in the IBM Tivoli Security Compliance Manager Installation
Guide: All Components. This book is available on the Web at:

http://publib.boulder.ibm.com/tividd/td/IBMTivoliSecurityComplianceManager5.1.ht
ml

Install fix pack 5.1.0-TIV-SCM-FP0009, or later, on the server.

ATTENTION: If you are using an existing Tivoli Security Compliance Manager
server, you might have some collectors already installed. Unregister and uninstall
any collectors that might conflict with the collectors provided with TCR.

Import the SCMNACPolicy_V1.11_Win2000.pol and
SCMNACPolicy_V1.11_WinXP.pol files delivered with fix pack 5.1.0-TIV-SCM-
FPOO009, or later, Described earlier in section 4.1 or using the Tivoli Security
Compliance Manager administration console. Information on importing policies
can be found in the IBM Tivoli Security Compliance Manager Administration
Guide, available on the Web at:

http://publib.boulder.ibm.com/tividd/td/IBMTivoliSecurityComplianceManager5.1.h
tml

Register all the com.* and nac.* collectors using the administration console. If
the SCM Server has been configured to take advantage of the added security of
digitally signing collector code, then authorise all collectors before registering.
Refer to the collector authorisation section 4.2 in the Doc or the ITSCM User
Guide for further details.

Create client groups for the Windows 2000 client systems and the Windows XP
client systems using the administration console. Add the appropriate policies to
each client group.

For example, you can create a group called Windows2000 to represent clients
running Windows 2000 and add the SCMNACPolicy_V1.11_Win2000 policy to
that client group. Similarly, you can create a WindowsXP client group and add
the SCMNACPolicy_V1.11_WinXP policy.

17.2Tivoli Security Compliance Manager Client

Install the IBM Tivoli Security Compliance Manager client as described in the

IBM Tivoli Security Compliance Manager Installation Guide: All Components.
This book is available on the Web at:

http://publib.boulder.ibm.com/tividd/td/IBMTivoliSecurityComplianceManager5.1.
html
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Specify the IP address or Server host name of the Tivoli Security Compliance
Manager server and use the default port numbers.

Note: It is preferable to use the Host Name and keep a local “Host File” to resolve
IP address as this makes all the VMware images more portable with only the host
file requiring updates on all systems.

Indicate that the client uses DHCP and specify the Windows system ID as the alias
for the system. This alias can be changed when registering the client to the server or
used automatically if the ITSCM Server has bee set to auto-register DHCP clients.

Note: It is preferable that the alias name indicates to OS installed for easy
administration of clients to groups.

2.

Install fix pack 5.1.0-TIV-SCM-FP00Q9, or later, on the client system. When
prompted, indicate that you want to install the files for the IBM Integrated
Security Solution for Cisco Networks.

Copy the following files to the C:\Program Files\IBM\SCM\client directory on
the client system:

SCMNACPolicy Basic Win2000.cpf

SCMNACPolicy Basic WinXP.cpf

SCMNACPolicy Boot Win2000.cpf

SCMNACPolicy Boot WinXP.cpf

Add the C:\Program Files\IBM\SCM\client directory to the beginning of the
system path using the Windows Control Panel:

Start -> Settings -> Control Panel -> System -> Advanced -> Environment
Variables

Stop the client either using the Services window of the Windows Control Panel
or by entering the following command in a command window:

net stop “SCM Client”

Open a command window and go to the C:\Program Files\IBM\SCM\client:
directory.

Run the following command, specifying the name of the appropriate cpf files:
installcpf <policy>

where <policy> is one of the following:
SCMNACPolicy_Basic_Win2000.cpf
SCMNACPolicy_Basic_WinXP.cpf
SCMNACPolicy_Boot_Win2000.cpf
SCMNACPolicy_Boot_WinXP.cpf

The Boot versions of the policies check for nothing at all, and are provided to
bootstrap a client to the point where the production policy for the deployment
can be installed automatically. The Basic versions include checks for Windows
password length and minimum age.

These policies are provided to serve as a template for creating deployment
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specific policies such that the required values in the collector parameters of the
collectors can be modified as applicable.

8. Optional. Install the sample HTML pages by extracting the contents of the
acme?2.zip file to the %SCM_HOME% directory.

9. Optional. Enable verbose client logging by modifying the client preferences file,
client.pref, and change debug=false to debug=true.

10. Enable the Tivoli Security Compliance Manager client component, which runs as
a Windows service, to interact with the desktop.

1. Open the Services window from the Windows Control Panel.
Start -> Settings -> Control Panel -> Administrative Tools -> Services
Double-click SCM Client to open the Properties window.
Click the Log On tab.
Select both “Log on as Local System Account” and “Allow service to interact
with desktop”.
5. Click OK.
6. Right-click SCM Client and click Start to start the client component.
(You also can start the client using the net use “SCM Client” command.)

roDd

ATTENTION: If the service is not set to interact with the desktop, the remediation
handler GUI does not work as expected.
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18 Installing and configuring the Tivoli Provisioning Manager
components

18.1Tivoli Provisioning Manager server

1. Install the Tivoli Provisioning Manager 2.1 software as described in the IBM Tivoli
Provisioning Manager 2.1 Installation Guide for Windows. This document is
available on the Web at:

http://publib.boulder.ibm.com/tividd/td/IBMTivoliProvisioningManager2.1.html

2. Install Tivoli Provisioning Manager Fix Pack 1 on the system.

3. Reinitialize the DataCenter to remove all sample data and create the Tivoli
Provisioning Manager server as a DataCenter object.

o Copy the terdcm.xml file to the % TIO_HOME%\xml directory.

o Change all occurrences of the IP address “9.2.16.131” in the tcrdcm.xml file
to the IP address of your Tivoli Provisioning Manager server. Change the
server name of “elix0r2” to the host name of your server. The sub-network
name will be in the form of <IP_address>/32.

o Optional. Copy the tcr.remediation.server.workflows.tcdriver file to the
%TIO_HOME%\drivers directory. Any tcdrivers in this directory are loaded by
the reinit process.

o Open a command window and change to the %TIO_HOME%\xml directory.

0 Run the following command:

.\tools\reinit.cmd _\tcrdcm.xml

NOTE: The reinit process takes a long time, so be patient.

4. Install the transport layer (cygwin for Phase 1) according to the instructions in the
IBM Tivoli Provisioning Manager 2.1 Installation Guide for Windows.

5. Configure the system for SSH and generate keys for the tioadmin user according
to the instructions in the installation guide.

6. Extract the files in the tcr.remediation.server.helpers.zip archive file to the
%TIO_HOME%\bin\TCR directory on the server. If the directory does not exist,
create it.

7. Mark the executable files in the % TIO_HOME%\bin\TCR directory as being

executable. For example:
chmod a+x *.exe
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18.2Remediation Workflows

ATTENTION: If you are took the optional step of copying the
tcer.remediation.server.workflows.tcdriver to the %TIO_HOME%\drivers directory before
reinitializing the Data Center Model, your workflows have already been installed. You can
skip this step and go on to installing the Remediation Listener.

ATTENTION: If you are installing an upgrade to a set of workflows on the server, you
MUST remove the previous version of the workflows using the previous version of the
tcr.remediation.server.workflows.tcdriver file. DO NOT copy the new version of this file
over the previous version or you will not be able to remove the previous versions of the
workflows without reinitializing the DCM.

1. Open a command prompt and go to the %TIO_HOME%\drivers directory.
2. Run the following command (all on one line) to remove the previous workflows:

.\tools\tc-driver-manager.cmd forceUnInstallDriver
tcr.remediation.server.workflows.tcdriver

Copy the new tcr.remediation.server.workflows.file into the current directory.
Run the following command to install the remediation workflows:

.\tools\tc-driver-manager forcelnstallDriver
tcr.remediation.server.workflows.tcdriver

18.3Remediation Listener

Install the Remediation Listener. This installs as a separate Enterprise Application under

WebSphere.

1. Copy the tcr.remediation.server.ear file to the
%WEBSPHERE_HOME%\AppServer/InstallableApps directory.

2. From the WebSphere Application console, select Enterprise Applications and
then Install New Application.

3. Select the tcr.remediation.server.ear file in the
%WEBSPHERE_HOME%\AppServer/InstallableApps directory and install it
using all the default settings.

4. Edit the tc-rs-config.properties file in the

%WEBSPHERE_HOME%\AppServer\installedApps\<server_name>\tcr.remediati
on.server.ear\tcr.remediation.server.war\WEB-INF\tcr-rs-config.properties as
follows:

a) ‘"tiouserid=<TIO_UID>", the user ID under which TIO runs, usually
"tioappadmin"

b) "tiopasswd=<TIO_PWD>", the password associated with the tiouserid

c) "tiohostname=<TIO_HOST>", the fully qualified host name of the TIO system

d) ‘"tioport=<TIO_PORT>", the port used by TIO to serve WS requests, usually
9080
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Do not change any other values.

5. Start the tcr.remediation.server application.
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19 Installation and configuration of ISCN Components

19.1.1 Tivoli Security Compliance Manager Posture Plug-in

The Tivoli Security Compliance Manager Posture Plug-in is automatically installed
and is activated the next time the Cisco Trust Agent is activated.

19.1.2 Remediation Client

1. Install cygwin on the client and setup the cygwin client for SSH following the
directions in the Remclientsetup.doc file.

2. Create a new directory on the client system as workspace for the IBM Integrated
Security Solution for Cisco Networks components, for example:

C:\Program Files\IBM\SCM\client\TCR

3. Extract all the files from the tcr.remediation.client.helpers.zip archive into this
new directory.

4. Copy the tcr.cacerts file containing the demo root certificate authority (CA) key
for the IBM Integrated Security Solution for Cisco Networks into this same
directory.

ATTENTION: The attached tcr.cacerts file is a demonstration version that is
compatible with the demostration certificate provided with WebSphere. This
certificate can be used for non-production environments, but do not use itin a
production environment. In a production environment, you must create a Java
keystore containing the CA certificate of the WebSphere Application Server that
is hosting Tivoli Provisioning Manager and the Remediation Listener
applications.

5. Copy the trapi.properties and tcr.properties file into this new directory.

6. Edit the trapi.properties file and change the following settings to match the client
environment:

. ter.remediation.common.trapi.ssh.endpoint.accountname=<local admin
Account name — Administrator by default)

. tcr.remediation.common.trapi.ssh.endpoint.password=<Password for the
local admin account>

. tcr.remediation.common.trapi.ssh.endpoint.authorizedkeysfile=<path to
authorized_keys file EG: /c:/cygwin/home/Administrator/.ssh/authorized_keys>
. tcr.remediation.common.trapi.ssh.endpoint.hostkeyfile.1=<path to

endpoint host key file file EG:
/c:/lcygwin/home/Administrator/.ssh/ssh_host_dsa_key.pub>

. tcr.remediation.common.trapi.ssh.server.knownhostsfile. 1=<path to
known_hosts file EG: /c:/cygwin/home/Administrator/.ssh/known_hosts
Leave everything else in the file unchanged.

7. Edit the handlers.properties file in the %SCM_HOME%!\client directory and add
the following line:

ter.remediation.client.workspace=<TCRWORKSPACE>

Created by Phil Billin Page 230 29/09/2005



19.2.1

where <TCRWORKSPACE> is the directory you created above.

ATTENTION: The path to the TCR Workspace must use the UNIX forward slash
(/) directory separator, not the Windows backslash character (\). For example:

tcr.remediation.client.workspace=/c:/program files/ibm/scm/client/tcr
8. The log4j open source library must be installed. To install it:

a. Obtain the logging-log4j-1.2.9.zip file (or a later 1.2.x version) from
http://logging.apache.org/site/binindex.html

b. Unpack the ZIP file into a temporary directory.

c. Copy the logging-log4j-1.2.9/dist/lib/log4j-1.2.9 jar file to the
%SCM_HOME%\jars directory on the client system.

9. Restart the Tivoli Security Compliance Manager client.

19.2 Configuration Setup

Policy Creation and Assignment

Policies can be created using the Tivoli Security Compliance Manager Administration console.
See the IBM Tivoli Security Compliance Manager Administration Guide for detailed instructions.
The guide is available on the Web at:
http://publib.boulder.ibm.com/tividd/td/IBMTivoliSecurityComplianceManager5.1.html

Policies include a list of collectors, which is generated by building SQL statements that select
data from the tables maintained by the individual collectors. To create policies using the TCR
“Posture Collectors”, include table names that have the word “Posture” in the table name. This
generates collector lists using the Posture Collectors.

After the collector list has been generated, edit the collector parameters of the Posture Collectors
to specify the required values for the various collectors and the appropriate TCR Workflows to be
called to remediate compliance violations.

The SCMNACPolicy_V1.1_Win2000.pol and SCMNACPolicy_V1.1_WinXP.pol polices that are
delivered with TCR can be used as a template from which to develop your own production
policies. The required values in the delivered policies might not be correct for your environment,
and the software artefacts needed to remediate the various required versions must also be
provided on your remediation server if the deployment is to succeed. However, the workflow
names defined in the delivered polices are the correct names for remediating each type of
violation. Use the delivered policies as a learning tool to discover which workflows are used for
remediation of various conditions.

For Phase 1, clients are assigned policies according to their operating system type so define a
single policy for each OS type of the clients.

Create a client group for each OS type and assign the clients to the client groups as appropriate.

Then assign a policy to each client group. This way all clients of the same OS type will inherit the
same policy.

Created by Phil Billin Page 231 29/09/2005



19.2.2

19.2.3

19.2.4

Remediation Capability

Any compliance violation has the potential to be remediated by the remediation server. In order to
support automated remediation, the software objects used to remediate conditions must be
installed and registered on the remediation server.

Installation of the objects is a simple matter of copying the files in question to a predetermined
directory on the server. Any files used to remediate clients, such as client policy files (.cpf), self-
installing updates, hot fixes, Service Packs, and so on, should be copied to this directory on the
server.

ATTENTION: The names of the software artefacts that are registered for use by TCR is
EXTREMELY IMPORTANT. If the objects are not named correctly, the TCR workflows will not be
able to find them in the DCM. Refer to the_tcrprovisioning.doc document for an in-depth
discussion of creating new artefacts.

Registration of the objects is a matter of adding them as software objects to the TIO DCM. This is
done using the TIO WebUI. For more information on the TIO WebUI, visit the following Web site:

http://www-
106.ibm.com/software/sysmgmt/products/support/IBMTivolilntelligentThinkDynamicOrchestrator.h

tml

Network Configuration

The accompanying document, Cisco NAC Installation/Configuration Example for TCR should be
read before configuring the network. While it is targeted at a particular environment, if the names,
addresses and device types are ignored, the actual step-by-step process is well documented and
should be understood before configuration is attempted. The steps to configure the network are
all described in detail in this document. If you understand this process after reading the
document, it will greatly enhance the chances that your NAC deployment will be successful.

ACS Server

19.2.4.1 NAC Database

An External Database must be configured for Network Admission control. This database will
provide the definition of the credentials, policies, and rules to be applied to NAC.

19.2.4.2 Mandatory Credentials

Mandatory credentials include sets of attributes that must be registered by CTA Plug-ins so that
they can then return values for these attributes during runtime. IBM registers two attributes in
Phase 1, Policy_Version and Violation_Count.

19.2.4.3 Local Policy

A local policy consists of rules that will be evaluated by the ACS Server based on information
returned by the CTA Agent.

19.2.4.4 Local Rules

Each local rule allows for the checking of one or more attributes from the mandatory credentials.
Combined with Boolean operations and hard-coded values, the attributes values returned by the
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plug-ins can be checked and compared against known values. A compliance posture and return
token which will be activated if a rule is matched are also assigned here.

19.2.4.5 Downloadable ACLs

Downloadable IP ACLs are the mechanism by which quarantines are created and enforced. The
ACLs used are standard Cisco IOS ACLs.

19.2.4.6 Groups
Groups are an abstraction used to assign Downloadable ACLs to multiple clients.

19.2.4.7 User Group Mappings

User Group Mappings allow the postures defined in the NAC External Database Policies to be
applied to users.

19.2.5 I0S NAD
The 10S NAD must be configured to enable NAC and to use the ACS Server as its AAA Server.
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20 Cisco NAC Installation/Configuration example for TCR

20.1Install and Configure ACS 3.3

Start the ACS installation. On the ‘ Before Y ou Begin' panel, check all items.

BEFORE YOU BEGIM. the following items must be
complete:

¥ End-user clients can successfully connect to A8 clients
W This Windows Server can ping the 288, clients

W &np Cisoo 105 &84 clisnts are running Cizco |05 release
11.7 ar later

¥ Microsoft Internet Explorer «E.0 SP1 or Metscape +7.02 is
inztalled
‘when you have completed all of theze items, check each ane

and then click Mext,

If these items have not been completed, do not
proceed with the installation of CiscoSecure ACS.
Click Cancel and complete these items.

Explait » > I < Back I Mext » I Cancel I

On the ' Advanced Options' panel you may select items or leave unchecked..

Select which advanced options to be dizplayed in the
CizcoSecura ACS user interface.
[T User Level Metwork Access Restrictions
[™ Group Level Network Access Bestictions
[T Max Sesszions
[ Default Time of Day/Day of Week Specifization
[™ Distibuted System Settings

[ Database Replication
These advanced options along with ather features that you may
chooge to digplay or hide from the user interface can alzo be

zelected from within CizcoSecure ACS after inztallation iz
complete,

E xplait = > | MHext » I Cancel
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Accept defaults on * Active Service Monitoring' panel.

Active Service Monitoring x

Remedial Action on Log-In Failure

¥ Enable Log-in Manitaring

Script bo execute: | =Restart Al j

M ail Hotifications

[~ Enable bail Motifications

SMTP mail zerver: |

W ail account ba notify: I

Explain > < Back I Mext = I Cancel

Accept defaults on ‘ Service Initiation’ panel.
CiscoSecure ACS Service Initiation X

Setup haz finizhed inztaling CizcoSecure ACS on thiz compuber.
CizcaSecure ACS runz as a Service on Windows Server. Setup
cah start this service for you now.

Automatically launch CSAdmin to continue setting up users,
groups, and network access servers.

Additionally, Setup can dizplay the Feadme file that contains
pertinent infarmation about thiz release.

Chooze the options pou would lke:

W res. | want to start the CiscoSecurs AC5 Service now

W res. | want Setup ta launch the CiscoSecurs ACS
Adminiztrator from my Broveser following installation

W *res. | want to wiew the Readme fils

Mext » I
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The home page for the ACS server should be displayed in the browser.

Cisco Secure ACS v3.3

u o .
@ Setup X] egort | Select "Log Off' to end the administration session.

Group
Setup

% Shared Profile
Components

Gisco SvsTems

CizcoSecure ACSE v3.3 offers support for multiple A8 4 Clents and
advanced TACATS+ and BEADIUS features. It also supports several
methods of authonzation, authentication, and accounting (4 4 4) including
several one-time-password cards. For more mformation on CiscoSecure
products and upgrades, please vistt httpJfwwrw. cisco. com.

Network
Configuration

il T Sustem
Configuration

Interface
T4 Configuration

| ) e

. | Administration

Control

{3 | External User

L

Databazes CizcolBecurs ACS
Releage 3.3(1) Build 16
@ | Reportzand | Copyright @2004 Cisco Systems, Ine.
fciivity Copyright ©1991-1992 RS4 Data Security, Inc. MD3 Message Digest Algorithm. All rights reserved.

Copyright @1989, 1993 The Regents of the University of California. All rights reserved

5| Online . . . .
| Dacurnentation | Copyright @1986 University of Toronto. AN rights reserved.
vt B 085 NN Wirenend Wienal M4 Tarcinn 6 1 &1 sinhte vacarrad

Under ‘Interface Configuration’ -> ‘ Advanced Options’, make sure ‘ Group-Level
Downloadable ACLS' is checked, and click ‘ Submit’.
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Interface Lontiguration

_

Advanced Options E

NOTE: These options will hide sections
from the interface only if those sections

are not in use.

U B B R

G

CURS U I

Per-user TACACSHEATITS Attributes

TTzer-Level Shared MNetwork Access
Eestrictions

TTser-Level MNetworle Access Eestrictions
TTser-Level Downloadable ACLs

Default Time-of-Day f Day-of-"Weel:
Specification

Group-Level Zhared Metworle Access
Eestrictions

Group-Level MNetworlk Access
Eestrictions

Group-Level Downloadable ACT.s
Group-Level Password Aging
Metwork Access Filtering

Mlam Sessions

If you will be accessing the ACS server from a browser that is not running on the same

system as the ACS server, then you need to configure an administrator.

‘Administration Control’ ->‘Add Administrator’. Fill in the admin name and password,
then click ‘Grant All’, then * Submit’.

Add Administrator

Administrator Details E

A drmmstrator

ame |adm h

Paszsword

I

Confirmm
i I“ddﬂ

Password

Administrator Privileges ﬂ

Cresated by Phil Billin

Grant All | Fewvoke All |

Page 237

29/09/2005



Next, add the IOS NAD by going to ‘Network Configuration’ and clicking the ‘ Add
Entry’ button under ‘AAA Clients'.

‘@Q AAA Clients 2]
AAA Client | AAA Client | Authenticate
Hostname |IP Address Using
| None Defined |

Add Entry | Searchl

Typein the information for the NAD and click ‘ Submit and Restart’.

Add AAA Client

o Clten [CiscoT751

Hostname

AAA Client |192-188.1.1 =]
IF Address =]
Eew Iradiuskey

ALuthenticate -

Using | FADIUS (Cisco I0S/P1x) =]
- Single Connect TACACS+ A48 48 Chent
(Fecord stop in accounting on fulure).

- Log UpdateWatchdog Pacleets from this

A AL Chent
- Log EADIITSE Tunneling Packets from ths
A AN Clent

Eeplace BEATITS Port info with TTsername
from this A A A Clhent

20.2 Install the ACS Certificate.

Copy the certificate files— ca.cer, server.cer, and server.pvk - into the directory C:\certs.
Run ca.cer. When the following window appears, click on ‘Install Certificate’. Accept all
defaults and click OK to close.
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General | Details | Certification Path |

L)
Certificate Information

This certificate is intended to:

=Ensures the identity of a remoke computer
+Proves wour identity ta a remoke compuker

*Frotects e-mail messages

*Ensures software came from software publisher
+Protects software Fram alteration after publication

+allows data ko be sianed with the current tinne

Issued to: Stress

Issued by: Stress

¥Yalid from S/7/2002 to S/20/2043

Trstall CertiFicate...§| Issuer Statement |

On the ACS main page, select * System Configuration’

Ok I
-> ' ACS Certificate Setup’ ->

‘Install ACS Certificate'. Fill in the appropriate information for the certificate and key
files, and enter ‘1111’ for the private key password. Click * Submit’. For now ignore the

prompt torestart ACS.
Install ACS Certificate

Install new certificate

2]

& Eead certificate from file

Certificate file |C:‘-,u:e ns\server.cer

" Tze certificate from storage

Certificate CI |

Private key file |C:'\|:er15'\,server.pvk

Private key
password

I
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Installed Certificate Information ﬂ

Issued to: Server

Issued by:  Stress

Valid from:  August 07 2002 at 071353
Valid to: Lugust 20 2048 at 00:45.37
Validity: OK

The current configuration has been
changed. Restart ACS in "System
Configuration:Service Control™ to
adopt the new settings for EAP-TLS
or PEAP support only.

Goto ‘ System Configuration’ -> ‘ ACS Certificate Setup’ -> ‘ ACS Certification
Authority Setup’. Fill in the full path to the ca.cer file, and click Submit. Do not restart.

ACS Certification Authority Setup

CA Operations ﬂ

Add new CA certificate to local certificate
storage

CA certificate file |C:H|:e nshca.cer

Go to * System Configuration’ -> * ACS Certificate Setup’ -> *Edit Certificate Trust List’.

Scroll down and select ‘ Stress'. Now restart as directed.

Lot LR CULL Sl LU G LLALL bt el WL 2y UL, et L L L L

securesign BootCA2
(Japan Certification Serwices, Inc. SecureSign F

Securesign EootCA3
(Japan Certification Services, Inc. SecureSign F

¥ Stress
[T Swisskey Boot CA

T T Tt aedar TMana 17700
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20.2.1.1 AddtheIBM ITSCM attributes

To add the IBM ITSCM attributes to ACS by running the command:

C:\Program Files\CiscoSecure ACS v3.3\Utils>csutil -addavp C:\temp\avplist2.txt
Where avplist2.txt isafile containing the IBM ITSCM attribute information.

Restart the ACS server after doing this — the services CSAuth and CSAdmin must be
restarted.

Once thisis done, ACS should be aware of the IBM ITSCM attributes.

To verify this, run the command: csutil -dumpAVP avpdump.txt

where avpdump.txt is the file that the attributes will be written to. The IBM ITSCM
attributes should be viewable in thisfile.

These attributes should also be viewable in the logging attributes list, which will be used
in the * Configure Logging’ section of this document.

The attributes are also utilized as part of the ACS policy rules checking. The values of the
attributes are checked against those specified in the policy rules, and the appropriate
token, ie, ‘Hedlthy’, ‘Quarantine’, etc, is returned to the client. ACS Policy rulesare
described in the Configure External User Database section.

20.3 Configure Logging

Select the System Configuration button on the left side.
Step 1 Click thelogging link.
Step 2 Click CSV Passed Authentications.

Logging Configuration

,ﬁ| Local Logging Configuration
[ v [CSV Failed Attempts

,T H2S Passed Authentications

[ v [c8V RADIUS Accounting

[ v [Ccev TACACS+ Accounting

[ v [cov TACACSt Administration

[ % [C8V VoIP Accounting
The logging page displays. In the * Attributes’ column you should see some IBM ITSCM

attributes. Move these to the ‘ Logged Attributes’ column and be sure that the ‘Log to
CSV Passed Authentications report’ button is checked, then click Submit.
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_

CSV Passed Authentications File Configuration

| Enable Logging ﬂ
| ¥ Log to CSV Passed Authentications report

| Select Columms To Log ?
Attributes Logged Attributes
AR Sencer Message- Type -
Prive-lwl UserHame
Proscy-IP-Address Group-Hame
ExtDB Infa CallariD
Sourse-NAS NAS-Part
Filter Information NAS-IP-Address b

Metwo s Device Group ciseo-av-pair
Acoess Device Cisco:PA:PA-Name
PEAP/EAP-FAST-Clear 7y |Cisco:PaPa versior
Global Message 1d Cisco:PA:0S- Type

Logged Remately ;I Cisco:PA:0S5-Vesial
Real Hame Cisco:PacPa-Usar-Ho
Description CiscorHost:SenviceP
User Field 3 Cisco:Host:HotFixes
User Field 4 Cisco:Host:HostF QD1
User Field 5 Cizco:HIP:CSAWersi
Class CigcorHIP:CSAOper -
N _'l_I

} 5 L] [ |

1 =l

Submitl Feset Columns | Cancel |

20.4 Configure Downloadable ACLs

Configure an ACL for each client condition so that ACS will return the appropriate
downloadable ACL to the NAD for the specified postures. Use the following to
configure the group settings.

Name Healthy Checkup Unknown Infected Quarantine
Description | Permit all Permit all Allow to Deny all Limited access for
internet only updates
ACL permitall permitall Unknown infected quarantine
Content
Name
ACL permit ip any any | permitip any any | deny ip deny ip any any permit tcp any host
Definition 192.168.0.0 192.168.1.4 eq www
etinitio 0.0.255.255
permit ip any
any
Complete these steps.
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Step1 Fromthe ACS server, select the Shared Profile Components button on the
left side.

Step 2 Select Downloadable | P ACL s from the Shared Profile Components
menu.

Step 3 The following screen appears, click Add.

Step 4 Shared Profile Eumﬂunents

| Downloadable IP ACLs 2]

| Name | Description

| None Defined

Step 4
Enter the downloadable ACL attributes specified in the table for our example.
Enter the Name and Description and click Add.
Enter the specified ACL syntax.
Click Submit after each downloadable ACL entry. Then Submit.
Repeat the above steps for each entry.

20.5 Configure Groups

Rename existing group numbers with a name to identify the posture (i.e. Healthy,
Checkup, Quarantine, and Unknown). Then assign attributes for each group type, such as
a downloadable ACL and actions presented to the client (message to display, URL
redirect, timeouts). Use the following to configure the group settings for this example.

Group | Name Downloadable IP | Posture-token string
ACL
10 Healthy Healthy posture-token=Healthy
11 Checkup Checkup posture-token= Checkup
12 Quarantine | Quarantine posture-token= Quarantine

status-query=30
revalidation-timeout=300

13 Infected Infected posture-token=Infected

14 Unknown Unknown posture-token= Unknown

Complete these steps.

Stepl  Fromthe ACS server, select Group Setup from the ACS admin screen.

Step2  Select the group number that corresponds to the following conditions,
click Rename Group, enter name and then click Submit.

Step 3 For each group perform the following:
m Select Edit Settings.
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m Scroll down to the Downloadable ACLswindow. Check the Assign | P
ACL box and select the proper access list for the group condition.

m Then scroll down to the Cisco IOS/PIX RADIUS Attributes section
and select (check) 009/001] cisco-av-pair. Enter the “postur e-
token=string for the appropriate posture token (healthy, checkup, etc).

Group Setup
| Daovmloadable ACLs 2| &
M Assign TP ACL: [Healty =]
| Cisco TOS/ETX RADIUS Attributes Y
¥ [002M001] cisco-av-pair
posture—token=healthy = ‘

Click Submit.
After the last group entry click Submit + Restart

20.6 Configure a Clientless User

Configure auser ID named “clientless’. ACS will use this D to specify what is returned
to a host with no posture agent loaded.

Compl ete these steps.

From the ACS server, select User Setup from the left side of the ACS
administration screen.

Enter anew user named clientless and click Add/Edit.
The user setup page appears.

Scroll down to user Setup and enter the same password that will be entered into the
NAD for aclientless user. In our example ciscol23 and re-enter to confirm.

Scroll down to “Group to which the user is assigned” and select Unknown.
Click Submit.
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20.7 Configure Global Authentication for EAP

Enable EAP-GTC and NAC.
Complete these steps.
e Fromthe ACS server, select System

User Setup

‘ User Setup ﬂ

Paszsword Authentication:
ICiscoSecure Diatabhase j

Ciscosecure PAP (Also used for CHAPIWS-
CHAP/ARAD, ifthe Separate field 15 not checked.)

Password |‘*°““‘°’°‘°‘°‘°“‘

Confirm
Password
[T Separate (CHAPMS-CHAP/ARAPR)

Password |

Confirm I
Password

I

When a tolcen server 15 used for authentication,
supplying a separate CHAP password for a token
card uzer allows CHAP authentication. This is
especially useful when tolen caching i1z enabled.

Group to which the user is assigned:

[Uriroven 3|

Configuration from the left side of the ACS administration screen.

e Sdlect Global Authentication Setup from the System Configuration menu.
e Sdlect (check) Allow EAP-GTC.

e Sdlect (check) Allow CNAC.

e Click Submit.

20.8 Configure External User Database

Create an External User database to specify a set of mandatory credentials that ACS will
look for.

In our example our network hosts are running the IBM ITSCM client application (agent).
Therefore you must create a database to specify the mandatory credentials, a set of rules,
and the actions that are returned by ACS.

Complete these steps.
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20.8.1.1

20.8.1.2

Createthe NAC Database

From the ACS server, select External User Database from the |eft side of the ACS
administration screen.

At the External User Database menu, select Database Configur ation>Networ k
Admission Control.

Select Create New Configuration.
Enter the name for thisiteration of the NAC database.
Click Submit.

Make sure the database name appears in the External Database Configuration
window. Click Configure.

Y ou will be presented with two windows; one asking for any mandatory credential
types and another where you will configure the local (or external) rules for the
credentia validation policies. Click Edit List.

The ‘Mandatory Credential Types List” window appears. Move the IBM and
Cisco:PA credentials from Available to Selected Credentials.

Mandatory Credential Types list ?
Aocailable Credertials Selected Credentizls
IBM Corparation: SCh

Cisco:HIP Cizco:PA
Symante il
MAL AN
Trend: AW

= |

= |

Submit | Cancel |
Click Submit.

The Credential Type Configuration page displays with your settings. Scroll down to
the bottom and click Save Configuration.

Y ou are returned back to the External User Database main screen.

Then proceed to the next step.

Createthe Local Policy
Y ou should be at the External User Database main screen.

Step 1 Click Network Admission Control.

Step 2 In the External User Database Configuration window select the database
and click Configure.
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Step 3 Under the Credential Validation Policiesclick L ocal Palicies.
Step 4 Click New L ocal Policy. The loca policy Configuration screen displays.

Local Policy Configuration

Hoene.
Palicy Rule List d

Configurable Rules
Ho Budes
MawFuio | Up| Down
Default Rule

Resudt Credestal
Token

Type
[Gocara =] [Grimowm 2|

Acton

Lk

Submit | Cancel |

Step 5 Enter the Rule name and a description.
Step 6 Click New Rule.
Step 7 A rule configuration screen displays.

Step 8 Select the specified attribute, operator and value for the rule from the job
aid table.

Step 9 Once complete click Submit.
Step 10  Repeat steps until al the rules for this policy has been created.

A simplerule set that checks the Policy Version attribute value for different platforms may ook
like the following:
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Local Policy Configuration

Narme: |SCMPalicy

Description: |SCM Fuolicy
Policy Rule List 2]
{Configurable Rules

Cisco:PAOS-Type contains Windows 2000
BN Corporation: 2 ChPolicy Version |= SCKWIACPolicy V1.0 Win2000

Eesult Credential Type Tolen Action
|IEEM CDrpDrﬂtiDn:SCMj |Ouarantinej |Pnlic5rversinn=v1.uwii|

Cisco:PAOS-Type contans Windows 3P
IBM Corporaton:3CWF olicy Version |= SCWIACE ohiey V1.0 WP

Eesult Credential Type Token Action
|IEIM CDrpDrﬂtiDn:SCMj |Hea|thy j |Pnlic5rVersinn=v1.DHi:|

New Fule |£| Du:nwnl

Default Rule
Eesult Credential Type Token Action
IBM Corporation:SCM »|  [Healthy =] [pefault Rule =

20.8.1.3  Configure User Group Mappings
Map a Posture Token to an ACS User Group. Also create posture agent messages to display to the
users.

It is assumed that you are at the External User Database Configuration page. If not, select the
following External User Databases>Database Group Mappings.

Token User group PA User Message

IBM ITSCM Database

Healthy Healthy Welcome healthy user.
Checkup Checkup Checkup needed.

Quarantine Quarantine You are placed in quarantine.
Infected Infected You are identified as infected.
Unknown Unknown
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Complete these steps.

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6

From the External User Databases page click Database Group Mapping.
Click the CNAC database for this group mapping (i.e. IBM).

Select the User Group.

Enter the message that displaysto users

Repeat steps 3 and 4 for each token.

Click Submit.

20.8.1.4  Configure Unknown User Policy

In this task map a Posture Token to an ACS User Group. Also create posture agent
messages to display to the users.

It is assumed that you are at the External User Database Configuration page. If not, select
the following Exter nal User Databases>Network Admission Control.

Complete these steps

From External User Databases click Unknown User Policy.

Step 1

Step 2

Make sure that the Check Box is checked. NAC will not work if thisis not
done. Then move the IBM Database to the Selected Databases column.

Click Submit.

Created by Phil Billin Page 249 29/09/2005



21 10S NAD Configuration for NAC

Thiswill configure the basic settings to allow an administrator access to the necessary
screensin order to configure NAC on the Cisco Router.

m  Configure basic ACS administrator access for NAC

21.1.1 Setup
Before starting, verify the following:

Step 1 Router is powered on.
Step 2 Connect the serial cable to the router console port.

Step 3 Configure your router with basic settings and assign the interfaces to
match our topology.

Compl ete these steps.
211111  Accessthe Router
From the ACS access Hyperterminal.

Enter the enable mode.

21.1.1.2  ConfigureAAA

In global config enter the following:

aaa new-model
aaa authentication eou default group radius
aaa authorization auth-proxy default group radius
ip admission inactivity-timer 10
21.1.1.3  Configure Radius Server
radius-server host 192.168.1.2
radius-server key radiuskey
ip radius sour ce-interface FastEthernet0/0

21.1.1.4  ConfigurethelInterface ACL facingthe hosts
access-list 101 permit udp any host 192.168.150.1

Specify an ip admission Posture ACL
ip admission name NAC eapoudp

21.1.1.5  ConfigureClientlessHosts

identity profile eapoudp
device authorize ip-address 192.168.150.2 policy NAC-CL
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exit

identity policy NAC-CL
access-group NACacl

Ciscol751(config-identity-policy)# exit

Ciscol751(config)#

ip access-list extended NACacl

permit ip any any

eou clientless username clientless

eou clientless password ciscol23

eou allow clientless

eou timeout hold-period 60

eou timeout status-query 30

eou timeout revalidation 600

21.1.1.6 NAC Interface Configuration

inter face x

If 1 port Ethernet card (WIC-1ENET) isused to interface the client, x is
the Ethernet interfacing the host PC, like ehternet 0/0.

If 4 port Ethernet card (WIC-4ESW) isused to interface the client, x is
the vlan interfacing the host PC, like vlan 2..

Ciscol751(config-if)# ip access-group 101 in
Ciscol751(config-if)# ip admission NAC

21.1.1.7  EnableLogging
eou logging
Ciscol751(config)# logging host 192.168.1.5
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21.1.1.8 Install CTA
These steps you through installing Cisco Trust Agent (CTA) on a host PC.

Step 1

Step 2
Step 3
Step 4
Step 5

Step 6

Step 7

Step 8

Step 9

Access one of the client machines, i.e. a system on the 192.168.150.0
network.

Run the CTA setup program. This might be CT Asetup-1.053.exe.

A CTA installation wizard appears stating it isinstalling. Click Next.
Accept the license agreement.

Accept the defaults by clicking Next.

A CTA pop up window appears stating the install is successful. Click Ok
then Finish.

If you would like to verify CTA isrunning, go to Services and you should
see CTA running. Click Settings>Control Panel>Administrative
tools>Services.

Install the certificate that allows authorization to the ACS. The file ca.cer
that was used on the server must exist locally on the client, inthiscasein
the \Certs directory. Run the command

ctacert /add C:\Certs\ca.cer /store “Root”

Y ou should see a prompt stating that the certification install was
successful.

Copy the file %allusersprofile%\A pplications\Cisco
Systems\CiscoTrustAgent\ctalogd.tmp to ctalogd.ini.

Created by Phil Billin Page 252 29/09/2005



22 Setup IBM ITSCM NAC Plug-in and Client

Complete these stepsto install IBM ITSCM plugin to the host and interface with Cisco
CTA.
Step 1 Confirm CTA isinstalled on the host PC

Step 2 Copy the following two posture plugin files into the “ Program
Files\Common Files\Cisco Systems\CiscoTrustAgent\Plugins\Install”
folder:

Ibmnac6.dl!
| bmnacb.inf
Step 3 Restart the CTA services.

Step 4 Verify ACS and the router allows admission to healthy hosts while
denying admission to non-compliant hosts.

22.1Putting it All Together - Creating and deploying a new TCR
object

In order to create a new TCR object, you must first have a means to remediate violations
and a way to detect violations. Remediation, using the TPM Server, is accomplished using
Remediation workflows, so you must either identify an existing workflow capable of remediating
the violation or provide a new workflow for remediation.

Detection is controlled using compliance policies defined at the ITSCM Server, which in
turn use collectors to detect state on the client. You must identify a collector that can detect
violations.

Once a suitable Remediation Workflow and Compliance Collector are identified, policies
must be changed on the ITSCM Server and the ACM Server and a new policy remediation object
must be created on the TPM Server to effect the change.

The following is a diagram and description of the steps required to configure the various
sub-systems with information to handle the new TCR Object and the process by which this
information will take effect.
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1. TPM Server

A Remediation Workflow that will remediate violations must be provided and the name
must be noted for entry in the ITSCM Policy. If the Remediation Workflow will use any files to
be copied and/or executed on the client, these must be loaded onto the TPM Server and
registered with the TPM Data Center Model.

The Remediation URL of the Remediation Listener that will provide access to this
workflow must be noted for entry in the ACM Local Server Policy.

2. Compliance Policy

A Compliance Policy must be created or updated on the ITSCM Server. The policy must
include a collector of appropriate type to detect violations. The collectors parameters must be
configured with the values that will be checked against when making violation compliance
decisions and the name of the Remediation Workflow that will remediate violations when
detected as noted in (1) above.

Each Policy must include a Policy Collector. This collector must have its collector
parameters updated for Policy_Version. The new value must be noted for entry in the ACM
Server Local Policy.

The new Compliance Policy must have an object created that will be loaded onto clients
by the TPM Server. To create such objects, the appropriate policy must be exported on the
ITSCM Server and then converted into a “Client Policy File” (.cpf) using the createcpf utility
on the ITSCM Server. The .cpf file is the object that will be loaded onto clients to remediate
policy version.

3. TPM Server

The new Compliance Policy object (.cpf file) must be loaded and registered with the TPM
DCM so that it can be loaded onto clients.

A well-known workflow for remediating policy objects should be provided with TCR. It
should be noted here.
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4. ACS Local Policy

The ACS Server’s Local Policy for NAC must be updated with the new Policy_Version as
noted at the ITSCM Server in (2) above.

The ACS Server’s Local Policy for NAC must contain the Remediation URL of the
Remediation Listener as noted in (1) above. In most cases this will already be correct in the
policy, but it is noted here for first time installations.

1. Client to CTA
When a client is next queried by the CTA, the policy version
reported on the client will be the one the client has been running.
| 2. CTAto ACS ¢W
The CTA will report this and it will not match the new
Policy Version defined on the ACS Server.
| 3. ACSto CTA
The ACS will send a quarantine notification with the Remediation
URL of the Remediation Listener back to the CTA, and the client
will be quarantined for Remediation.
| 4. Policy Collector to Remediation Handler
Upon notification from the CTA, the Policy Collector will pass the
Remediation URL and a remediation request containing the name
of the well-known workflow for remediating policy objects to the
Remediation Initiation Handler.
5. Remediation Handler to Remediation Listener
The Remediation Handler will contact the TPM server asking for a
policy update and the appropriate workflow will load the new policy
object onto the client.

Once this process has completed, the new policy object will include collectors
to scan for the new TCR Object. These will run and a violation should now be
detected. The violation will be remediated as in steps 5 — 9 above, and the
healthy client will then be admitted onto the network.

22.2Example Scenarios

22.2.1 HotFix

A new hotffix is available. All clients are to be updated with the new hotfix before
admission to the corporate network.

1. TPM Server
a. An executable to install the hotfix must be loaded onto the TPM Server and
registered as a Software Patch using the TPM Web UI. It should be assigned a
device driver type of TCRMSPatchinstall.
b. Note the URL of the Remediation Listener
2. ITSCM Server
a. Identify a Policy or Policies applicable to the clients that require the patch, or create a
new one.
b. Add a Compliance Object to the policy and name it appropriately. Assign it a
PostureHotFix Collector.
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d.

e

Set the PostureHotFixcollector parameters to indicate the HotFix ID, and to use
TCRMSPatchlinstall as the workflow. If a HotFix Collector already exists in the policy,
simply add the new hotfix number to the list of values in the hotfix parameter.
Update the collector parameters of the Policy Collector to change the Policy_Version
parameter to a new value. Note this value for the ACS Server.

Save the Policy.

3. ACS Server

a. Select External Databases, Network Admission Control and select the correct
instance and local policy for IBM ITSCM.

b. In the local policy, change the rules that apply to the clients to specify the new
Policy_Version noted in 2-d above.

c. Save the changes.

22.2.2 Password Length
1. TPM Server
a. Note the URL of the Remediation Listener

2. ITSCM Server

a.
b.

C.

d.

e.
3. ACS Se

a.

b.

C.

Created by

Identify a Policy or Policies applicable to the clients that require the patch, or create a
new one.

Add a Compliance Object to the policy and name it appropriately. Assign it a
PostureNetAccounts Collector.

Set the PostureNetAccounts collector parameters to indicate the new password
length, and to use TCRMinPasswordLen as the workflow. If a NetAccounts collector
already exists in the policy, edit its parameters to specify the new password length
and workflow name.

Update the collector parameters of the Policy Collector to change the Policy_Version
parameter to a new value. Note this value for the ACS Server.

Save the Policy.

rver

Select External Databases, Network Admission Control and select the correct
instance and local policy for IBM ITSCM.

In the local policy, change the rules that apply to the clients to specify the new
Policy_Version noted in 2-d above.

Save the changes.
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23 Troubleshooting the Deployment

Before troubleshooting a NAC deployment, it is extremely important to understand how
NAC works and the sequence of events for a full NAC/Quarantime/Remediation/Compliance
process. The previous section, Putting it All Together - Creating and deploying a new TCR

object, provides a description of this process and should be read and understood before
troubleshooting.
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TCR-Specific Objects Attributes and Relationships

In order to debug a TCR Deployment, it is essential to understand the TCR objects, their function, their relationships, and the way in which
attributes are configured within the objects to form relationships with other TCR objects. In the following Diagram, the Shadowed Boxes represent files
or content that is imported to change the behaviour of the deployment. The heavily-lined boxes are software that is installed as part of the deployment.
The grey boxes represent the TRAPI layer. The deployment description below refers to this diagram.

ACS Server Client TPM Server
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Deployment Description
In the preceding diagram, the first thing that would be done in the deployment would be to
install the Software (Cisco Trust Agent, ITSCM Client, TCR Client, Remediation Listeners, TCR
Workflows as well as TRAPI). Once the software is installed and configured to be able to
communicate, the importable objects are imported to extend the solution. Finally, the installed and
imported components must be configured to make the system perform in the desired manner.
Installed Software
Client
e Cisco Trust Agent
The Cisco Trust agent must be version 1.0.53 or above and must have the ACS
Server’s CA Certificate installed.
e |TSCM Client
The ITSCM Client must have ITSCM 5.1 Client + ITSCM Fix Pack 2 installed

e TCRClient
The TCR Client software is delivered and installed with the ITSCM Client software
TPM Server

e Remediation Listener
The Remediation Server is delivered as tcr.rmediation.server.ear and in installed as
an Enterprise App on WebSphere

e TCR Workflows
The TCR Workflows are delivered in the tcr.remediation.server.workflows.tcdriver file
and are installed as standard TPM Workflows.

Imported Items
Client

e |TSCM Policy
Policy files are created on the ITSCM Server and exported for transfer and installation
on clients. The ITSCM Policy contains all of the collectors and collector-specific
parameters for a client.
TPM Server

e tcrdem.xml
This file is used to reinitialize the TPM Data Center Model. It should be edited to
change the server name and IP Address to match the local deployment.

e Software Artifacts
These are files that will be used to perform the remediation actions on the clients.
Examples are self-installing updates, exported ITSCM Policy files, etc. Anything that
might be copied to a client to correct or update something must be registered with the
TPM Data Center Model first so it can be accessed by the TCR Workflows.
ACS Server

e AVPList
The AVPList.ixt file provided by IBM must be registered with the ACS Server in order
for the Mandatory Credentials for IBM ITSCM to be available to ACS policies. The
provided file should register a Credential for IBM:ITSCM with two attributes:
Policy_Version and Violation_Count.

Configuration
Client
e The client is configured with the address and port# of the ITSCM Server. It is setup as
a DHCP type ITSCM Client and is assigned an alias.
e The client.pref file can be edited and the debugging levels changed.
TPM Server
e The Data Center Model is populated with items from the tcrdcm.xml file when the data
center is reinitialized.
ACS Server
e The NAC External Database must be configured with local policies and rules to detect
the registered attributes from the ITSCM Client and to determine a client’s posture
based on the values passed in the registered attributes.
e Each local rule can have a token and an action.
0 The Token mapped to a User Group using the External Database Group
Mapping feature.
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Each User Group is assigned a downloadable IP ACL, which determines how
the network will behave when a client is found to be in a certain state. Once a
client’s posture token has been determined, the client will become a member
of the User Group that is mapped to the Posture Token. Each User Group can
be assigned a Downloadable IP ACL which will determine how the network
will treat clients that are assigned to the group.

The Actions defined for each local rule will be passed back to the client as the
argument to a pnotify message. This argument is then processed by the
client.
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24 Hints, Tips, and Tools

24.1General Notes

Before installing any of the SCM components it is important to check the latest
information from the README.TXT that is shipped with the code, and the latest product
Release notes. This is particularly important as the supported set of platforms for each
SCM component, i.e. Server, Client, Admin GUI and Admin CLI are different.

24.2DB?2 Installation

On a Windows platform, ensure that you reboot the system after completing the DB2
installation, as you will probably get ajdbc error when trying to access the SCM Admin GUI
for the first time.

During the installation of DB2 selecting the default installation options will be sufficient for
an SCM installation. Y ou do not need to create a DB2 instance as the installation of the SCM
server will do this automatically. It is suggested to use the default user names (and groupsin a
UNIX installation) for all DB2 services. It would probably be a good idea to use the same
password for all these services also.

24.3 SCM Server Installation

Before installing the SCM server component you need the following information:
 Name of an email server, and an email address to which server notices will be sent
e Server and client ports, the defaults are 1955 and 1950 respectively, it is
recommended to use these defaults, unless they are already in use
e Passwords to be used for the master and server keystores. Note: During installation
you will have the opportunity to stashing the server keystore password for automatic
startup by checking a selection box. It is recommended that you check this box, as
this will instruct the installation program to register the SCM server process as a
Windows service, otherwise you will need to run the jacservice command to start and
stop the SCM server service.
e The user id and password (with administration access) for communicating with the
DB2 database
e For remote databases or Windows installations, you will need the location of the jar or
zip containing the JDBC driver and the URL for database connectivity, for Windows
this is c:\program files\sqllib\java\db2java.zip
i. By default SCM will install to /opt/IBM/SCM on AlX, and should not be
installed on the root file system, therefore if /opt is on the root file system you
will need to do one of the following:
i. Create a separate file system for /opt
iii. Create a separate file system for /opt/IBM or /opt/IBM/SCM
iv.  Create a symbolic link from /opt to /usr/opt
v.  Create a symbolic link from /opt/IBM or /opt/IBM/SCM to some other file
system
Execute one of the following to start the server installation wizard:
e For windows execute scm_win32.exe from the code source
e For AlX execute ./scm_aix.bin as the root user.
e For Solaris execute ./scm_solarisSparc.bin as the root user

When installing the SCM server on Solaris ensure that the file system used for temporary
disk space, typically /var, islarge enough for the installation, otherwise the installation
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program will not be able to run. If the default file system for temporary disk space isless
than 45 MB, you should specify another location on afile system with adequate disk
space for temporary installation data to be stored, you can do this by specifying the temp
directory, i.e.

Jscm_solarisSparc.bin

e For Linux execute ./scm_linux.bin as the root user

o When presented with the installation directory, C:\Tivol\SCM, either accept this
default or change. If more than one SCM component is to be installed on the same
machine, you must use the same base install directory for each one.

o Ensure that the IBM SCM Server is selected to be installed, by default the SCM client
is selected

e On the Server E-mail configuration page enter the Email server name and an email

address to send server messages to. You cannot leave these fields blank, however,

as long as the email address is in the correct format, i.e. name@domain, you can

proceed.

Enter the port numbers for the Server and client, or accept the defaults.

Enter passwords for the master keystore password and the server keystore password

Specify whether the database is local or remote

In the Database configuration enter the database user id and password that SCM will

use to connect to DB2

Enter the location of the JDBC driver, usually c:\program files\sqllib\java\db2java.zip

e If you are using a local database you do not need to make any changes to the field
labeled “URL to use for database connectivity”. If the database is remote add the
URL to this field

e If you are using a remote database you will be prompted on the next page to check
that the JAC database has been created and that DB2 has been enabled to use the
JDBC interface.

e Enter a user name and password for the SCM administrator

e Before installation begins you will be presented with some information about the
configuration, i.e. the location SCM will be installed to and the components to be
installed — i.e. the SCM server, and the SCM Database Configuration which is
automatically selected for installation

24 .4Installing the SCM Client

SCM client — this component can be installed on AlX, Solaris, Windows 2000 Server,
Windows Advanced Server, Windows 200 Professional, Windows XP Professional, Windows
NT 4.0 Server and Workstation, Windows 2003 (Standard and Enterprise), Redhat Linux,
Redhat Enterprise Linux, SUSE Linux, SUSE Enterprise Linux server.

Before installing, you should have the following information:

e The port numbers the client and server will be communicating over, this should be the
same port numbers selected during the server installation.

e The communication mode — Push or pull. In push mode the client initiates
communication with the server, in push mode the Server initiates communication with
the client

o As with the Server installation, if the platform you are installing on is HP-UX (or
Solaris?), you will need obtain the Java Runtime environment for that platform as it is
not supplied with the SCM code

To begin the installation of the SCM client execute one of the following:
o For windows execute scm_win32.exe from the code source
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For AIX execute ./scm_aix.bin.

For Solaris execute ./scm_solarisSparc.
For Linux execute ./scm_linux.bin.

For HP-UX execute ./scm_hp11x.bin.

Here is the procedure for installing the SCM client:

i. When presented with the installation directory, C:\Tivol\SCM, either accept this
default or change. If this client is on the same machine as the Server, it must be
installed in the same location as the server was.

ii. Ensure the SCM client has been selected for installation, it should as it is the default

iii.  Enter the port number the client will be listening on, this should be the same port
value specified for the client during the server installation

iv.  Select whether the Client will be running in Push or Pull mode. In Push mode
communication can be initiated by either the client or server, in Pull mode the server
will initiate communication. Why?

v. If you select the Push mode, you will be prompted to enter the server name (or server
IP address) and port number the server will be listening on. The port number should
be the same as that specified for the server during the server installation. Also you
will have the option of specifying whether the client uses DHCP to obtain its IP
address, if this check box is selected you will need to enter a name that the server
can use as a client for your DHCP client.

Note: If you select Push mode, then check the box to specify that the client uses DHCP, and
then go back a couple of pages to change your option from Push to Pull mode, you will be
prompted to enter a DHCP alias name, this is a bug in the beta code build, the workaround to
this is to go back to the page where you select Push or Pull mode and select Push mode,
click next for the next page and unselect the DHCP option, then go back one page and
change your selection to Pull mode and continue.

24.5Installing the SCM Administration Utilities

This component provides you with the SCM command line interface and if installed on a
Windows platform it will also install the SCM Admin GUI. The admin GUI does not need to be
installed on a machine with any other SCM components, the machine it is installed on will
need TCP/IP connectivity to the SCM server machine.

24.6 Post Installation

After you have installed the server, the client, and the administration console or command
line interface or both, be sure to install the Tivoli Security Compliance Manager collectors
and policies from the product CD into a directory that the server can read and write to. See
the IBM Tivoli Security Compliance Manager Administration Guide for more information
about using the collectors.

After you have installed Tivoli Security Compliance Manager, it is important to review log
space in DB2 to determine if you have adequate space for Tivoli Security Compliance
Manager logging requirements. You must have administrator authority for DB2 to issue the
following commands, which will enable you to review the logging requirements and make
changes, if necessary.

The values in the following commands are the minimum size needed for a reasonably loaded

system. If you are using a more heavily loaded system, you might need to increase the log
file size and or the number of log files.
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i. To see the current DB2 settings, issue the command:
db2 get db cfg for JAC
ii. To setthe log file to 1000 4K pages, issue the command:
db2 update db config for JAC using LOGFILSIZ 1000
iii.  To set DB2 to use 10 circular log files, issue the command:

db2 update db config for JAC using LOGPRI MARY 10

iv.  After you make these changes, stop and then restart the server.

24.7 Installing an Email server

You would only need to install an email server if you are working on a demo/POC
environment where you do not have access to a corporate email system. The ArGoSoft
SMTP/POP3 mail server is a freeware product that is quick to install and configure, however
it runs only on Windows platforms.

24.8 Configuration

There are two main configuration files which you can edit in order to modify SCM:

e client.pref (default path /opt/IBM/SCM/client/client.pref or
C:\Tivol\SCM\client\client.pref)
e server.ini (default path /opt/IBM/SCM/server/server.ini)

[JAC]
# Hostname or | P address of the server you wish to contact
jac_host=9.173.178. 14

# Port nunber on the JAC server
jac_port=1955

# Port nunber the JAC server uses to contact the client with to execute commands
# Use -1 to allow RM to choose
export _port=1950

# Type of client to act as

# PULL: Server contacts client first - Use for firewalls
# PUSH: dient contacts server first - Mre efficient
client_type=pull

# Print debug messages to STDOUT
debug=f al se

# Base directory of the client
base_directory=C: \ Tivoli\SCMclient

# Once the nunber of nessages in the queue > MAX MESSAGES, the flush the queue
i medi ately
max_nessages=100

# Don't allow nore than MAX QUEUE_SI ZE nessages in the queue
max_queue_si ze=200

# Time in milliseconds nmessages in the client queue are sent to the server
flusher_sl eep_ti ne=6000

# Time in nmilliseconds the client pings the server
pi nger _sl eep_t i me=60000

dhcp=f al se

#al i as=dhcp9207. pi c. uk. i bm com
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Figure 4, client.pref

The main settings you may need to modify are:

e jac_host this can either be the SCM server’'s name, or IP address. If the client is
acting only as a proxy relay, the jac_host will be set to localhost, i.e. jac-
host=localhost

o export_port this is the port that this client will be listening on, the default is 1950,
but may be changed, need to be consistent with the definition for the client in the GUI

e client_type this is either pull or push. If you want to change the type of the client
you will need to edit this value as well as the client setting from the GUI or CLI.

o flusher_sleep_time the SCM client stores data to be sent to the SCM server as
messages in a queue, this value specifies the interval in milliseconds between
sending each message. Typically in test scenarios you may want to decrease this
value.

e pinger_sleep_time this is the time interval between client “pings” to the SCM
server. The default is 60000 ms, i.e 10 minutes, again in a test environment you may
want to decrease this value.

o dhcp=false this value can be either true or false. The omission of this value or
commenting it out with a preceding #character is the same as setting the value to
false.

Note: If aclient is configured as a DHCP client in the client.prefs file, the IP address of
the client machine can be changed without the client losing its registration to the SCM
server. Note this feature is intended for use by client machines picking up an |P address
from a DHCP server, however, it is functionally independent of DHCP, i.e. amachine
with a static | P address can be registered as a DHCP client without any functional
problems.

General JAC paraneters

jac.debug - shows debug information

jac.server.resolve.clients - if false JAC assunes Uni cast RenoteQbj ect.getCientHost returns an | P address
Set this to true if it returns a hostnane instead

jac.server.process_threads - Nunber of processing threads in the JAC server

jac.server.no_activity_timeout - mlliseconds before the server will consider a client inactive
jac.server.dunp_file - File used to store nmessages queued when the server shutdown

jac. adm nserver.separate_db_connection - if true each adnmi n server object has it's own database connection
jac.run_cleaners - if true, start the table cleaner thread

jac.run_schedul ed_queries - if true, start the schedul ed queries thread

jac.cleaner.sleep_time - milliseconds between table cleanings

HHHHHHHFHEHEHRR

boot strap. services. fil enane=./services

j ac. debug=f al se

jac. base_directory=C:\Tivoli\SCMserver\
jac.server.resolve_clients=fal se
jac.server.max_process_t hreads=20
jac.server.process_t hreads=5
jac.server.no_activity_timeout=300000
jac.server.dunp_file=./server.dunp

jac.cl eaner. sl eep_ti mne=3600000

j ac. dat a. t abl espace=JAC_DTS
jac.index. tabl espace=JAC DTS

j ac. dat a. noi ndex=f al se

j ac. server. queue. hi gh_wn=10000

jac. server. queue. | ow_ wn=9500

jac. server. queue. scratch_directory=scratch/
jac. adm nserver. max_t oken_age=30000

jac. server. exceptions_directory=exceptions/
client.pull.secret=secret
server.inactive_timeout =900000

db. server pool si ze=5

db. admi npool si ze=5
jac.security.authenticator=comibmjac.server.JACAut henti cat or
#j ac. security. authenticator=comibmjac.server. CWAAut henti cat or

Created by Phil Billin Page 265 29/09/2005



#aut henti cat or. cwa. | daphost =
#aut hent i cat or. cwa. def aul t donai n=

# DHCP Cient Auto Registration - Uncomment to enable
#j ac. dhcp_aut o_regi ster=true

Mai | paraneters used by JAC when sending mail

mai | . snt p. host - Hostnane of the SMIP server to send mail. Can be |local host if you has sendnmmil
mail.mailid - Specifies who to send nail as. This will the the "Froni' for JAC nuilings

HH R HH

mai | . st p. host =secur eway6. pi c. uk. i bm com
mai | . mai | i d=user 1@ecur eway6. pi c. uk. i bm com

i s g e

RM paraneters

SR

rm.port - port the server listens for renote calls on
rm .debug - turns on RM debugging. LOTS OF OUTPUT!

oW

rm . port=1955

rm . debug=f al se
client.pull.listener.port=1950
export_port=1951

db.local .jdbc.driver - fully qualified class of the |local JDBC driver. Make sure this is in your

# Dat abase paraneters

# db.is_renote - if false connect to the database using the CLI. Oherw se use the network driver
# db.userid - userid to |l og onto the database

# db. password - database password for db.userid

# db.local .url - JDBC url of your |ocal database

# db.renote.url - JDBC url of your renote database

#

#

db. i s_renote=fal se

db. useri d=db2admi n

db. passwor d=l yM cGFzc3dven=

db. I ocal . url =j dbc: db2: JAC

db. renote. url =j dbc: db2://1 ocal host/ JAC_REM

db. 1 ocal . j dbc. driver=COM i bm db2. j dbc. app. DB2Dri ver
db.renote. jdbc. dri ver=COM i bm db2. j dbc. net. DB2Dri ver
db. enabl e. bat ch=f al se

db. def aul t. max_age=720

# Security
#

keystore. directory=C: \Tivoli\SCM server\keystores
provi der. keyst ores=i bm j ks

provi der. certs=i bm

provi der. keyst ore. i bm passwor d=l yM Ml zNDU2
server. keyst ore=server. j ks

server. keyst or e. passwor d=l yM cGFzc3dvenQ=
server. ssl key=ssl cert

server . aut hkey=aut hcert

aut hori zer. max. keys=4

l'i censecert. password=lyM bQ j ZWzZWNl cnQ=
audi t cert. passwor d=I yM YXVkaXR ZXJ0

# SSL session cache size for push clients
server. sessi on. cache. si ze=5000

# SSL session cache size for pull clients
client.session. cache. si ze=1000

# ACO Security Manager settings
#

runni ng | ot

cl asspath

db.renpte.jdbc.driver - fully qualified class of the remote JDBC driver. Make sure this is in your classpatl

aco. obj ectLi st=comibmjac.server.JACO ientlnpl,comibmjac.server.JACG oupl npl,comibmjac.server.JACCol | ect

aco. di sabl eAccessChecks=f al se

boot st ap. services. fil enane=C:\ Ti vol i \ SCM ser ver\ servi ces
jac.server_directory=C:\Tivoli\SCM server\

db. jdbc_j ar=D:\ Program Fi | es\| BM SQLLI B\ j ava\ db2j ava. zi p
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Figure 5, server.ini

This configuration file is provided with comments for each setting, note that is has important
information such as the location of password keystores, databases and the SMTP mail
server, DB2 access information and debug settings.

Note thejac_dhcp_auto_register setting, this needs to be set to true if you want DHCP
clientsto get automatically registered at the SCM server.

24.9Implementing a Proxy Agent

The basic steps to installing a proxy agent are as follows

i. Install the SCM client on the machine where you want to run the proxy agent

ii.  During installation ensure that the client type is defined as PULL

ii. Usethe SCM GUI or CLI to Register this client on the SCM server

iv.  Add the com.ibm.jac.server.JACProxy.jar collector to the client. If this collector has
not been installed into SCM yet, you would have to install, authorise and register it
before this step

v.  Edit the proxy collector — do this from the Clients view, by right clicking on the
collector field and selecting Edit Collector from the drop down menu. You will need to
add INBOUND and OUTBOUND IP and port values for the proxy, e.g. INBOUND

192.100.120.54/32:1960 OUTBOUND
192.100.120.2/16:1950

vi.  where in this case 32 and 16 specify net masks to apply to the IP address to define
the range of address to accept/broadcast to, i.e. 32 = 4 x 8 (4 IP octets) therefore the
mask applies to the whole IP address so that only traffic from the single IP address is
accepted, so in this case only traffic from the SCM server, which has an address of
192.100.120.24, the proxy will be listening on port 1960. For the outbound traffic we
have specified a netmask of 16, i.e. two octets, which means the traffic from the proxy
agent, will be broadcast to IPs in the 192.100.X.X address range, the clients will all be
listening on port 1950.

vii.  Select the proxy tab on the Admin GUI and right click in the lower panel and select
Create Proxy from the menu.
viii.  Enter a meaningful name for the Proxy

ix.  Enter the IP address of the machine the proxy agent resides on
x.  Next, install and register the clients that will connect to the SCM server via the proxy.
These clients need to be PULL clients also; Push clients are not supported for proxy
operation. Existing clients may need their client.pref files modifying as well as
configuration from the GUI
xi. ~ From the Client panel, click on the client name you wish to connect to the proxy.
From the client configuration section click on the arrow by the Proxy field open a list
with the names of available proxies, select the proxy and then click on the Save
button.
xii.  Right click on the com.ibm.jac.server.JACProxy collector field (whilst still in the
Clients panel), and select Run Collector now from the menu.
The client should connect to the SCM server via the proxy at the next “heartbeat”, if this does
not occur try restarting the clients and server
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24 .10ACS Server

On the ACS Server web GUI, go to the reports section and look at the Passed
Authentications and Failed Attempts reports.

The Failed Attempts report shows you instances where the NAC process was
not completed successfully for some reason. The Authentication Failure Code column
will give you an indication of what failed. Use this report to find details on why NAC
challenges are not completing. This will typically lead you to something not right in
your Cisco NAC setup, between the CTA, IOS NAD, and ACS Server.

The Passed Authentications report shows you NAC challenges that were
completed successfully, even if the result was that the client was quarantined. If
entries are being added to this report, your basic Cisco NAC Setup is probably okay
and the hosts are being quarantined due to their compliance postures. At any rate,
you can see the values passed up from the ITSCM Posture Plug-in for each host in
this report.

24.11Cisco Trust Agent

On the client, the CTA handles all communications with the Cisco network.
The accompanying file, ppta.exe, can be used to query the CTA to see what
information it will be passing to the network. This file should be placed into the
%CTA_HOME% directory and executed from there. When run, it will pop up a
window. Click on the Update List button to display all of the registered Posture-
Pluglns on the system. You should see the IBM ITSCM plugin displayed in the list.
Select the IBM plugin and click on the Posture Button. The attributes and values that
will be passed to the network by the IBM plugin are displayed in the lower window.
Make sure that these values are the expected values.

24.12IBM Tivoli Security Compliance Manager Client

=  When the ITSCM Client is started, the ITSCM Policy Collector should listen for
TCP connections on port 40500. If a netstat —an command is run in a command
window and the line:
TCP 127.0.0.1:40500 0.0.0.0:0 LISTENING
Does not appear in the list of connections, then the ITSCM Client Policy Collector
is not running correctly.

= [f the client is listening on port 40500, you can telnet to the client and issue the
same commands that the CTA would issue. In a command line window, issue the
command
telnet localhost 40500
to establish a connection with the client.

These commands will allow you to see what is being passed back to the
network, look at the complete posture cache and test calls to the Remediation
handler.

The commands ‘pquery’ and ‘pstatuschange’ have no arguments.
= pquery will display the current value of all defined posture attributes.
= pstatuschange will display either true or false, which is how the
network wiikl determine whether the cklient’s status has changed
since the last pquery.
The commands ‘print’ and ‘runall’ will display and refresh the posture cache.
= print will show the full contents of the posture cache and is useful to
see what the client sees as the state of your system.

= Runall will run all of the collectors again and refresh the posture

cache with fresh information.
The command ‘pnotify <REM_URL> will fire up the remediation handler, with
<REM_URL> being the URL of the remediation listener that will be called to
handle the remediation request.

Created by Phil Billin Page 268 29/09/2005



= Client Logging can be turned on by setting the property ‘debug’ to ‘true’ in the
%SCM_HOME%\client\client.pref file. Once turned on, a file called ‘client.log’ will
be created and updated in the %SCM_HOME/clien directory.

24.13Remediation Client

=  When the ITSCM Client is started, it will automatically start the remediation
client's RemediationlnitiationHandler. The remediation client will maintain a log file
in the %SCM_HOME!/client directory called tcr.remediation.cleint.log. Log settings
for the remediation client’s logs can be changed by editing the file
‘log4j.properties’ in the tcr.remediation.client.jar file in the %SCM_HOME%)\jars
directory.

24.141BM Tivoli Provisioning Manager Server

= Onthe TPM Server web GUI, you can go to the System Config/Workflow
Management tab and from there select Deployment Requests. This will bring up a
report of all current deployment requests that have been or are being processed
by the TPM Server.

0 Atypical TCR Remediation Thread will begin and end with deployment
requests called TCRRegisterDevice and TCRUnregisterDevice. Any
workflows called between these will be a remediation workflow, or various
workflows to copy files to the client or execute commands on the client.
So, a typical remediation would include a TCRRegisterDevice followed by
remediation workflow such as “MSPatchinstall” followed by several file
copying workdlows, followed by several command execution workflows,
followed by a TCRUnregisterDevice workflow. By following these steps in
a remediation thread you can determine how far along rthe remediation
got and potentially find error information back for each deployment
request.

= Inthe %WEBSPHERE_HOME%/appserver/logs/serverl directory, the ServerOut.log file
will contain al of the logging information for boh the TPM application and the
ter.remediation.server application.
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25 Appendix 1

25.1Reference Information

» IBM Tivoli Security Compliance Manager Overview
http://www-306.ibm.com/software/tivoli/products/security-compliance-mgr/

* IBM Tivoli Security Compliance Manager 5.1 Utilities
http://www.ibm.com/support/docview.wss?uid=swg24007082

* IBM Redbooks:
— IBM Tivoli Security Compliance Manager SG24-6450-00
— Building a Compliance based Network Admission Control and Remediation Solution
SG22-6678-00

* IBM Tivoli Security Compliance Manager Product Documentation
http://publib.boulder.ibm.com/tividd/td/IBMTivoliSecurityComplianceManager5.1.html

» Automation package for IBM Integrated Security Solution for Cisco Networks
http://www-18.lotus.com/wps/portal/automation/

Created by Phil Billin Page 270 29/09/2005



	I Copyright Notice 
	II Trademarks 
	III Notices 
	IV Document History 
	V The objective of this document 
	VI Acknowledgements 
	1 Introduction 
	1.1 What is IBM Tivoli Security Compliance Manager?  
	1.2 Product Highlights 
	1.3 IBM Tivoli Security Compliance Manager Hardware Requirements 
	1.4 IBM Tivoli Security Compliance Manager Software Requirements 
	1.5 VMWARE requirements for use is test and demonstration environments 
	2 Installation of the IBM Tivoli Security Compliance Manager on AIX 5.X 
	2.1. Installation of IBM DB2 UDB 8.2 Server  
	2.1.1 Base DB2 Installation  
	2.1.2 Check the DB2 installation  

	2.2 Installation of Tivoli Security Compliance Manager Server V 5.1 
	2.2.1 Base ITSCM Server Installation  
	2.2.2 Verify the ITSCM Server installation  

	2.3 Installation of Tivoli Security Compliance Manager Client V 5.1 
	2.3.1 Base ITSCM Client Installation 
	2.3.2 Verify the ITSCM Client installation  


	3 Installation of the IBM Tivoli Security Compliance Manager on SLES 8 
	3.1 Installation of IBM DB2 UDB 8.1 Server  
	3.1.1 Base DB2 Installation  
	3.1.2  Installation of DB2 8.2 (ie 8.1 Fixpack 7a)  
	3.1.3  Check the DB2 installation  
	  

	3.2  Installation of Tivoli Security Compliance Manager Server V 5.1 
	3.2.1 Base ITSCM Server Installation  
	3.2.2 Verify the ITSCM server installation  

	3.3 Installation of Tivoli Security Compliance Manager Client V 5.1 
	3.3.1 Base ITSCM Client Installation 


	4 Installation of the IBM Tivoli Security Compliance Manager on Windows 2000 
	4.1 Installation of IBM DB2 UDB version 8.1 
	4.1.1 Base DB2 Installation 

	4.2 Installation of Tivoli Security Compliance Manager Server V 5.1 
	4.2.1 Base ITSCM Server Installation 

	4.3 Installation of Tivoli Security Compliance Manager Client V 5.1  
	4.3.1 Base ITSCM Client Installation 


	5 IBM Tivoli Security Compliance Manager Console Installation 
	5.1 Installation of a ITSCM  Console on Windows 2000 or XP 

	6 Tuning Guidelines 
	6.1 The law of diminishing Returns 
	6.2 Tuning just for the sake of tuning 
	6.3 Consider the entire system 
	6.4 One parameter at a time 
	6.5 Tune by levels 
	6.6 Hardware as well as software  
	6.7 Understand the problem 
	6.8 Put fall-back procedures in place 
	6.9 The top tuning factors 

	7 DB2 Database Installation Considerations and Performance Tuning 
	7.1 DB2 Installation Suggestions 
	7.2 DB2 Tuning Suggestions 
	7.2.1 Buffer Pools 
	7.2.2 Increasing Buffer pool size 
	7.2.3 Placing logs on a separate device 
	7.2.4 Increase log file size 
	7.2.5 Clear snapshots 
	7.2.6 Add indexes as necessary 
	7.2.7 Additional Tuning 


	8 IBM Tivoli Security Compliance Manager Console Functions 
	8.1 Logging on to ITSCM Server via GUI 

	9 Configuration of IBM Tivoli Security Compliance Manager Clients and Collectors 
	9.1 Managing Clients 
	9.1.1 Before you start 

	9.2 Register the ITSCM Client   
	9.2.1 Automatic Client Registration 
	9.2.2 Manual Client Registration 
	9.2.2.1 Restarting ITSCM Client on Linux 
	Restarting ITSCM Client on Windows 

	9.2.3 Creating Client Groups 
	9.2.4 Creating Nested Client Groups 

	9.3 Configuring Collector Authorization   
	9.3.1 Before you Start 
	9.3.2 Create Keystore and Authorization Key 
	9.3.3 Set Collector Authorization Level 

	9.4 Managing Collectors 
	9.4.1 Before you Start 
	9.4.2 Installing Collectors 
	9.4.3 Authorizing Collectors 
	9.4.4 Registering Collectors  
	9.4.5 Set Collector Default Schedules 
	9.4.6 Assigning Collectors 
	9.4.7 Testing the Collector on a Client 
	9.4.8 Collecting Collector Data 


	10 Configuration of Security Compliance Manager Policies and Compliance Queries 
	10.1 Managing Policies 
	10.1.1 Create the Policy 
	10.1.2 The Compliance Query 
	10.1.3 Snapshots 
	10.1.4 Suppression 
	10.1.5 Policy Schedules and Collectors 
	10.1.6 Policy Bundles 

	10.2 Sample Installation of selected  policies: Linux + UNIX policies 

	11 Creating a sample SQL report from the ITSCM administration GUI 
	11.1 SQL Reports 
	11.1.1   Configuring a Report 
	11.1.2 Execute a report 


	12 Preparing the W2K client for ITSCM Operational Reporting  
	12.1 W2K: Installation DB2 UDB Administration Client V8.2 
	12.2 W2K: Installation of IBM HTTP server 1.3.26.2  
	12.3 W2K: Install Crystal 9 Enterprise   
	12.3.1 Create Windows account for MSDE:  
	12.3.2 Install the Server   

	12.4 Installation and Configuration  of ITSCM Operational Reports  
	12.4.1 Obtain and prepare the Operational Report Files  
	12.4.2 Configure the CE 9 CGI Web Connector for IBM HTTP Server 
	12.4.3 Create IBM HTTP Administrator account 
	12.4.4 Create directory aliases 
	12.4.5 Add MIME types 
	12.4.6  Associate MIME types with scripts 
	12.4.7  Edit the Crystal Enterprise HTML pages  
	12.4.8 Testing the Configuration  
	12.4.9 Create an Open Database Connectivity (ODBC) data source  

	12.5  Make the Tivoli Security Compliance Manager operational reports available  

	13 Verify the Operational Reports  
	13.1 Reporting Interface 
	13.2 Sample Operational Reports  
	13.2.1  Sample-Report:  Policy Violations  
	13.2.2  Sample - Report: Client Violations  


	14 Configuration of Security Compliance Manager Users, Groups and Roles 
	14.1 Creating Users 
	14.2 Creating Groups 
	14.3 Creating Templates 
	14.4 Creating Roles 

	15 IBM Integrated Security Solution for Cisco Networks (IISSCN) 
	15.1 System Overview 
	15.1.1 Network Admission Control - Cisco NAC  
	15.1.2 Compliance – Tivoli Security Compliance Manager 5.1  
	15.1.3 Remediation – Tivoli Provisioning Manager 2.1 
	15.1.4 Tivoli Security Compliance Manager Client for NAC  
	15.1.5 Default Remediation Handler  
	15.1.6 ITSCM Collectors for NAC 
	15.1.7 Remediation Client 
	15.1.8 Remediation Listener 
	15.1.9 Remediation Workflows 
	15.1.10 The Transport Layer (TRAPI ) 


	16 Installing the Cisco NAC Components 
	16.1 ACS Server 
	16.2 IOS NAD 
	16.3 Cisco Trust Agent (CTA) 

	17 Installing and configuring the Tivoli Security Compliance Manager components for IISSCN 
	17.1 Tivoli Security Compliance Manager Server 
	17.2 Tivoli Security Compliance Manager Client 

	18 Installing and configuring the Tivoli Provisioning Manager components 
	18.1 Tivoli Provisioning Manager server 
	18.2 Remediation Workflows 
	18.3 Remediation Listener 

	19 Installation and configuration of IISCN Components 
	19.1.1 Tivoli Security Compliance Manager Posture Plug-in 
	19.1.2 Remediation Client 

	19.2 Configuration Setup 
	19.2.1 Policy Creation and Assignment 
	19.2.2 Remediation Capability 
	19.2.3 Network Configuration 
	19.2.4 ACS Server 
	19.2.4.1 NAC Database 
	19.2.4.2 Mandatory Credentials 
	19.2.4.3 Local Policy 
	19.2.4.4 Local Rules 
	19.2.4.5 Downloadable ACLs 
	19.2.4.6 Groups 
	19.2.4.7 User Group Mappings 

	19.2.5 IOS NAD 


	20 Cisco NAC Installation/Configuration example for TCR 
	20.1 Install and Configure ACS 3.3  
	20.2  Install the ACS Certificate. 
	20.2.1.1 Add the IBM ITSCM attributes 
	To add the IBM ITSCM attributes to ACS by running the command: 


	20.3  Configure Logging 
	20.4  Configure Downloadable ACLs 
	20.5  Configure Groups  
	20.6 Configure a Clientless User 
	20.7  Configure Global Authentication for EAP 
	20.8  Configure External User Database 
	20.8.1.1 Create the NAC Database 
	20.8.1.2 Create the Local Policy 
	20.8.1.3 Configure User Group Mappings 
	20.8.1.4 Configure Unknown User Policy 



	21 IOS NAD Configuration for NAC 
	21.1.1 Setup 
	21.1.1.1.1 Access the Router 
	21.1.1.2 Configure AAA 
	21.1.1.3 Configure Radius Server 
	21.1.1.4 Configure the Interface ACL facing the hosts                                 access-list 101 permit udp any host 192.168.150.1  Specify an ip admission Posture ACL 
	21.1.1.5 Configure Clientless Hosts 
	21.1.1.6 NAC Interface Configuration 
	21.1.1.7 Enable Logging 
	21.1.1.8 Install CTA  



	22 Setup IBM ITSCM NAC Plug-in and Client 
	22.1 Putting it All Together - Creating and deploying a new TCR object 
	1. TPM Server 
	2. Compliance Policy 
	3. TPM Server 
	4. ACS Local Policy 


	22.2 Example Scenarios 
	22.2.1 HotFix 
	22.2.2 Password Length 


	23 Troubleshooting the Deployment 
	24 Hints, Tips, and Tools 
	24.1 General Notes 
	24.2 DB2 Installation 
	24.3 SCM Server Installation 
	24.4 Installing the SCM Client 
	24.5 Installing the SCM Administration Utilities 
	24.6 Post Installation 
	24.7 Installing an Email server 
	24.8 Configuration 
	24.9 Implementing a Proxy Agent 
	24.10 ACS Server 
	24.11 Cisco Trust Agent 
	24.12 IBM Tivoli Security Compliance Manager Client 
	24.13 Remediation Client 
	24.14 IBM Tivoli Provisioning Manager Server 

	25  Appendix 1 
	25.1 Reference Information 



