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1. PREFACE

Welcome to the IBM Tivoli® Access Manager for Enterprise Single Sign-On
AccessProfile bundle for Enterprise Software Profile.
This release note contains information about the Enterprise Software
AccessProfile bundle that was not available when the IBM Tivoli Access
Manager for Enterprise Single Sign-On manuals were published.
This package contains AccessProfiles for the following applications:
v IBM Cognos Business Intelligence
v IBM Filenet
v IBM Lotus Notes
v IBM Lotus Sametime Connect
v IBM Personal Communications
v Oracle E-Business Suite
v SAP GUI for Windows
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2. NEW FEATURES

Table 1. List of new features

Profile Name APAR/ MR Description

IBM Lotus Notes None None

IBM Cognos
Business
Intelligence

None None

IBM Filenet None None

IBM Personal
Communications

None None

SAP GUI for
Windows

MR0428112847 Support for SAP Shortcuts

MR0623115220 Supports initial transaction for SAP user

Internal Supports Change Password feature in Windows 7

IBM Lotus
Sametime
Connect

None None

Oracle E-Business
Suite

None None

3. CLOSED ISSUES

Table 2. List of closed issues

Profile Name APAR Description

IBM Lotus Notes IZ99483 Lotus Notes® profile enters into a loop when wrong
credentials entered.

IBM Cognos
Business
Intelligence

None None

IBM Filenet None None

IBM Personal
Communications

None None

SAP GUI for
Windows

IV02248 SAP profile with Group or Server configuration

IV00807 AccessAgent does not prompt to login again when initial
SAP Password has expired

IV00357 Client Number and Language are optional fields

Internal Profile issue with multiple sessions

IBM Lotus
Sametime
Connect

None None

Oracle E-Business
Suite

None None

4. KNOWN ISSUES
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Table 3. Known Issues

Profile APAR/MR Description

IBM Lotus Notes Internal Built-in IBM Lotus®Sametime® credentials are
captured without validation.

IV02454 The changed IBM Lotus Notes password was not
stored into wallet.

IBM Cognos Business
Intelligence

None None

IBM Filenet None None

IBM Personal
Communications

Internal Credentials are not injected again after a failed
login.

Internal Supports only Operating Systems with English
language.

SAP GUI for Windows Internal Does not support login using a language that is
not installed.

Internal Does not support change password using su01 or
other transactions after logon.

MR0524117132 SAP session overview is not available when you
right click the SAP GUI icon in the tray.

MR0531116759 SAP Change Password Error message dialog
closes automatically

IBM Lotus Sametime
Connect

Internal None

Oracle E-Business Suite Internal Does not support Java Form login.

5. INSTALLATION
Prerequisite

Any existing AccessProfile that has been uploaded to the IMS Server must be
deleted before uploading this AccessProfile. Make sure that you delete any
existing AccessProfile to avoid an AccessProfile loading error.
Installation Instructions

See AccessStudio Installation in the IBM Tivoli Access Manager for Enterprise
Single Sign-On Installation Guide available at: http://
publib.boulder.ibm.com/infocenter/tivihelp/v2r1/index.jsp?toc=/
com.ibm.itamesso.doc/toc.xml.

6. UPGRADE NOTES
Perform the following steps to upgrade your AccessProfiles:
NOTE: Before you upgrade, backup all your data including the AccessProfiles,
Authentication Services, Policies and other items. It is not necessary to
upgrade the AccessProfile in your IMS Server if the existing AccessProfile is
working in your environment without any issues.
v Launch the backup tool in AccessStudio from the menu Tools -> Backup

system data from IMS to file.
v Test the new AccessProfile in a test environment thoroughly before moving

it to your production environment.
v Ensure that all the application workflows that require single sign-on are

working as expected in all the possible hardware and software
configurations.
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v WARNING: Your IMS settings may be overwritten in the following
instructions. Please ensure that you have adequate backup in place and
are familiar with the consequences of an upgrade process before
proceeding.

v Ensure that the AccessProfile that you are planning to upgrade has the
same AccessProfile Id as shown in the General Properties tab in
AccessStudio. Right click on the AccessProfile to upgrade in the
AccessProfiles list and click Upload to IMS. If you confirm to upload the
profile, then the existing AccessProfile in your IMS will be overwritten by
the new AccessProfile you just uploaded. AccessAgent will pickup the
changes on the next synchronization schedule with the IMS server. This
concludes the upgrade process of an AccessProfile.

7. COMPATIBILITY MATRIX
Supported Web Browsers

v Microsoft Internet Explorer 6.0 or later
v Microsoft Internet Explorer 7.0 or later
v Microsoft Internet Explorer 8.0 or later
v Mozilla Firefox 3.x
Supported Components

v IBM Tivoli Access Manager for Enterprise Single Sign-On 8.1 or later
v IBM Tivoli Access Manager for Enterprise Single Sign-On 8.0.1 or later
Supported Operating Systems

v Windows XP
v Windows 2003
v Windows Vista
v Windows 7
v Windows 2008

Note: See IBM Tivoli Access Manager for Enterprise Single Sign-On
documentation for information about the supported browsers, components,
and operating systems.
Other Supported Software Vendor product versions

v IBM Cognos8 8.4.x
v IBM Filenet 4.5.x
v IBM Lotus Notes 7.0.x (Deprecated), 8.0.x, and 8.5.x
v IBM Lotus Sametime Connect 8.0.x, 8.5.x
v Oracle Business Suite Release 12
Supported SAP versions

v SAP GUI for Windows 7.20 with patch level 6
v SAP GUI for Windows 7.10 (Deprecated)
v SAP GUI for Windows 6.40 (Deprecated)
Supported Personal Communications

v IBM Personal Communications v5.9.x on the following Host Operating
Systems and Protocols
– i5/OS® with telnet5250
– i5/OS with VT over telnet
– zOS with telnet3270

8. SUPPORTED LANGUAGES
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IBM Lotus Notes, IBM Cognos®, and IBM Filenet AccessProfiles are built and
tested on the following language platforms:
v Brazilian Portuguese
v Czech
v Dutch
v English
v French
v German
v Hungarian
v Italian
v Japanese
v Polish
v Korean
v Russian
v Spanish
v Simplified Chinese
v Traditional Chinese
SAP GUI for Windows AccessProfile is built and tested on the following
language platforms:
v Dutch
v English
v French
v German
v Italian
v Portuguese
v Spanish
IBM Personal Communications, IBM Lotus Sametime Connect, Oracle
E-Business Suite AccessProfiles supports only English language.

9. ADDITIONAL NOTES
SAP GUI for Windows: Refer to the SAP GUI for Windows AccessProfile
CookBook available in this package for additional details about deploying,
configuring, and using the SAP GUI for Windows AccessProfile.
IBM Personal Communications: Navigating between fields on an i5/OS or
zOS logon screen using the SHIFT+TAB combination, up_arrow or
down_arrow keys is not supported by the profile. Navigating between fields
in these screens must be done with the TAB key only. The profile supports
logon capture and inject for the listed Operating Systems and protocols only.
The profile does not support change password functionality. The profile does
not support the use of the same user ID on more than one i5OS or more than
one zOS system.

10. BASIC TROUBLESHOOTING
To identify and troubleshoot an enterprise single sign-on issue, reproduce the
problem with the following scenarios:
a. Check version number to see if the particular application is supported by

the AccessProfile.
b. Reset all custom settings that affects the application's user interface or

logon process to default values.
c. Download and use the latest AccessProfile from IBM Support website.
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d. Disable AccessAgent and try the workflow manually.

If you can reproduce the problem after disabling AccessAgent, you should
open a support ticket with the application vendor.

11. DOCUMENTATION
The product documentation for Tivoli Access Manager for Enterprise Single
Sign-On is available at http://publib.boulder.ibm.com/infocenter/tivihelp/
v2r1/topic/com.ibm.itamesso.doc_8.0/welcome.htm.

12. NOTICES
This information was developed for products and services offered in the
U.S.A. IBM may not offer the products, services, or features discussed in this
document in other countries. Consult your local IBM representative for
information on the products and services currently available in your area. Any
reference to an IBM product, program, or service is not intended to state or
imply that only that IBM product, program, or service may be used. Any
functionally equivalent product, program, or service that does not infringe any
IBM intellectual property right may be used instead. However, it is the user's
responsibility to evaluate and verify the operation of any non-IBM product,
program, or service. IBM may have patents or pending patent applications
covering subject matter described in this document. The furnishing of this
document does not give you any license to these patents. You can send license
inquiries, in writing, to:
IBM may have patents or pending patent applications covering subject matter
described in this document. The furnishing of this document does not give
you any license to these patents. You can send license inquiries, in writing, to:
IBM Director of Licensing
IBM Corporation
North Castle Drive
Armonk, NY 10504-1785
U.S.A.

For license inquiries regarding double-byte (DBCS) information, contact the
IBM Intellectual Property Department in your country or send inquiries, in
writing, to:
Intellectual Property Licensing
Legal and Intellectual Property Law
IBM Japan, Ltd.
1623-14, Shimotsuruma, Yamato-shi
Kanagawa 242-8502 Japan

The following paragraph does not apply to the United Kingdom or any other
country where such provisions are inconsistent with local law:
INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS
PUBLICATION "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY
OR FITNESS FOR A PARTICULAR PURPOSE.
Some states do not allow disclaimer of express or implied warranties in
certain transactions, therefore, this statement might not apply to you.
This information could include technical inaccuracies or typographical errors.
Changes are periodically made to the information herein; these changes will
be incorporated in new editions of the publication. IBM may make
improvements and changes in the products and the programs described in
this publication at any time without notice.
Any references in this information to non-IBM Web sites are provided for
convenience only and do not in any manner serve as an endorsement of those
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Web sites. The materials at those Web sites are not part of the materials for
this IBM product and use of those Web sites is at your own risk.
IBM may use or distribute any of the information you supply in any way it
believes appropriate without incurring any obligation to you.
Licensees of this program who wish to have information about it for the
purpose of enabling: (i) the exchange of information between independently
created programs and other programs (including this one) and (ii) the mutual
use of the information that has been exchanged, should contact:
IBM Corporation
2Z4A/101
11400 Burnet Road
Austin, TX 78758
U.S.A.

Such information may be available, subject to appropriate terms and
conditions, including in some cases, payment of a fee.
The licensed program described in this document and all licensed material
available for it are provided by IBM under terms of the IBM Customer
Agreement, IBM International Program License Agreement or any equivalent
agreement between us.
Any performance data contained herein was determined in a controlled
environment. Therefore, the results obtained in other operating environments
may vary significantly. Some measurements may have been made on
development-level systems and there is no guarantee that these measurements
will be the same on generally available systems. Furthermore, some
measurement may have been estimated through extrapolation. Actual results
may vary. Users of this document should verify the applicable data for their
specific environment.
Information concerning non-IBM products was obtained from the suppliers of
those products, their published announcements or other publicly available
sources. IBM has not tested those products and cannot confirm the accuracy of
performance, compatibility or any other claims related to non-IBM products.
Questions on the capabilities of non-IBM products should be addressed to the
suppliers of those products.
All statements regarding IBMs future direction or intent are subject to change
or withdrawal without notice, and represent goals and objectives only.
All IBM prices shown are IBM's suggested retail prices, are current and are
subject to change without notice. Dealer prices may vary.
This information is for planning purposes only. The information herein is
subject to change before the products described become available.
This information contains examples of data and reports used in daily business
operations. To illustrate them as completely as possible, the examples include
the names of individuals, companies, brands, and products. All of these names
are fictitious and any similarity to the names and addresses used by an actual
business enterprise is entirely coincidental.
a. Trademarks

IBM, the IBM logo, and ibm.com® are trademarks or registered trademarks
of International Business Machines Corp., registered in many jurisdictions
worldwide. Other product and service names might be trademarks of IBM
or other companies. A current list of IBM trademarks is available on the
Web at “Copyright and trademark information” at www.ibm.com/legal/
copytrade.shtml.
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Adobe, Acrobat, PostScript and all Adobe-based trademarks are either
registered trademarks or trademarks of Adobe Systems Incorporated in the
United States, other countries, or both.
IT Infrastructure Library is a registered trademark of the Central Computer
and Telecommunications Agency which is now part of the Office of
Government Commerce.
Intel, Intel logo, Intel Inside, Intel Inside logo, Intel Centrino, Intel
Centrino logo, Celeron, Intel Xeon, Intel SpeedStep, Itanium, and Pentium
are trademarks or registered trademarks of Intel Corporation or its
subsidiaries in the United States and other countries.
Linux is a trademark of Linus Torvalds in the United States, other
countries, or both.
Microsoft, Windows, Windows NT, and the Windows logo are trademarks
of Microsoft Corporation in the United States, other countries, or both.
ITIL is a registered trademark, and a registered community trademark of
the Office of Government Commerce, and is registered in the U.S. Patent
and Trademark Office.
UNIX is a registered trademark of The Open Group in the United States
and other countries.
Cell Broadband Engine and Cell/B.E. are trademarks of Sony Computer
Entertainment, Inc., in the United States, other countries, or both and is
used under license therefrom.

Java and all Java-based trademarks and logos are trademarks or registered
trademarks of Sun Microsystems, Inc. in the United States, other countries,
or both.

Other company, product, and service names may be trademarks or service
marks of others.

End of IBM Tivoli Access Manager for Enterprise Single Sign-On, Enterprise
Software Profile, Version 1.2, Release Notes.
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